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1 Introduction

This document contains specific information and procedures to follow to successfully install the Engage Voice

Recorder software onto one or more servers, including:

Pre-installation documentation, readiness checks for deployment and setting installation schedules.

o Installation documentation, planning and required tasks.

Initial system installation, configuration and setup tasks.

o Post-installation configuration, system monitoring and initial customer training.

1.1 Installation Overview

This document contains information and procedures for installing the Engage voice recorder system on one

or more servers in a deployment.

Typical installations proceed in the following phases:

Installation Planning

Pre-installation planning meetings.

o Statement of Work (SOW) created after pre-installation meetings and sent out for review.

Customer approves SOW and SOW discussion meetings, as needed.

Installation scheduled.

Pre-Installation readiness meeting(5 business days before installation start)
o Review recording and user forms, check server readiness.
e Check PBX and SQL readiness.

o Transfer software onto server.
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o Discuss SOW and any changes, as needed.

o Confirm installation dates.

Installation
o Load and install the product and support software.

o Setup basic recording configuration and start monitoring.

Post Installation Configuration & Monitoring

Configure system and any add-on capabilities.

o Conduct first level Administrator Training and review of setup.

Begin monitoring events.

o Conduct second level training (Administrator & Supervisor).

1.2 Installation Pre-Planning Meeting

Once the order is received, the installation scheduling team reaches out to the reseller / customer for key

installation contacts and the pre-installation planning meeting is scheduled.

During the pre-installation planning meetings, all aspects of the installation are discussed.
Dependencies are discussed and expectations are set.

Key information is collected, and this allows the Statement of Work to be generated.

Forms are also sent out and should be returned with the SOW if possible. If the data is not yet available, it
must be returned by the pre-installation readiness. Should the key recording information not be made avail-
able by the Pre-installation readiness call, the installation may need to be rescheduled which can add sig-

nificant delay.
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o Server forms containing all defined system and network administrator user accounts, IP addresses, NIC

card assignments and SQL instance names completed and returned.

o Project information forms with project personnel names, email addresses, phone numbers, schedules, loc-

ations and responsibilities are completed and returned.

o Completed pre-installation forms for recording information such as phones, agent names and IDs, the
recording rules for the recording schedule, playback forms for playback access such as user names, user

IDs, user roles, and organizational permissions.

User forms provided before start of installation will be data filled into the product by the installer. Should user

forms not be supplied, the customer will be responsible for configuring user accounts and agents.
1.3 Signed Statement of Work (SOW)

The Statement of Work (SOW) includes an overview of products purchased, infrastructure required, storage

requirements, dependencies, and a provisioning overview.
The SOW is sent out for review, and the customer approves or requests changes to the SOW.
Once the SOW is returned, the installation is scheduled, and a pre-installation readiness meeting is planned
five (5) business days before start of installation. Additional meetings can be scheduled as needed.
1.4 Installation Forms
The following documents must be filled out and returned to the project manager prior to the Pre-installation

readiness call.

« Server forms: These contain all defined system and network administrator user accounts, IP addresses,

NIC card assignments and SQL instance names completed and returned.

o Pre-installation forms: These are used for recording information such as agent names and IDs, the record-
ing rules for the recording schedule, playback forms for playback access such as user names, user IDs, user

roles, and organizational permissions.



;@Smﬂ'f"

2 Pre-Installation Tasks and Readiness Meeting

At the beginning of each installation project, TelStrat will provide the customer/reseller with details and
information regarding their pre-installation tasks via meetings, emails and documentation. All tasks must be

completed prior to the start of installation or the schedule could be jeopardized.

The following topics will be discussed during the pre-installation planning meeting. Any topics with an (*) are

to have a corresponding Parature checkbox or field to document.

Pre-Installation Tasks and Checklist

SCOPE OF WORK

[] Has the Distributor / End User tech read the scope of work?
[] Do they have questions on the Scope of Work?

[] *Is the Scope still valid as to the current customer requirements? Any changes since the SOW was writ-

ten? Will This require the project to be re evaluated?

[ Have they filled out and returned Documents?
SERVER & NETWORK

] Is the server on the network and joined to the domain?

[ Is the correct operating system installed per SOW?

[ Is the system hardware configured as per the SOW (Partitions, Ram, and CPU)?
L1 Identify the TLAN and CLAN IP Addresses?

[ Firewalls and TCP/UDP ports requirements?

[] Have you logged in as the account you will be installing under?
] Download Latest software of Engage, SOA Services and Web?

[] Download Prerequisites?
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Pre-Installation Tasks and Checklist

[] Download SQL Express (if Needed)?

] Download extra software features? i.e. Screen Capture, ODRC?

[] Download any extra Hot fixes?

If Customer is to download:

L] Have HTTP://ESUPPORT.TELSTRAT.COM downing instructions provided?

PBX CONFIGURATION

] Verify they have programmed the PBX according to installation type?
CTI Application Login (Application User Account, AES Account, Etc)
Correct licenses? (DMCC Full, LAN CTE. etc.)

Phone provisioning — (AST, BIB, Etc)

Verify they have downloaded their TSP client, i.e. Avaya, Cisco, ShoreTel
TAP Cards, Splitter and Cabling in place? (If applicable)

TALC Cards and wiring in place? (If applicable)

LICENSING

] PROXY Licenses requested? (If applicable)

[ Soft Dongle License is required after hours

LOGISTICS

[] Verify Connection method for Remote installation( Webex, VPN, Team Viewer, Etc)
[] PCand Phone Available for Testing

[ Verify the Installation Start Times and any After hour start times (verify their time zone)

agle0414 Copyright © 2016, TelStrat International, Ltd. 13
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Pre-Installation Tasks and Checklist

[ Ensure you have the contact’s phone number to call at the start times

[] Ensure that the tech will be available by phone when needed

2.1 Pre-Installation Documents Completed

Prior to the deployment, all company related and TelStrat installation forms must be completed and returned

to TelStrat for reveiw. This is an important step to keep the deployment moving smoothly.
2.2 Dedicated Local or Domain Account Created

Engage requires a local user or domain account be created with a password that never expires.
This domain account must be configured as a local administrator on each Engage server.
The domain account is created for the following requirements:

o Ifrecordings are to be archived on a remote shared storage location such a Storage Area Network (SAN),

Network Attached Storage (NAS), or remote file server.
o If screen capture is to be used.
o If speech analytics is to be used.

o If encryption is to be used.

If the Engage deployment meets any of the above criteria, a domain account with a password that never
expires must be created, and this domain account and password must be available during the Engage soft-

ware installation. This can be one account.
2.3 Document the SMTP Server Information

The voice recording server is a mission critical business service. It may depend on access to other parts of the
customer network or remote SQL servers. Engage attempts to issue alerts for detected system issues via
SNMP or Email alerts. Email alert notification is the preferred choice for most deployments and will only func-

tion if the correct SMTP server information is entered into Engage.
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It is important for the customer to provide the SMTP Server information to the Engage installation technician
for configuration in Engage. Otherwise, emailed system alerts will not be available, which will result in exten-

ded installation and system down time.

The Engage server must be added as a trusted host on the Email relay server. Deployments with a ded-
icated web server require that both the Engage Record server and web server be added as a trusted host.
The FROM address found in Critical Event Services emails can be changed to a specific address, if desired.
2.4 Basic Server Preparation and Verification
All Engage servers require the following basic server preparations and verifications:
« Windows Updates Must Be Applied. Prior to the start of installation, the customer must apply Windows

Updates. This can save up to one hour of installation time per server depending on the installed OS type

and release date.

NOTE: TelStrat recommends that customer server software updates be monitored and supervised and not
set to be performed automatically. Should customers need to perform unattended software updates,
TelStrat recommends testing all server functionality after updating to verify that the updates did not neg-
atively impact the system's ability to record and playback calls, screen captures, encryption key use, etc. Cus-
tomers can request that TelStrat be available during their server updating procedures and arrangements for

technical support can be made by contacting TelStrat Technical Services Support.

o Add the Engage Domain Account to the Local Administrator's Group. Prior to the start of installation,
the customer must add the Engage Domain Service Account to the local Administrator group on each

Engage server.

o Storage Partitions and Mass Archive Must Be Setup.All storage partitions defined in the Scope of Work
must be defined. Any Mass Archive locations(s) must be defined and the Engage Domain account must be
granted full permission to this shared location. Refer to the pre-installation scope of work document for
the recommended partitions and sizes required. Windows Server 2008 and newer includes Partition tools

in the Disk Management tool located at Administrative Tools » Computer Management.
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« Static IP Addresses Must Be Assigned. The static IP addresses must be assigned to all Engage Record serv-

ers.

o Anti-Virus Software must be DISABLED During Installation. Any anti-virus software must be disabled on

the Engage servers during installation.

o Power settings Must Be Confirmed: Power settings must be set to enable Wake Timers and must be set
to default to OS High Performance under Control Panel » Power Options for all Engage servers and the
SQL server. If power settings are not set to High performance, Engage may fail to record calls due to Allow
Wake Timers being disabled. These important settings are found here:

o Power Options - Select a Power Plan

= | B )
@U-|9 » Control Panel » All Control Paneltems » Power Options rl
Fie Edt View Tools Hep
Control Panel H °
ontrol Panel Home
Selecta power plan
Require a pessword onwakeup  Power plans can help you maximize your computer's performance or conserve energy. Make a plan
s or choose a plan and custom 5. Tell me more
Choose what the powerbutton ot ? g
Create a power plan Preferred plans
D Choose when to turm off the © Balanced (recommended) Change plan settings
display bal energy
® Change when the computer
e © High performance Change plan settings
Favors performance, but may use more energy.
Hide additional plens ~
© Power saver Change plan settings

Saves energy by reducing your computer's performance where possible,

Seealso
Personalization

User Accounts
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o Power Options - Advanced

5 Power Options [ 7 &J
I Advanced settings

then choose settings that reflect how you want your

\[ i Select the power plan that you want to customize, and
computer to manage power.

[High performance [Active] -

Hard disk -~
Internet Explorer
Desktop background settings
Wireless Adapter Settings
= Sleep
Sleep after
Allow hybrid sleep B
Hibernate after
= Allow wake timers
Setting: Enable
ISR cattinac

m

[ Bestore plan defaults

[ 0K ] [ Cancel Apply

2.5 Recording Server Network Interface Cards (NICs)

Refer to the provided statement of work documents which should define the number of Ethernet NIC(s)

required for the recording server. Most deployments require 2 Ethernet NIC(s):

e C-LAN: The Customer LAN (C-LAN), is typically used for Server Administration and Engage Client access.

e T-LAN: The Telephony LAN (T-LAN) interface handles CTl and any RTP packets.

The following deployments require a 3rd Ethernet NIC:

o Port Spanning: Deployments utilizing port spanning require a dedicated NIC for processing spanned RTP
traffic. If port spanning is used, the customer or reseller is responsible for deploying a port spanning cap-

able Ethernet switch and configuring it for port spanning.

o CS 1000 VolP: Meridian Link Services requires a dedicated Ethernet NIC per PBX requirements.
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Additional Engage products and most VolP deployments will require additional ports to be opened on the fire-

wall. Refer to the FIREwALL PORT REFERENCE GUIDE and the specific vendor deployment for Engage Voice

Recorder and Engage Feature (Screen Capture, Encryption, Mass Archive, etc) port requirements for addi-

tional firewall configurations.
2.6 PBX License and Configuration Requirements

All PBX implementations will be different in size, connectivity to Engage and tasks required to complete the
the deployment. The following PBX configurations must be completed prior to the Engage installation com-

mencing:

e PBX licenses (if required) need to be purchased, imported and configured according to the customer’s spe-

cific voice system requirements.

e PBX configurations need to be completed for the proposed recording solution defined in the project’s doc-

umentation (ex. Cisco, Avaya, ShoreTel, BroadSoft, etc...).

PBX Licenses: There are a number of software licenses that come with PBXs. Engage will be looking for specific
ones. The customer must purchase any PBX licenses required for call recording prior to starting the Engage

software installation.

Voice platform licensing requirements, by platform, include:

Avaya ACM Avaya Telephony Server Avaya TSAPI and DMCC licenses must be purchased from
API (TSAPI) an Avaya reseller.
Avaya IP Office TAPI2 Service Provider Avaya CTI Link Pro license must be purchased from an
located from the User Avaya reseller.
DVD
Avaya CS 1000 None Avaya Meridian Link Services MLS is required for VolP
phone recording and/or MLS Trunk recording.

agle0414 Copyright © 2016, TelStrat International, Ltd. 18
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Broadsoft Broad- None Call Recording license, which is user-based, in order to
works make use of SIPREC
Cisco UCM Cisco TAPI Service Pro- None
vider (TSP)
Mitel MITAI CTI protocol Mitel Recording Licenses
ShoreTel ShoreTel DVS ShoreTel TAPI Application Server license

PBX configurations: Refer to the PBX configuration documentation supplied by the TelStrat project manager

for any steps that must be completed prior to starting the installation.
Some tasks that may be required are:

o APBX or voice platform system login and password for Engage (Defined in specific voice system doc-

umentation).
« Security access for Engage.
o CTI software downloaded on the Engage Recording Server.
o Configuration of the PBX and designated phones to enable phone device recording.

« Enabling of additional unique PBX features such as Extension Mobility, OnDemand recording, etc...

2.7 Recording Method Hardware (deployment dependent)

Depending on the customer’s recording method, additional hardware may be required. Typically analog,
digital and port spanning deployments will require additional hardware in order for Engage to capture or tap

the RTP voice stream.

o Spanning Switches: If using the Port Spanning method in the deployment, a Layer 2 switch with switch

port analyzer (SPAN) capabilities is required. Port Spanning is available in most SIP or digital environments.
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o TAP Card: If using analog lines, analog radios, analog DISA Trunks, microphones, T1, E1 or PRI recording

methods, a hardware TAP card will need to be installed.

o TALC Card: If recording Avaya CS 1000 digital phones, the customer must replace the Engage server’s
digital line card with the TelStrat-provided TALC card.

2.8 Testing Telephone and Workstation
For proper testing of a newly installed Engage Voice Recorder system (and its optional features, if installed),
some test telephones and a workstation must be set up and made available. The minimum needed are:
o Atleast one working telephone to make test calls to be recorded.

o Atleast one computer workstation must be available to use with the Web Client.

o If contact center software is installed, then at least one operational agent ID must be configured. An agent

call must be recorded as part of the customer acceptance testing.

o Microsoft Silverlight version 5.1.30514.0 or newer must be deployed on all workstations using the Web Cli-

ent unless only basic call playback is required.

2.9 Pre-Installation Planning for Web Client Roles - Recommendations

Each user role defined in the web client Administration » User Roles tab has selections available that enable
or disable features, reports, quality and administration tasks and access for the specific role assigned to the
user. The following are TelStrat's recommendations for the roles definitions which are made at the Web Client

User Role tab:



View Role

Description Adr

Role Name | Adm.

General | Recorder admin Ful Control  Create ~ View ~ Modify  Delete |

Unrestricted Resources Rl SR

Archives

Recordings
| Reports FullControlCreate - ViewModify Delete
Playback Calls

ot

Call Download
Recording Reports.

Mass Archive Access
Recording Dashboard

Delete Calls

Customize Playback View Gy B

ey Speech Analytics Dashboard

Active Call Status

| quality Ful Control  Create ~ View  Modify  Delete
Live Monitoring
Evaluations
Search Pre-defined Categories [l m—

Custom Phrase Search Eemoenn

Generate Playback URL E-Leaming Activities

Coaching Session

Quality

Generate Evaluation URL Administration Full Control  Create  View ~ Modify ~Delete

Access Evaluations by other users Dialed Numbers.

Acoess Activities by other users e —
Enable My Engage
Playback Groups

Administration User Accounts.

Audit Trail User Roles
Events Speech Analytics Categories
Setup

The recommendations for each role definition is taken from this core set of selections:

Role Permi Release 5.1
Role Name Role Permissions Descriptions Description Role Permissions Descriptions
General Recorder Admin Full Control Create View Modify Delete
[unrestricted Resources Recorder Ports )] X X [ x[ x [ x
Recorder Schedule ] X X [ x| x X
Recordings. Volp | X X X X X
[layback alls Archives A X X [ x| x | x
Call Download
Mass Archive Access Reports Full Control Create View Modify Delete
Delete Calls Evaluation Reports )| X X [ x| x [ x
Customize Playback View Recording Reports 7 X x | x| x | x
Configure Playback View Recording Dashboard x
[Active call status Quality Dashboard X
Live Monitoring Speech Analytics Dashboard | X
[search pre-Defined Catagories Quality Full Control Create View Modify Delete
[Jcustom phrase search Evaluations )] X X [ x ] x X
Evaluation Forms ) X x| x X
[eenerate Playback URL E-Learning Content ] X X [ x| x | x
E-Learning Activities Al X X X X X
Quality Coaching Session X X | x| x [ x
Generate Evaluation URL
|Access Evaluations by other users [Administration Full Control Create View Modify Delete
Access Activities by other users Dialed Numbers ] X x [ x[ x [ x
Enable My Engage Phone Numbers ] X X | x| x X
Playback Groups Al X X X X X
Administrator User Accounts ] X x [ x| x [ x
| Audit Trail User Roles ] X X | x| x X
Events Speech Analytics Catagories © X X X X X
Setup
Service Accounts

Administrator Role

The following are Administrator Role recommendations.
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Administrator Role Recommendations

Release 5.1

Role Name Administrator Description Administrator Role
General [Recorder Admin Full Control Create View Modify Delete
Unrestricted Resources Recorder Ports ] x X [ x [ x X
Recorder Schedule )| X X | x| x X
Recordings Volp A X x | x X X
Playback Calls. Archives b X X | x X X
Mass Archive Access Reports Full Control Create View Modify Delete
Evaluation Reports ) X x [ x| x [ x
Customize Playback View Recording Reports | X X | x| x | x
Configure Playback View Recording Dashboard X
Active Call Status Quality Dashboard X
ive Monitoring Speech Analytics Dashboard * X
Search Pre-Defined Catagories Quality Full Control Create View Modify Delete
ustom Phrase Search Evaluations 1 X x [ x| x X
Evaluation Forms )| X x | x| x X
[Joenerate playback URL E-Learning Content ] X X [ x| x | x
E-Leaming Activities X X | x| x [ x
Quality c X X [ x| x [ x
Access Evaluations by other users Admi Full Control Create View Modify Delete
Access Activities by other users Dialed Numbers 1 X x [ x| x X
["|enable My Engage Phone Numbers Al X X | x
Playback Groups ] X X [ x| x X
Administrator User Accounts )| X X | x| x X
[ Audit Trail User Roles 7 X x [ x| x X
Events Speech Analytics Catagories © X X | x X X

Setup

X]service Accounts

Local Administrator Role

The following are Local Administrator Role recommendations.

Local Administrator Role Recommendations

Role Name Local Administrator

Description

Release 5.1

Local Admin Role Recommendations

General

Unrestricted Resources

Recordings

Playback Calls

Configure Playback View
Active Call status

ive Monitoring

[search pre-Defined Catagories
Custom Phrase Search

[Jeenerate Playback URL

Recorder Admin
Recorder Ports
Recorder Schedule

Full Control Create View Modify Delete
X X

Reports
Evaluation Reports
Recording Reports
Recording Dashboard
Quality Dashboard

Speech Analytics Dashboard

Full Control Create View Modify Delete

x T x [x] x [ x

X
X
X

Quality
[ JGenerate Evaluation URL

Access Evaluations by other users
Access Activities by other users
Enable My Engage

Quality
Evaluations
Evaluation Forms
E-Learning Content
E-Learning Activities
Coachi

Full Control Create View Modify Delete

istrator
Audit Trail

Events

Service Accounts

Supervisor Role

The following are Supervisor Role recommendations.

Phone Numbers
Playback Groups
User Accounts

User Roles
Speech Analytics Catagories

Full Control Create View Modify Delete

X X [ x| x X
X X X
X X [ x| x X
X X [ x| x X
X X | x| x X
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Supervisor Rolé Recommendations [Ireteases.a
Role Name Supervisor Description Supervisor Role Recommendations
General Recorder Admin Full Control Create View Modify Delete
[Junrestricted Resources Recorder Ports
Recorder Schedule
Recordings voip
Playback Calls Archives

Mass Archive Access Reports Full Control Create View Modify Delete
Delete Calls Evaluation Reports ] X x [ x| x |
Customize Playback View Recording Reports 3 X x | x| x | x
Configure Playback View Recording Dashboard A X
Active Call status Quality Dashboard B X
ive Monitoring Speech Analytics Dashboard
[Jsearch pre-efined catagories Quality Full Control Create View Modify Delete
Custom Phrase Search Evaluations
Evaluation Forms
[JGenerate Playback URL E-Learning Content
E-Learning Activities
Quality Coaching session
Generate Evaluation URL
Access Evaluations by other users Administration Full Control Create View Modify Delete
Access Activities by other users Dialed Numbers
Enable My Engage Phone Numbers
Playback Groups
Administrator User Accounts
Audit Trail User Roles
Events h Analytics Catagories
Setup

Service Accounts

Unrestricted Supervisor Role

The following are Unrestricted Supervisor Role recommendations.

pervisor i Release 5.1

Role Name Unrestricted Supervisor Description Unrestricted Svsr Recommendations
General Recorder Admin Full Control Create View Modify Delete
Unrestricted Resources Recorder Ports
Recorder Schedule
Recordings
Playback Calls |Archives
Call Download
Mass Archive Access Reports Full Control Create View Modify Delete
[ |pelete calls Evaluation Reports ] X X [ x| x |
Customize Playback View Recording Reports ] X X | x| x [ x
Configure Playback View Recording Dashboard Al X
Active Call Status Quality Dashboard B X
ive Monitoring Speech Analytics Dashboard
Generate Playback URL
Search Pre-Defined Catagories Quality Full Control Create View Modify Delete
[Jcustom phrase search Evaluations
Evaluation Forms
[Jeenerate playback uRL E-Learning Content
E-Learning Activities
Quality
Generate Evaluation URL
[X]Access Evaluations by other users |Administration Full Control Create View Modify Delete
Access Activities by other users Dialed Numbers
[ |Enable my Engage Phone Numbers
Playback Groups
User Accounts
Audit Trail User Roles
Events Speech Analytics Catagories
setup
service Accounts

Agents Role

The following are Agents Role recommendations.
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Agent Role Recommendations

Role Name Agent

Description

Release 5.1

Agent Role Recommendations

General
[Junrestricted Resources

Recordings
[Jplayback calls
Call Download
Mass Archive Access
Delete Calls
Customize Playback View
Configure Playback View
[Jactive call status
Live Monitoring,

[Jsearch pre-Defined Catagories
Custom Phrase Search

[Jenerate Playback URL

Recorder Admin
Recorder Ports
Recorder Schedule
volp

[Archives

Full Control Create View Modify Delete

Reports
Evaluation Reports
Recording Reports
Recording Dashboard
Quality Dashboard

Speech Analytics Dashboard

Full Control Create View Modify Delete

Quality
Evaluations
Evaluation Forms

Full Control Create View Modify Delete

E-Learning Content

Quality

[ ] Generate Evaluation URL

[ |Access Evaluations by other users
Access Activities by other users
Enable My Engage

E-Learning Activities

Administrator

|Administration

Dialed Numbers

Phone Numbers

Playback Groups

User Accounts

User Roles

Speech Analytics Catagories

Full Control Create View Moify Delete
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3 SQL Server Software Installation

Engage requires the installation and configuration of one or more SQL instances. SQL Server software may be

deployed in one of the following supported configurations:

o Adedicated SQL server added for Engage (large deployments).
o Co-Located SQL server on the Engage Record server (smaller deployments).

o Co-located SQL server on an existing SQL server (smaller deployments).
Customers who want to use existing SQL servers will need to add at least one dedicated SQL instance for
Engage Record and configure the SQL login account to be used by Engage.

Engage requires at least one dedicated SQL instance for the call recording database (cache). Asecond SQL

instance is recommended to contain all mass archive databases and the web application database.

Depending on the machine configurations (ex. existing SQL2003 or XP), some additional software may need
to be installed first before installing SQL2008, SQL2012 or SQL2014.

NOTE: Customers should be reminded to set up and use periodic SQL database backups for data loss pro-

tection for all Engage product databases.

3.1 Server 2003, XP and Windows 6 Additional Requirements

NOTE: Windows Server 2012 and Server 2008 R2 do not require this step as long as the Application Server

role is already added in the Server Manager.

Installing these software packages can occur in different steps in the installation process depending on

machine and software configurations.

Note: Microsoft .NET software is installed in this release of Engage software and does not need to be manu-

ally installed.
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If the current system is equipped with Windows Server 2003 or XP and is being upgraded to SQL 2008, then

these software packages need to be installed at this time:

Install Windows Installer 4.5 and then reboot the server. If unsure, proceed with the installation of SQL 2008
R2 Express and a link will be provided by the setup software. Locate, In the downloaded software folders loc-

ated on the Engage Voice Recorder:

Navigate to EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Pre-Reqs » Windows

Installer 4.5 and click on either:
o WindowsServer2003-KB942288-v4-x64.exe for the 64-bit version.
o WindowsServer2003-KB942288-v4-x86 for the 32-bit version.
o WindowsXP-KB942288-v3-x86 for the Windows XP version.
o Windows6.0-KB942288-v2-x64 for the Windows 6 64-bit version.

o Windows6.0-KB942288-v2-x86 for the Windows 6 32-bit version.

Install Microsoft .Net framework on the server.

The Microsoft .NET Framework enables multiple Engage applications as well as the Web Client user interface

to communicate successfully with the Engage recorder. The Web Client requires Microsoft .NET 4.0 or later.

To install the .NET Framework on a Windows 7 Professional, 2003 or XP server, install the complimentary copy

of Microsoft .NET Framework from the Engage folder:

1. Navigate to EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Pre-Regqs .
2. Click on the dotNetFx40_Full_x86_x64 file to install .NET Framework.

3. When the setup wizard has opened, select | have read and accept the license terms checkbox.
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4. Click Install and Finish when installation is complete.

3.2 Add the Application Server Role to SQL Server

The Application Server role provides central management and hosting of high performance distributed busi-
ness applications such as those built with Enterprise Services and .NET Framework 4.5 and is required for

Engage.

If the server platform is going to support both the Application Server AND the Web Server (lIS), both sets
of role settings can be implemented at this time. Use this subsection to administer the Application role and
refer to the Web Server (IIS) Support settings in the web server installation section of this document to per-

form both roles settings and configurations in one session.

NOTE: This step typically requires a restart upon completion.

Select the Application Server Role:
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1. From the Desktop or Start menu, launch the Server Manager tool.

& Server Manager [=T= |

T8 Dashboard
= Roles:3
i Local Server
M. == File and Storage
s Al Servers I App Server 1 " o 1
Services
3 App Server
B8 File and Storage Services b ® Manageability ® Manageability
o s Events Events
Services Services
Performance Performance
BPA results
o s 1 i Local Server 1
® Manageabilty ® Manageabilty
Events Events
Services Services
Performance Performance
BPA results BPA results

2. On the left-hand top side, click on Manage to get the menu and click on Add Roles and Features com-

mand. The Before you Begin window appears. Click Next.

I Add Roles and Features Wizard =) -

ESTINATION SERVER

Before you begin TP s

This wizard helps {:u \:sla” roles, ices, or features. You det

ased on the computing needs of your organizati
Installati

Server Selection

features:
res Wizerd
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, dlick Next.

[ Skip this page by default

3. Onthe Select Installation type window, make sure the button for Role-based or feature-based install-

ation is selected, then click Next.
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Select installation type TECHPURT2corp et
Before Vou Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
ar session-based desktop deplayment,

<Previous | [_New> | | nstall | [ Concel

4. Onthe Server Selection window, make sure the correct server name (ex. techpubs2012) is selected, then
click Next.

N oxsTumon seav
Select destination server TECHPUSZDN2 comprestzstcom
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type ® Select 3 server from the server pool

O Select a virtual hard disk

Server Roles Server Pool
Features
Filter
Name 7 Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is sill incomplete are not shown.

e e

5. On the Select Server Roles window, scroll down the Roles list, locate and enable the checkbox for Applic-

ation Server. Click Next.

oesrivaron seaves
Select server roles TECHPUBZOT? corprestatcon
Before ou Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Server Selection

~|  Application Server provides central
[ Active Directory Certificate Services [5|  management and hosting of igh-
[ Active Directory Domain Services performance distributed business
Feztures [] Active Directory Federation Services applications such as those buitt with
Application Server [] Active Directory Lightweight Directory Services z‘a‘:’xi Sj';"‘“ Znd NET
Role Services [] Active Directory Rights Management Services
Confirmation
[ DHCP Server
(] DNS Server
[ Fax Server
b [8] File 2nd Storage Services (2 of 12 installed)
[] Hyper-V.

[] Network Policy and Access Sevices
[ print and Document Services

[] Remote Access

[ Remote Desktop Services

o] e [ e | [

agle0414 Copyright © 2016, TelStrat International, Ltd. 29
All rights reserved.
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NOTE: Another pop-up window may appear requiring both .NET Framework and Windows Process Activ-
ation Service to be installed. Click the Add Required Features button to install these additional role services

for the Application Server, then click Next.

Select server features

1. Atthe Select features window, make sure to click on and select the following features:

3 Server Manager =

Server Manager * Dashboard

ps
'Add Roles and Features Wizard

& Allservers

1 App Server

& File and Storag

fo s

« NET Framework 3.5.1
e TCP Port Sharing

e« HTTP Activation

NOTE: The Engage Voice Recorder uses WCF services for internal communications. HTTP Activation is

required for WCF.

2. Click Next then click Install at the Confirm Installation Selections pane.

3. Click Close when the installation has succeeded and Close the Server Manager.

NOTE: If desired, make sure the File and Storage Services role is turned on. When File Services is turned on,

Windows can manage storage and faster file searching.
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3.3 Install SQL 2012 Server Software

The Engage recorder uses SQL databases to collect and sort all of the various voice and call event data packets

for call playback, mass archives, contact center agent information and other data storage.

To install SQL 2012 server using the provided SQL 2012 Express edition, use the downloaded software found
on the Engage server in the folder C://EngageSoftware/MicrosoftSQL.

1. Startthe SQL Installation application by clicking on the appropriate executable filename for the deploy-
ment found in this folder. Examples are:

o en_sql_server_2012 express_edition_with_tools_with_sp1_x64.exe for the 64-bit version.

o en_sql_server_2012 express_edition_with_tools_with_sp1_x86.exe for the 32-bit version.

2. Awindow will ask to let this program make changes to this server. Click Yes.

= SQL Server Installation Center [= =@

Planning ﬁ Mew SOL Server stand-alone installation or add festures to an existing installation

L Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012

Launch 3 wizard to upgrade SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL
Resources Server 2012 to SQL Server 2014.

Microsoft SQL Server2014

3. From the SQL Server Installation Center, click on either:
o New SQL Server stand-alone server or add features to an existing installation: To get a fresh,

new SQL 2012 installation (not for a cluster environment).

e Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2: To update an existing SQL
to SQL 2012.

4. When prompted for License Terms, check the I accept the license terms check box and click Next.
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3 Upgrade to SQL Server 2014

License Terms

Toinstall SQL Server 2014, you must accept the Microsoft Software License Terms.

License Terms. ~
MICROSOFT SOFTWARE LICENSE TERMS
Global Rules

Product Updates MICROSOFT SQL SERVER 2014 EXPRESS

Install Setup Files
stell Setup These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiiates) and you. Please read them. They apply to the software named above,

which includes the media on which you received , if any. The terms also apply to any Microsoft

Upgradie Rules
Select Features
Feature Rules o+ updates,
Upgrade Progress

Complete +  supplements,

B 8
Copy  Prnt
I accept thelicense terms.

T on Gustamer Experience Improvement Program ('CE”) and Errr Repariing ta help imerave the
quality, relikility and performance of Microsoft SQL Server 2014,

See the Microsoft SOL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 alsa includes a Visual Studio component that will have CEIP settings tumed
off by default. If Visual Studiio is installed, this component will use the CEIP settings for Visual Studio.

< Back

5. When prompted with Product Updates, verify that the Include SQL Server product updates check box is

selected, click Next.

L Server 2012 Setup [_[CIx]
Feature Selection

Select the Express features to instal

Setup Support Rules

Feature description;

Feature Selection
Installstion Rues

Instance Configuration

Disk Space Requrements
Server Canfiguration

Datebase Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete.

The configuration and operation o sach =]
instance feature of a SQL Server nstance

is oloted from other SOL Server

instances, SQL Server nstances can

opsrate side-by-side on the same:

camputer.

atabase Engine Services
[0 Server Replcation

Shared Features

et Tooks Connectivity

et Tools Backwiards Compatiity

et Tools SDK

gemert Tools - Basic

lanagement Toals - Complete |

QL Cllent Connectivity Sk Prerequistes for selected faatures:
LocaDs
Redstributable Festures Aveady nstaled:

Microsaft NET Frametark 4.0
Windows Pavershel 2.0

To be installed from meia
Microsaft visual Studio 2010 shell

Needs to be manualy installed:
Microsoft NET Framewark 3.5

(ee)s [ 0L Server|

Select Al | Unselect Al
[ S ]

<tk | mets | ol | W |

4

6. Inthe Feature Selection window, LocalDB can be left unchecked and will not affect performance. The
shared feature directory will stay at the default folder of C:\\Program Files\Microsoft SQL Server . Click
Next.
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Installation Rules
Sekup is runing rules to determine f the nstallation procsss wil bs blacked. For more nformation, cick Help,
Setup Suppart Rules Operation completed. Passed: 3. Faled . Warning 0. Skpped 0.
e Hide detalls << Reun
Disk
Server Configuration
ine Configuration ELE] EE
] udo 2010 Passed
(2 | Product Update Language Compatibiity Passed
) NET Frameuwar k3.5 Service Pack 11 required passed
Complete
<tk | metr | coel | hep

7. Atthe Installation Rules window, click Next.

# SQL Server 2012 Setup [_[D1x]
Instance Configuration

Specify the name and instance ID for the instance of QL Server. Instance ID becomes part of the instalation path.

Setup Support Rules  Default instance.

Feature Selection @ Mamed nstence:  [ENCACHEX

Installation Rules

Instance Configuration

Disk Space Requirements: Instance ID: [ENCACHEX]

Server Corfiguration
Instance root directory: [Ci\Program FilesiMicrosoft S Server|

Datsbase Engine Configuration

Error Reperting

Installation Configuration Rules SQU Server drectory  CiProgram Filssipicrosoft SQL ServerlM55QL 1L ENCACHEX

Installation Pragress
Installed instances:
Conplete.

Instance Name | Instance 1D | Features | Edition | Version

<ok | met> | canel | v |
Y

8. Atthe Instance Configuration window, name the database instance and location of the SQL Call Cache
Database.
a. Renamethe Named Instance to the desired Instance name (ex. ENCACHEX or ENCACHE).

b. Leave the default Instance Root Directory path for the Cache Database unless a different partition
is desired for the SQL database instance. If using a separate SQL server, the Instance root directory

will be the UNC path. The .WAV files location will be configured in the Engage Installer. Click Next.

NOTE: TelStrat installers will use ENCACHEX for SQL Express and ENCACHE for full SQL deployments.
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i 501 Server 2012 Setup o]

Server Configuration

Specify the service accounts and colltion configuration,

Setup Support Rules s
Feature Selection

unts | Colatian |

et Mcrosoft recommends that you Use a seperate accounk for sach SQL Server service.
Instance Configuration Service | Account Name | Password | startup Type |
Disk Space Requirements SQL Server Database Engine [<tromse. .. ~ | automatc ]|
Server Configuration SQL Server Brawser [T autHoRIALOCAL <E .. | [osabled |

Database Engine Corfigaration
|Select User, Computer, Service Account, or Group [2]

Select tis object type:

|uSe., Service Account, Group. or Builkin secuity principal Object Types.

From this localion

[Entie Directary Logalions
Enterthe obieet name to select(esanglest
NETWORK SEFVICE] Check Names
Advanced Cancel
Z
<oock | me> | oo | hen |
)

9. Atthe Server Configuration window, Service Accounts tab, select NETWORK SERVICE as the SQL Database
Engine.
a. From the Service Accounts tab, locate the table line with SQL Server Database Engine, click the

Account Name cell and click Browse.

o

The Select User, Computer, Service Account or Group window will open. Locate the Enter the

object name to select box.

Type the word Network in the Enter the object name to select box and click Check Names.

o

Click on Network Service to select it and click OK then click OK again to return to the Server Con-

o

figuration window.

e. From the Service Accounts tab, locate the table line with SQL Server Browser, click on the Startup

Type cell and click on Automatic.

f. Under the Collation tab, select SQL_Latinl_General _CP1_CI_AS. Typically this is the default set-
ting.

g. Click Next.



10.

11.

12.

13.

Specfy Database Engine authertication security made, administrators and data drectories

Confir pass.

<Back. Next > [
A

At the Database Engine Configuration window, Server Configuration tab, click the Mixed Mode button.
a. Enter and confirm the password for the Engage service account (sa) login. The password must

meet the domain security requirements. Add any additional SQL administrators at this time.
b. Click Next.
Click on the Data Directories tab. If using a different partition for the SQL Database Instance, browse for

the directory location. If using a separate SQL server, the Instance root directory will be the UNC path.

a. Atthe Error Reporting window, click Next.

b. TheSend Error Reports check box is optional for the deployment.

The Installation process begins. When complete, select Close and then click Close for the SQL Installer.

Re-run the install process to create all other instances required for the deployment.

NOTE: Second SQL Instances: It is recommended to install a second SQL instance for the web data-
base / mass archive database for sites larger than 200 recording seats. Engage Record will use one SQL
instance (config and SRecordingCache), and a second SQL instance is for all other applications (web

application database, mass archive, WFM, etc.).

3.4 Install SQL 2005 Backwards Compatibility Software

This package of Microsoft software (SQL2005 Backwards Compatibility) is about making existing features come

together with new ones by reducing problems.
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1. Toinstall the SQL 2005 Backwards Compatability software, use the downloaded software found on the
Engage server in the folder C://EngageSoftware/MicrosoftSQL folder. Click on the appropriate link for
the deployment:

e SQLServer2005_BCx64.msi for the 64-bit version.

e SQLServer2005_BCx86.msi for the 32-bit version.

2. When the installer appears, click Next.

1 Microsoft SQL Server 2005 Backward compatibility Setup .

> ‘Welcome to the Microsoft SQL Server 2005
Backward compatibility Setup

Setup helps you install, modify or remove

WARNING: This program is protected by copyright law and
international treaties.

< Back | Next > ‘ | Cancel |

3. Check the checkbox to Accept the terms of the Licensing Agreement. Click Next
4. If desired, enter a name and organization. Click Next.

5. On the Feature Selection window, deselect all choices except SQL Distributed Management Objects
(SQL-DMO). Click Next.
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) Microsoft SQL Server 2005 Backward compatibility Setup .

Feature Selection
Select the program features you want installed.

Click an icon in the following list to change how a feature is installed.

Feature description

-- Data Transformation Services 2000 runtime
5QL Distributed Management Objects (SQL-D¥
i ¥~ | Replication component (Repldts)

¥ _~| 5QL Virtual Device Interface (SQLVDI)

: ¥ | Dedsion Support Objects (DSC)

Data Transformation Services
2000 runtime

Installation path

Digk Cost...

| < Back | ‘ Mext = | | Cancel ‘

6. Click Install. When the install has finished. Click Finish and close the installer.

3.5 Configure the SQL Instance for TCP/IP

To configure TCP\IP and Named Pipes on the Engage SQL instance:
For Windows 7, Windows Server 2008 or 2012:

1. Launch tothe SQL Server Configuration Manager.

Sql Server Configuration Manager [=Telm]

Protocol Neme Status
Y Shared Memory  Enabled
¥ NemedPipes  Enabled
¥icep Enabled

2. From the left pane, click on SQL Server Network Configuration » Protocols for <INSTANCE>, typically
ENCACHEX or ENCACHE.

3. Right click on TCP/IP to select properties. Select Enable. Awarning appears, click OK. Restart of the SQL

server instance service is required to apply the new setting.

4. Right click on Named Pipes to select properties. Select Enable. A warning appears, click OK. Restart of the

SQL server instance service is required to apply the new setting.

Restart the SQL Server <instance> Service
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1. Navigate to Start » Administrative Tools » Services.

2. Expand Services (Standard) or (Local).

% Services B

Fie Acion View Hep

e EEcz Bm >enw

2 Services (Local) || Name - Description
4, RPC Endpoint Mapper Resolves RPC intefaces dentiers to . Runin

4 Secondary Logon Enables starting processes under ahter...
g ket Tunneling

Log On s ~
Network Service
Local System

Local Service

fanager “The startup of ths ser

Local System
Local System
Local System

Supports il prit,

Local System
Local System
Local System

{3 System Events Broker

i Task Scheduler Enables 2 user to configure and sche.
G
i Telephony Provides Telephony API (TAPI) suppo...
{3, TelStrat Centralized Error Server Telstrat Centralzed Error Server

Network Service
Local System
Local System
Local System
Local System
Local System
Local Sustem

G Service

Senice

Extended ), Standard

3. Scrolldown and locate SQL Server <instance> (ex. ENCACHEX or ENCACHE).

4. Restart the service by right clicking on the name to get the pop-up menu and selecting Restart.

For Windows XP or Windows Server 2003:

1. Open Start » Control Panel » Administrative Tools » Services.
2. Scrolldown to SQL Server <instance>.

3. Restart the service by right clicking on the name to get the pop-up menu and clicking on Restart.

After a new SQL install, if the SQL database cannot connect from a different PC, check these items:

o From the Services window, verify SQL Server Browser is in Automatic mode and is Started.

o Verify that TCP/IP is enabled in the SQL Server Configuration Manager. This program is located at Start »
Programs » MS SQL Server » Configuration Tools » SQL Server Configuration Manager. The TCP/IP
parameter must be enabled under SQL Server Network Configuration » Protocols for <instance name>
such as ENCACHEX or ENCACHE.
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NOTE: The memory of the Engage SQL Instance must be limited if any other Engage components are on the
same SQL server to ensure Engage has access to available memory. Refer to the POST-INSTALLATION
CONFIGURATIONS section of this document which is done after any Engage databases are installed so all SQL

configuration can be done at one time.

3.6 Create SQL Login Accounts

SQL requires a SysAdmin account for each SQL application within the deployment. The account will interact

with:

Engage Server: Connects the Cache instance to Engage.

o Web Client: Connects the Web application database to Engage.

Remote SQL Server: Connects a Remote SQL Server or cluster to Engage.

o Mass Archive: Connects Engage to the storage location.

If the customer is hosting all databases on one server or using a dedicated SQL server for all instances, then a

single SysAdmin account for Engage is sufficient.

If the customer is hosting several different SQL applications on separate servers, then each application of SQL

will need its own access through a SysAdmin SQL Account.
To create a SysAdmin account in SQL:

1. Open Start » Programs » Microsoft SQL » SQL Server Management Studio.

2. Login either using SQL Authentication with the sa login and password setup previously in the SQL install or
login using Windows Authentication with the account presently logged into the server. The login window is
CASE SENSITIVE.

3. From the Object Explorer, expand <Server\Instance Name> » Security
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& Microsoft 5L Gerver Management Studio
Fie Edt Vew Debug Took Window Help

L5 | newouery Uy 0D | 4 -

Start Powershell
Reports

Refresh

4, Right Click on Logins and select New Login...

5. Create a new <sysadmin> login for Engage to communicate with the SQL database.

o Enteralogin Name.

o Select SQL Server authentication.

o Uncheck User must change password at next login.
o Inthe Select a page bar on the left, select Server Roles.
o Check the box for sysadmin.

« Click OK.

- O[]

|§ Login - New

L5 Seript = L Help

2 Server Fioles
47 User Mapping
7 Securables
47 Stalus

Server:
DOCOTNENCACHE
Connection:
T3[4tkubhlmann

&) View connection properies

Ready

Login pame:
© Windows authentication
' SOL Server authenlication
Passwordt:
Confim password
I Speciyold passiord
Ol password
¥ Enforce password policy

¥ Enforce password expirat

" Mapped to certicate
" Mapped fo asymmetiic key
I™ Map to Credential

Mapped Credentials

Default database:

Defaultlanguage:

[TelstatEngage

Seaich

fion

I™ Wiser must ehange password at nest login

udd

Femave

[ )
[ )
I I

Credenial | Provider |
[master -~
[Englisn -~

oK C. |
o ] owws |
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WARNING: If this SQL login or password for the Engage Server is ever changed, Engage will no longer record
calls. TelStrat highly recommends that this login and password be provided to our Support group in order to

provide faster service and a source for lost passwords.

3.7 Verify SQL Management Studio Connection
After installing the SQL database software and instances, verify that the SQL Management Studio can connect

with the Engage Recorder. This connection must exist to continue the installation.

1. Launch the SQL Server xxxx Management Studio, select the database instance (ex. ENCACHEX or
ENCACHE) of the Engage Recorder and log in.

a Connect to Server -
& Micrasofte
- SQL Server2012
Servertype: | Database Engine W |
Server name: v
Authentication: | SQL Server Authentication v |
Login: |telstmt W |

Password: | |

["] Remember password

| Connect || Cancel || Help || Optiong >> |

2. Expand (+) the Databases tab of the instance. Look for various databases to be established in the list of

Databases.



;@Smﬂ'f"

'"File Edit View Debug Tools Window Help
Py (5 e @ NewQuey [y ¢ oy | & <2 (B9 -

Object Explorer >

Connect~ 33 3 m [ [£] ;

= LB TECHPUB2012\EMCACHEX (S0L Server 11.0.5058 - telstrat)

Ka (=l 1 Databases
File Edit View Debug Tools Window Help £ System Databases
P il 5 @ | D NewQuery [Gy iR PR iy | £ L B9 - - @ [ ActivityLog
- | Config
e 3 ovotie
Connect~ 3 3 m 7 [#] .5 |J Engage
BP0 2 e (50 sener 1.0 5056 —rero0 I J EngageRecor
= Cm Databases |J SRecordingCache
[ System Databases (= 3 Security
| ActivityLog 3 Logins
L] Config 3 Server Roles
|| DVDList 3 Credentials
| Engage = 3 Server Objects
L] EngageRecerd 3 Backup Devices
L] SRecordingCache 1 Linked Servers
= [ Security [ Triggers
[ Logins = [ Replication
3 Server Roles [ Local Subscriptions

3 Credentials
= 3 Server Objects

= [ Management
‘f_}‘, Policy Management
[0 Backup Devices ] Extended Events
] L”_"kEd Servers = 3 SOL Server Logs
2 Trigges PR Curent 57292015 51:00 A
= [ Replication . 4| Archive #1 - 5/26/2015 11:05:00 AM
Lm? Local Subt“"PW”S 1] Archive #2 - 5/20/2015 12:36:00 PM
El ﬁ:lﬁ:;nagement & Archive #3 - 5/19/2015 &:46:00 AM
A Etended Events 4] Archive #4 - 5/14/2015 2:29:00 PM
{| Archive #3 - 5/1/2015 11:2%:00 AM

3 SCL Server Logs =
4] Archive #6 - 5/1/2015 10:21:00 AM

3. Expand (+) the SQL Server Logs tab and check for connectivity status.



Log File Viewer - TECHPUB2012\ENCACHEX -
[ Load Log &l Export [2] Refresh T Fitter... & Search... |7 stop [ Help
”e /22015 92700 M Lo file summary: Nofiter appiied
ClAchive #1 - 5726/2015 110500 A Bete_¥ |Sauwce | Mosmge 2
ClAchve #2-5/20/2015 123600PY]  ( 6/2/201592734AM | 5pidB9  Using SpstardI’version 20111105058 to exeout
Clachve #3-5/19/20155:46:00 AM| [ G/2/2015 92734 AW spidS9  Atlemptingto load brary Ypstar.dl rto memary. TH
[lArchive #4 - 5/14/2015 223:00PM|| (3 6/2,/2015 3:17.07 AM spid53  Starting up database ‘EngageRecond’.
Ex::z x: gﬂglg 1; ;’ % :m d 6/2201551707AM  pidSS  Sterting up detzbase Engage’.
£ (]G Somer gt  G2/20I531621AM  spdS)  Staring up atabase EngagsRecord.
@ [JDatabase Mai  62/201591621AM  5id5)  Steting up detabase Engage”
® [IWindows NT  B3U2M15 105908 AN 5idS9  Steting up detabase Engage’
 B3U2M15102926A  5id59  Stating up detabase Engage’
{ 52201565218AM  Logon  Loginfabed foruser Ylsrat' Reason: Faed to apa
14 5/29/2015 6:52:18 AM Logon Ermor: 18456, Severty: 14, State: 38.
[ 5/2520156514AM  sidé8  Staring up database ActveyLog
{ 5/25201565124AM  sidd5  Staring up database ActveyLog
{ 528/2M1565117AM  sid8  Stating up detabase ‘SRecordingCache’
 B28201565112AM  sid52  Stating up cetabase EngagsRecord.
< o 5|l @ 523/201565112AM  spidS1  Staring up database "ActiviyLog.
Staim @ 5282M1865112AM  idS2  Staring up database SRecortingCache.
ot Pt i 5/29/2015651:12AM  spid5T  Starting up database ‘Engage”
{d 5/25201565112AM  sidés  Recousiyis complete. Thisis an infomatonsl mess
6/2/2015 3008 AM i 5/252015651:12AM  spd2ls  Service Broker manager has statted
e Hore  5/28/2M1565112AM  sid2ls  The Database Miroring endpoint isin disabled or st ,
T View fiter seftings < 0 >
Selected row delals
== ol S S et 5727201592700 ) -
@ Done (83 records), e - =
Message v

4. Double-click on the Current log file to open it and examine the entries. They should show current date and

time and status.

5. Exit the SQL Server xxxx Management Studio when done.
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4 Web Server Software Installation

NOTE: SQL 2008 or SQL 2012 must be installed and online before installing the web server software.

Both the Web Server role AND the Application Server role are REQUIRED by the Engage Recorder. If the Web

Server and the Application server will reside on the same server, then both roles can be installed at this time.

This section provides the procedures to install the Engage web server software and some Engage services that

reside on the web server. These services include:

o TelStrat Engage Search Service.
o TelStrat Engage Dashboard Service.

o TelStrat Engage Quality Dashboard Service.

4.1 Add Engage Service Account to Local Administrators Group

Be sure that the Engage Service Account has been added to the local Administrators Group on each Engage

server in the deployment.

This is to make sure there will be no operating deficiencies or issues with regards to the Engage services.
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4 Digital Certificates

TelStrat customers and their companies are responsible for the procurement, management and deployment
of their business related SSL certificates. Each company will have its own web browsing security plan to follow.
Engage servers and web clients will operate using either an unsecured HTTP protocol or an HTTPS protocol

using using a self-signed or entity-signed certificate.

This capability is programmed during the Engage Services and Web Client installation process.
What is a Self-Signed Certificate

A self-signed certificate is created and configured on the host server and contains just a friendly name and
provides a digital certificate for use in testing or for narrow business use, such as that connection between an

Engage server and an Engage web client. It does not require a third party for signing.
What is a Signed Certificate

Asigned certificate is created and configured using the host server and a third party signing source. A signed
certificate contains much more information about the owner of the certificate such e-mail addresses, owner's
name, registered business name, certificate usage, duration of validity and resource location which includes
the Common Name and the certificate ID of the person or entity who certifies or signs this information. A third
party will "validate or certify" the certificate and its content acting as a signing Certification Authority (CA).

Some companies require this.
What are Signing Certification Authorities

A Certification Authority (CA) is an business/entity that generates and issues signed digital certificates. Com-
panies submit Certificate Signing Requests (CSRs) to these agencies which, after some processing, provide

that customer with a signed digital certificate.

There are numerous certifying authorities available including Verisign, Thawt, Godaddy, RapidSSL or StartSLL.
Usually the user's browser or application is already loaded with the root certificate of some of these well
known Certification Authorities (CA) or root CA Certificates. The CA maintains a list of all signed certificates as
well as a list of revoked certificates. CAs are usually preloaded on all web browsers and provide the assurance
that the user's certificate is signed by a CA that is known by the browser. Only if this happens do you get the

green lock icon in the browser.
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How to View Trusted CAs Already Loaded in the Engage Server

Users can view the list of CAs loaded into the OS with the server's Certificate Manager. To do this

1. Logon to the Engage server and launch the Start menu and click on the Control Panel.

2. Click on Control Panel » All Control Panel Items » Credential Manager.

@

Credential Manager
©

-|o| x
= [ » Control Penel » Al Control Paneltems » Credentil Manager

ControlPanel Home.

Manage your credentials

€ v v L —

Web Passwords

Noweb passiords.

3. Click on Windows Credentials to expand the window.

Credential Manager ==
© = 1 [B > ContlPone » AlContolPandiems » Credentl Monages

v & [Seorch Controlpane
Control Panel Home

Manage your credentials

memmm ‘ ﬂ‘mcnmmﬁ

=}

/Add a Certificate-Based Credential
© 1 [@ ) Convolpane » A1

redentil v o] [ser

Type the address of the website or network location and select a certificate

Manager.

8 Open the Certicate Mansger

5. Click on Open the Certificate Manager to get the certmgr Certificated Current User window.
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certmgr - [Certificates - Current User] \;Ii-
File Action View Help
esm o= 0
5} Certificates - Current User Logical Store Name
» [ Personal
| Trusted Root Certification Aul

"I Personal

| Trusted Root Certification Authorities

| Enterprise Trust

~ Intermediate Certification Authorities

| Active Directory User Object

_ Trusted Publishers

7 Untrusted Certificates

Third-Party Root Certification Autherities
Trusted People

b

- [ Enterprise Trust

b 7 Intermediate Certification Au
b 7] Active Directory User Object
b [ Trusted Publishers

b 71 Untrusted Certificates

b (7] Third-Party Roct Certificatior]
p [ Trusted People -
1 (] Client Authentication lssuers||
» “| Clignt Authentication Issuers
“I Smart Card Trusted Roots

7| Smart Card Trusted Roots

6. Click on Trusted Root Certification Authorities and expand Certificates to see the list of trusted cer-
tificates.

certmgr - [Certificates - Current User\Trusted Root Certification Autholities_l;li-
File Action View Help

B b= HM

I3 Certificates - Current User Issued To - Issued By ~
b [ Personal L5 AAA Certificate Services AAA Certificate Services
4 [T Trusted Root Certification Authorities 5 AC Raiz Certicmara S.A. AC Raiz Certicamara 5.4,
| Certificates 5 AC RAIZ DNIE AC RAIZ DNIE
b [ Enterprise Trust 55 AC RAIZ FNMT-RCM AC RAIZ FNMT-RCM
b [ Intenmediate Certification Authorities || ] pc1 raZ MTIN ACT RAIZ MTIN
b [ Active Directory User Object SlaccvRaz! ACCVRAIZI
= E’”:tai Z“[h":th;“t [, ACEDICOM Root ACEDICOM Root
b [ Untrusted Certfcates GIACHLE ACHLE
b [ Third-Party Root Certification Authorities
b [ Trusted People 5] Actalis Authentication CA G Actalis Authentication C
b = [“E"tAum;mﬂtmn Jssuers [5) Actalis Authentication Root CA  Actalis Authentication Re
b Smart Card Trusted Roots [ AddTrust External CA Root AddTrust External CA Ro
B 5] AdminCA-CD-TO1 AdminCA-CD-TO1
) Admin-Root-CA Admin-Root-CA
L] ADOCACZ ADOCA02 =
Ve = s . o |
< m > < m >

Trusted Root Certification Authorities store contains 291 certificates,

7. When completed, this process will allow users to see a trusted certificate for an Engage URL if it were a
good certificate signed back to a CA.

Create a Self-Signed Certificate for the Server

Engage can be configured to use a self-signed certificate to secure the connection between the server and web

clients. The certificate can be generated and configured without having to go to a third party source for a
digital certificate.
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1. Launch the Engage server's Server Manager,

2. Click on the Tools menu and click on Internet Information Services (IIS) Manager to get the IIS Manager

window.

3. Highlight the server's name (ex. TECHPUB2012) to get the server's Home page. Double-click on the Server

Certificates icon to get the Server Certificates window.

< rvemet nformaton Senvces 19 Manager =T
@ 0[S wowumn » CER

4. Ontheright-hand pane, click on Create Self-Signed Certificate and get the Create Self-Signed Certificate

window.



[

5. Complete the Create Self-Signed Certificate entries as follows:
a. Specify a friendly name for the certificate: Enter a name that the certificate will be issued as (ex.
SandboxCert).

|| Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

Select a certificate store for the new certificate:

[Personal v

b. Select a certificate store for the new certificate: Select Personal. Click OK.

~ ||| Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

Select a certificate store for the new certificate:

[Personal v

agle0414 Copyright © 2016, TelStrat International, Ltd. 49
All rights reserved.
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6. The screen will close to the Server Certificates window. The new certificate with a name (ex. SandboxCert)
will be displayed.

Interet Information Services (I5) Manager

@ server Certificates

Set the HTTPS Site Binding

Site Bindings

1. Ontheleft-hand pane, highlight Default Web Site to get the Default Web Site Home window. On the

[~ |
Type  HostNeme Port P Address
http 20 .
net.tcp

Binding Informa...

right-hand pane of the Home window, click on Bindings.... In the Site Binding window, click Add.

Add...
808
net.pi... -

2. Enter the following binding elements:
o Type: Use the drop-down menu to select https.

o IP Address: Leave at default of All Unassigned.

o Port: Leave at HTTPS default port of 443.

o Hostname: Enter your host name (ex. techpub2012.corp.telstrat.com)

« Require Server Name Indication checkbox: Leave unchecked.
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o SSL Certificate: Use the dropdown menu to select the self-signed certificate name (ex.
SandboxCert).

o Ifneeded, click View to see details of the certificate. Otherwise, click OK.

o Note the new binding has been added. Click Close.

Add Site Binding [ |

Type: IP address: Port:
‘https v| ‘AIIUnasswgnad v‘ |443 |

Host name:

‘techpublm 2.corp telstrat.com ‘

O Require Server Name Indication

S5L certificate:

‘ Mot selected e ‘ Select...
Mot selected

IDVR_KEY

EngageVelPD

Be sure to test the browser's access to the Engage Web Client AFTER the web client software is installed.

4.2 Add and Configure Web Server (11S) and Application Server Roles - Required
Web Server (lIS)

The Web Server (11S) role is required and must be added and configured on the web server. Select the appro-

priate operating system that the Web Server will be installed on and follow the steps.

With Web Server IIS, Microsoft includes a set of programs for building and administering Web sites, a search

engine, and support for writing Web-based applications that access databases, such as the Engage Web Cli-

ent.
Application Server
The Application Server role is required for Engage to operate and function properly.

The Application Server provides the central management and hosting of high performance distributed busi-
ness applications such as .NET Framework 4.5, TCP Port sharing and the Windows Process Activation Service

Support which provides HTTP activation, TCP activation and Named Pip Activation.
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If the Web Server (11S) and the Application Server are going to reside on the same server platform, then both

of these roles can be added and installed during one installation session.
4.2.1 For Windows Server 2012

There are two ways to setup the Application Server and the Web Server (lIS):

o Using a TelStrat, Inc. provided XML file that willimport the changes to the settings.

o Manually configuring the changes to the settings.

Import Windows Server 2012 Application Server and Web Server (11S) Roles and Features Changes

This XML file can be used to make the needed Roles and Features changes on Application Server and the Web

Serv er (I1S). The procedure is:

1. GO HTTP.//SUPPORT.TELSTRAT.COM , and login in to download the XML file software, if not already done.

2. Copy the EngageUnityRoles_2012.xml file from the Engage 02-CUSTOMER PRE-REQS/Engage x.x Pre-
Reqs & Tools/Windows Roles XML/ folder to the server's C:\EngageSoftware folder.

3. Open Windows PowerShell as an administrator and run the following command:
« Install-WindowsFeature —ConfigurationFilePath c:\engageSoftware\EngageUnityRoles_
2012.xml

o Windows PowerShell should show “Start Installation.....” with progress to 100%

4. Closethe PowerShell program and skip the remaining manual steps.

Note that this XML file can also be used to repair the server role and features, if the necessary. For roles that

are already selected, the power shell will indicate no changes needed, as shown here:

Select Windows PowerShell

Manually Add Windows Server 2012 Application Server and Web Server (1IS) Roles and Features Changes


http://support.telstrat.com/
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If needed, the Application Server and Web Server (1IS) Roles and Features can be manually configured. The

procedure is:

1. Launch the Server Manager tool from the desktop icon or from the Start menu.

o=

Server Manager

2. Onthe Server Manager window, click Manage to get the menu and then click Add Roles and Features.

3. Before you Begin

Click Next to go past the Before you Begin window.
=] Add Roles and Features Wizard = I:'-

DESTINATION SERVER

Before you begin TeCHPUST2 corpresraccom

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strang password
* Netwark settings, such as static IP addresses, are canfigured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again

To continue, click Next.

[ Skip this page by default

4. Installation Type

At the Select installation type window, click Role based or feature based installation.
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2 Add Roles and Features Wizard [= =]

DESTINATION SERVER

Select installation type TeCHPUSEORcorprestaecom

Select the installation type. You can install roles and festures on a running physical computer or virtual

Before You Begin
< machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by aelding roles, role serviees, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment

< Previous Install Cancel

5. Server Selection

On the Select destination server window, click Select a server from the server pool, click on the

Engage server and click Next.
E Add Roles and Features Wizard - [

DESTINATION

Select destination server et 2 e

Select a server or a virtual hard disk on which to install rales and features,

Before You Begin

®Sciect a server from the server pool

O Select a virtual hard disk

Server Pool

Filter:

Name 1P Address Operating System

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

6. Server Roles

On the Select server roles window:

a. Select the Application Server check box.
b. Scrolldown and select the Web Server (I1S) check box.

c. Click Next to continue the install.



Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server,

Roles

I [8] Application Server (5 of 11 installed)

[ DHCP Server

[ DN Server

[ FaxServer

8] File and Storage Serviees (2 of 12 installed)
[ Hyper-v

[ Network Policy and Access Services

[ print and Document Services

[ Remote Access

[ Remote Desktop Services

[ Volume Activation Services

[] Web Server (15) (23 of 43 installed)
[ Windows Deployment Services

[ Windows Server Essentials Experience
[ Windows Server Update Services

DESTINATION SERVER
TECHPUS201 2corp1

Description

Active Directory Certificate Services
{AD CS) is used to create
certification authorities and refated
role senvices that allow you to issue
and manage certificates used ina
variety of applications.

S |

Nea> | |

install | [ Cancel

7. Features

On the Select Features window, select:

.NET Framework 3.5

.NET Framework 4.5

Click Next.

Scroll down and select Windows Process Activation Service

Select features

Before You Begin
Installation Type

Server Selection

Select one or more fetures to install on the selected server.

Features

b [B] NET Framework 45 Features (6 of 7 installed)
b [ Background Intelligent Transfer Service (BITS)
[] Bitlacker Drive Encryption
[ Bitlocker Network Unlock
[ BranchCache
[ Client for NFS
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
Fallover Clustering (Installed)
[ Group Policy Management
[ 115 Hostable Web Core
Ink and Handwriting Services (installec)

< [

DESTINATION SERVER
TeCHRUB2DT2 corp1

Description

NET Framework 3.5 combines the
power of the NET Framework 20
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
informatian, enable seamless and
secure communicatian, and provide
the ability to model a range of
business processes.

Bl [ o |

[ st | [ Caneal

ag160414

Copyright © 2016, TelStrat International, Ltd.
All rights reserved.



Select features

Before You Begin
Ingsalation Type
Server Selection

Sarver Aoles

application Server
Fole Services
web Server

Role Services

Confirmation

Sebect one or mare features to install on the selected server.

Features

1 Windews Identity Feundstion 3.5

] Windows Intemal Database

[®] Windews PowerSnell (2 of § instabed)
&

[T Windows Sesrch Senvice
] Windiows Senver Backup
[ Windows Senver Migration Tools

[ Windows Standards-Based Storage Management
] Windows TIFF IFiter

[ WinfiM 11S Extension

] WINS Server

(0] Wireless LAN Service a

] Wold Support {lnstalled

() %PS Viewer

) ——

DESTIATION SEVER
Mg corp e com

Description

Windows Process Activation Service
generalzes the IIS process model,
remaving the dependency on HITF
Al the testures of IS that were
previously available onby to HTTP
appiications are now available to
applications hosting Windows
Communication Foundation (WCF)
sarvices, using non-HTTP protacols.
IS 8.5 also uses Windows Process
Activation Service for meszage-
based activation over HTTP,

(epe) O] [ e | o}

8. Application Server

On the Select Role services for the Application Server window, select:

a. .NET Framework 4.5

b. TCP Port Sharing

c. HTIP Activation

d. Click Next.
[E AdRdeadrewewmd (=[S

Select role services

Before You Bagin
Installation Type
Server Selection
Server Roles
Features

Application Server

Web Server Role (I5)
Role Services

Confirmation

Select the role services to install for Application Server
Role services.

4 NET Frameworiz 45
[ COM+ Network Access
4 [ Distributed Transactions
] ws-Atomic Transactions
[ Incoming Network Transactions
[ Outgoing Network Transactions
‘ [Ece ng
[ Web Server (IIS) Support
4 [ Windows Process Activation Service Support
[ HTTP Activation
[ Message Quesing Activation
) Named Pipes Activation
[ TCP Activation

DESTINATION SERVER
VIS corpretszacom

Description
TCP Port Sharing allows multiple
ettcp applications to share a single
TCP port. Consequently, these
applications can coexist an the same
physical computer in separate,
isolated processes, while sharing the
network infrastructure required to
send and receive traffic over a TCP
port, such 85 port 808.

9. Web Server Role (11S)

In the Select role services window:

ag160414

Copyright © 2016, TelStrat International, Ltd.

All rights reserved.
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a. Under Common HTTP Features, select:
1. Default Document

2. Directory Browsing
3. HTTPErrors
4. Static Content
5. HTTP Redirection
b. Under Health and Diagnostics, select:
1. HTTP Logging
2. Request Monitor
3. Tracing
c. Under Security, select:
1. Request Filtering
2. Windows Authentication
d. Expand Application Development and select:
1. .NET Extensibility 3.5
2. .NET Extensibility 4.5
3. ASP.NET3.5
4. ASP.NET 4.5
5. CGl
6. ISAPI Extensions

7. ISAPI Filters
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e. Under Management Tools, select:
1. IS Management Console

2. IS Management Capability
3. IS Management Scripts and Tools
4. Management Service
f. Expand /IS 6 Management Capability and select:
1. 1IS 6 Metabase Compatibility
2. 1IS6 Management Console
3. 1IS 6 Scripting Tools

4. IS 6 WMI Compatibility

10. Verify the following selections are made and then click Next to continue to the Confirmation window:

= Add Roles and Features Wizard [= =T

DESTINATION SERVER

Select role services VM1 corprasaecom

Select the role senvices to install for Web Server (IS)
Role services Deseription

~] 15 6 Scripting Tools provide the
ability to continue using IIS.6
ripting tocls that you built to
manage IS especially if
your spplications and scripts that
use ActiveX Data Objects {ADO) or
Active Directory Service Interdace
(ADSI) APis. IS 6 Seripting Tools

4 [ Applcation Development

require Windows Process Activation
Service Configuration AP

[ ISAPI Extensions
& ISAPI Filters
[] Server Side Includes
[] WebSocket Protocol
] FTP Server
(] FTP Service
(] FTP Extensibility
[# Management Teels
[& 115 Mansgement Console
(4 11s & Management Compatibility

s

[ 15 6 Metsbase Compatibility
[ 115 6 Management Console
[E)s 6 Scripting Tooks

[ 1S &6 WMI Compatibility

[ 1S Management Scripts and Tools
@] Management Senvice

< W >

<Previous | [ Nea> | 1o Cancel
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) Add Roles and Features Wizard

Select role services
Select the role sarvices to inztsll for Web Server (IIS)
Role services. Description

~] 15 6 Scripting Tools provide th
& Web Server S.6 Seripting Tools provide the

4 [ Commen HTTP Features
[ Defauit Document

scripting tools t
manage IS 6 in
your applications and scripts that
Data Objects (ADO) or
tory Service Interface
IS 6 Seripting Tools
dows Process Activation
figuration AP

[ Directory Browsing
@ HTTP Errors Artve
[ static Content. {ADS))

N

) Health and Diagnastics
(4 HTTP Logging
[ Custom Logging
[] Logging Tesls
[] ODEC Logging
@ Request Monitor
[ Tracing
4 [ Performance
[ Static Centent Compression
[ Dynamic Content Compression

4 Security
[ Request Filtering
Authentication

11. Confirmation
o At the Confirmation window, select Install to install the updated settings

12. Click Close when the installation has succeeded and close the Server Manager.

4.2.2 For Windows Server 2008

The procedure to add and configure the Web Server 2008 (IIS) role is:

1. Open Start » Administrative Tools » Server Manager and launch the Wizard.

2. Check if the Web IIS Server has been installed by clicking on Roles in the left pane, expanding it or Server

Manager » Roles.
a. Foranewserver, click Add Roles in the right pane to install Web Server (lIS).

b. If Web Server (I1S) is already installed, then right click on Web Server (1IS) in the left pane and click

Add Roles to verify the entire role services listed in this document are already selected.

3. From the Add Roles Wizard window, select Next. Click Next on the Before You Begin window. The Select

Server Roles window appears.
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[Add Roles Wizard

Befare YouBegin

Select one or more roles to instal on this server,

Roles Deseription:

Application Server Web Server (115) provides areliable,
[ active Directory Certificate Services B oy
Role Services [] Active Directery Domain Services

application infrastructure,
[ Active Directory Federation Services

[ Active Directary Lightweight Directory Services
Rale Services [ Active Directory Rights Managsment Services

T Application server

[] DHeP Server

Wieb Server (115)

Progress [ s server

Results [ FaxServer
] File Services.
[ Hyperyv

[ metwork Policy and Access Services
L] Print and Dacument Services

[ Windows Deployment Services
[ weindows Server Update Services

More about server roles

<brovious [ Mot s | wel Cancel

4. Select the checkbox for Application Server.

5. Another pop-up window will appear requiring both .NET Framework and Windows Process Activation
Service be installed. Select Add Required Features to install these additional role services for the Applic-

ation Server.

Add Roles Wizard [ ]

o Add features required for Application Server?

You cannot install Application Server unless the requited features ars alsa installed
Features: Dessiiption

[= MET Framework 35.1 Features
(NET Framework 3.5.1

= Windows Process Activation Service
Process Model
NET Envitonment
Configuiation APls

Microsoft MET Framework 351 combines
the power of the NET Framework 2.0 APl
with new technalogies for buiking
applications that oifer sppealing user
interfaces, protect your customers' personal
identity information, enable seamless and
secure communicalion, and provide the
ability to model @ range of business
processes

Add Fequired Features | Gancel

(i) Why are these features reuitsd?

4

6. Select the checkbox for Web Server IIS. Click Next. At the Introduction to Application Server window,

select Next.

7. Atthe Application Server Select Role Services window, enable the following services:
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9.

[Add Roles Wizard

ES:‘,E Select Role Services

Before YouBean Select the role services to inskal for Application Server:

Server Roles Role services:

Description:
Application Server 2] NET Framework 3.5.1 Wb Server (115} Support enzbles
‘Appication server to host nternal or
Rol s /] Wieh Server (I15) Support

g external Web sites and Web services
COMH Network Access
pre—— that communicate over HTTP. It

[7] TCP Part Sharing includes support For ASP.NET
Role Services £ & windows Process Activation Service Support g il el et
4] i1 Actvaton Weh browser such as Intemet
Confirmation Esplorer, and Web services bult using
a [ Message Queting Activation Windows Cammunication Foundation
e [ TP activation (WP,
Results ] Named Pipes Activation

= [] Distributed Transactions
[ Incoming Remots Transactions
[ outgoing Rerote Transactions
[ ws-Atomie Transactions

More about role services

|| e

a. Select .NET Framework 3.5.1

b. Select Web Server (1IS) Support

Add Roles Wizard
(> Add role services and features required for Web Server {lIS) Support?
W=

= You cannot install Web Server [I15] Support urless the required role services and features are also installed
Role Services Description
= Application Server Application Server pravides central
‘Windows Process Activation Service Support rhanagement and hasting of high-
petiomance distibuted busingss
[=1 'wieh Server (IIS) applications such as thase built with
‘Weh Server Enterprise Services and NET Framewark
Managemert Todks 351

o]

NET Frameswork 3.5.1 Features
WCF Aefivation

£ Pequited ok Services | Cancel

(i) Why are these role services and features requied?

4

A pop-up window will appear noting additional Application Server, Web Server (IIS) and .NET Framework
services. Select Add Required Role Services.

a. Select TCP Port Sharing
b. Select HTTP Activation
c. Select Next. At the Introduction to Web Server (11S) window, select Next.

On the Select role services window, required services will be selected when Web Server (IIS) Support

Required Role Services are installed. Select ALL additional services in BOLD:

o Under Common HTTP Features, verify that Static Content, Default Document, Directory Browsing,

HTTP Errors and HTTP Redirection are selected.
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o Under Application Development, verify that ASP.NET, .NET Extensibility, CGl, ISAPI Extensions, and
ISAPI Filters are selected. Under Health and Diagnostics, verify that HTTP Logging, Request Mon-

itor, and Tracing are selected.

[add Roles wizard

[
!! j# Select Role Services

Bl ez Select the role services tainstal For Web Server (I15):

Server Rokes Role services: Destription:
Applcation Server B G TP Featres ] Sl defnes o o Wb serverpasees
infarmation to an external pragram
Role Servees ] static Content Typical uses might incude using &
b () ] Default Document Wb form to collect nformation and
50 Server [Y] Directory Browsing then passing that information to a CGL
[Z] HTTP Errors scripk to be emailed somewhere else,
Because CGl is a standard, CGI scripts
Confirmation 4] HITP Redrection can be witten sing a varioty of
programming languages. The
frog2:2 dornside ta using CGl is the
Restlts performence overhead,

[¥] NET Extensiilty

7] =
V] 154P1 Extensions
V] 150P1 Fikers
[] Server Side Includes
=) [E] Health and Diagnostics
[¥] HTTP Logging
[¥] Logaing Tools
9] Request Monitor
[¥] Tracing
1 Custom Loodina El

More about role services

cprevioss [ mets | el Cancel

o Under Security, verify that Windows Authentication and Request Filtering are selected.
o Under Management Tools, verify that IIS Management Console, IIS Management Scripts and

Tools, and Management Service are selected.

10. Select IIS6 Management Compatibility, then IIS 6 Metabase Compatibility, 1IS 6 WMI Compatibility,
and 1IS6 Scripting Tools check boxes.

[add Roles wizard <]

i Select Role Services
Befors YouBegin Select the role servicss to instal for Web Server (TIS):
Server Roles Role services: Deseription:
Application Server ] 115 6 Scinting Tools provide the

opl = [¥] Security | abilty to continue using 115 6 scripting

Role Services 4] Basic Authentication tnols that you buik £ manage 156 in
oy [] windows Authertication 115 7, especially if your applications
V] Digest Authentication and scripts that use Activei Data

[V] Cent Certificate Mapping Athentication Dy o iy
c V] 115 Cliert Certificate Mapping Authentication SERED I EEEE) A1, TG
Scrpting Tools requre Windows
o (4] WL Adboratin e e
< 4] Request Fitering Canfiguration APL
Results [Z] 1P and Domain Restrictions

= ¥ Performance
[4] statie Content Compression
[¥] Dynamic Content Compression
= @ Managemert Tools
[¥] 115 Management Console
[¥] 115 Management Seripts and Tools
[4] Management Service
=) [@] 1156 Management Compatibiity
[¥] 1156 Metabase Compatbity
[¥] 115 & it Compatibiity

nl [l

More about role services

<brovious [ Met> | sl Cancel

11. Select Next, then click Install at the Confirm Installation Selections pane.

12. Select Close when the installation is completed and click Close on the Server Manager.
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NOTE: File Services can also be turned on so that Windows can manage storage and faster file searching. If

desired, make sure the File Server role is turned on.

4.2.3 For Windows 7

The procedure to add the Web Server (11S) role on Windows 7 Professional Workstation is:

1. Click Start » Control Panel » Programs » Programs & Features. In the left menu, click Turn Windows

Features on and off.

2. Under Internet Information Services » Web Management Tools » 1IS 6 Management Compatibility ,
check the following roles: /IS 6 Scripting Tools, IIS 6 WMI Compatibility, IIS Metabase and 11S 6 con-
figuration compatibility, IS Management Console, IIS Management Scripts and Tools and IIS Man-

agement Service checkboxes.

3. Under Internet Information Services » World Wide Web Services » Application Development Features,
check the following roles: .NET Extensibility, ASP.NET, CGI, ISAPI Extensions and ISAPI Filters check-

boxes.

4. Under World Wide Web Services » Common HTTP Features, check the following roles Default

Document, HTTP Errors, HTTP Redirection and Static Content checkboxes.

5. Under World Wide Web Services » Health and Diagnostics, check the following roles HTTP Logging,

Request Monitor, Tracing checkboxes.
6. Under Security, check the following roles Request Filtering and Windows Authentication checkboxes.

7. Click OK. Windows 7 will take a few minutes to make the changes to the Features settings and show pro-

gress with a window.
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8. When completed, reboot the Windows 7 machine.

Windows Features EI @

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[ Games -~
Indexing Service
Internet Explorer 8
Internet Information Services
FTP Server
| Web Management Tools
= [@ | 056 Management Compatibility
115 6 Management Consale
IS 6 Scripting Tools
IS 6 WMI Compatibility
II5 Metabase and IS 6 configuration compatibility|
IS Management Console
| 115 Management Scripts and Tools
05 Management Service
‘World Wide Web Services
Applicaticn Development Features
.MET Extensibility
14 asp
ASP.NET
cat
ISAPI Extensions
ISAPI Filters
[C] ). Server-SideIncludes
. Commaon HTTP Features
Default Document

m

[] | Directory Browsing
HTTP Errers

HTTP Redirection
Static Content

[[] |, WebDAV Publishing

| Health and Diagnostics
[C] |, Custom Logging
HTTP Logging

[7] ], Logging Tools

[] |, ODBC Logging
Request Monitor
Tracing

. Performance Features

= [ |, Security

Basic Authentication
Client Certificate Mapping Authentication
Digest Authentication
IS Client Certificate Mapping Authentication
IP Security

Request Filtering

URL Authorization

Windows Authentication|

[T Trtarnet Infrrmmatinm Saniree Hartahle Webk Cars 52
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4.3 Install Engage Services, HTTPS (if used) and the Web Client

With the server OS and SQL software installed and configured, the following can be installed:

o TelStrat Engage Services.

o Engage Web Client and its database.
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e HTTPS, is used.

o Another web database for backup and upgrade purposes.

NOTE: If the customer requires a secure HTTPS URL for the server-web client connections, a digital

SSL certificate name will need to be available for this installation. Refer to HTTPS Certificates for details.

Engage software installation is normally accomplished by launching a setup.exe type file which will step

through the installation of the various services, HTTPS and web client installations.

Begin the Engage Services and Web Client software installation (locally or remotely):

NOTE: If the setup program encounters a problem, click OK to end the installation process and refer to the

Troubleshooting section of this guide, specifically, Web Server Troubleshooting topics for help.

To install the Engage Services and Web Client software, use the downloaded software found on the Engage

server in the folder C://EngageSoftware/Engage5.x.x.

1. Navigate to Engage 5.x.x. » Engage 5.x.x.x Web.zip folder, unzip it and execute the TelStrat.exe file to

begin to installation procedure. The Welcome window appears. Click Install.

1 TelStrat Engage Web Client Setup \;‘i-

Welcome

The Setup Wizard will install TelStrat Engage Web Client
on your computer, Click Install to continue or Close to
exit the Setup Wizard,

Following items will be instzalled:
Met Framework 4.0 (If not already installed)
TelStrat Engage Web Client

2. There will be a series of setup progress screens that will pop up as the wizard installs various software ser-

vices and components.
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3. Atthe End-User License window, click on / accept the terms of the License Agreement and click Next.

14 TelStrat Engage Web Client Setup I;Ii-

End-User License Agreement GEDSTPHT

Please read the following license agreement carefully

TelStrat Software User License ”~

End User License Agreement

BY DOWHMLOADIMNG OR INSTALLING THE SOFTWARE. OR USING

THE EQUIPMENT THAT CONTAINS THIS SOFTWARE, YOU ARE
CONSENTING TO BE BOUND BY THIS AGREEMENT. IF YOU DO

MNOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, THEN

(A) DO NOT DOWRNLOAD, INSTALL OR USE THE SOFTWARE, AND

(B) YOU MAY RETURN THE SOFTWARE FOR A FULL REFUND, OR, .,

[w]1 accept the terms in the License Agreement

Print | | Back ” Next | | Cancel

Install the TelStrat Engage Search Service

1. When the TelStrat Engage Search Service window appears, click Next.

i TelStrat Engage Search Service I;Ii-

Welcome to the TelStrat Engage Search Service LA
Setup Wizard ‘ |

The installer will guide you through the steps required to install TelStrat Engage Search Service on
your computer.

WARNING: This computer program is protected by copyright law and international reaties.
Unauthorized duplication or distribution of this program, or anp portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the marimum extent possible under the law,

2. Usethe default installation folder for the Search Service (ex. C:\Program Files (x86)\TelStrat\TelStrat

Engage Search Service)).
3. Click Next.

4. Confirm the installation by clicking Next. When the installation is complete, click Close.

Install the TelStrat Engage Recording Dashboard Service
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1. When the TelStrat Engage Recording Dashboard Service window appears, click Next.

1 Telstrat Engage Recording Dashboard Service I;li-

Welcome to the Telstrat Engage Recording [l
Dashboard Service Setup Wizard e

The installer will quide pou through the steps required to install Telstrat Engage Recording
[rashboard Service on your computer.

WARMING: Thiz computer program is protected by copyright law and intemational treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law,

2. Usethe default installation folder for the Dashboard Service (ex. C:\Program Files (x86)\TelStrat\TelStrat
Engage Dashboard Service\).

3. Click Next.
4. Confirm the installation by clicking Next. When the installation is complete, click Close.
Install the TelStrat Engage Quality Dashboard Service

1. When the TelStrat Engage Quality Dashboard Service window appears, click Next.

i TelStrat Engage Quality Dashboard Service I;Ii-

Welcome to the TelStrat Engage Quality (el
Dashboard Service Setup Wizard iy

The installer will quide pou through the steps required ta install TelStrat Engage Quality Dashboard
Service on your computer.

WwAARNIMG: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be progecuted to the maximum estent possible under the law,
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2. Click Next. Use the default installation folder for the Quality Dashboard Service (ex. C:\Program Files (x86)
\TelStrat\TelStrat Engage Quality Dashboard Service\).

3. Click Next.

4. Confirm the installation by clicking Next. When the installation is complete, click Close

Install the TelStrat Engage Application Configuration Service

Besides installing this service, this part of the software installation will create a new web database and name in

SQL for the Web Client to use (ex. Engage).

NOTE: When installing a new Release 5.x or are upgrading from Release 4.x or earlier to Release 5.x for the
first time, ALWAYS install another new web database to be used by the Import Data web client program to
import data from an existing release 4.x or 5.x database. This procedure preserves the content of this release

of web server's database structure to allow for import of the previous release's configurations and structure.

1. When the TelStrat Engage Application Configuration Service window appears, click Next.

1% TelStrat Engage Application Configuration Service Set... I;Ii-

Welcome to the TelStrat Engage
Application Configuration Service Setup
Wizard

The Setup Wizard will install TelStrat Engage Application
Configuration Service on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

2. Check I accept the terms of the licensing agreement. Click Next.

3. Inthe SQL Server Information window, complete these fields with:
o SQL server\instance: The server and instance names for the cache database (ex. tech-
pub2012\ENCACHEX).
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o Authentication: Click the SQL Server Authentication button and enter the Login (sa) and Password
o Database: Click on Create New database that the Web Client will use. TelStrat installers use the
default nameEngage for this field.

NOTE: If upgrading from a previous major release, do not connect to an existing database. Create
a new database and then complete the upgrade which includes steps for importing data from a pre-

vious major release. If upgrading from the same major release, an existing database may be used.

3 TelStrat Setup = | = -
SQL Server Information E ) .
Please spedfy database installation information ( ? = 'I HT
e
Authentication:

O Windows Authentication
(®) 501 Server Authentication
Login:

[telstrat
Password:

Database:
®) Create New

() Use Existing

\Engage

Engage

| Test Connection | |

Back | | Next | |

Cancel ‘

4. Click the Test Connection button to make sure the SQL Cache Database is accessible. Look for the Test Con-
nection Succeeded box. Click OK. Click Install.

i) TelStrat Setup = | =] &=

SQL Server Information E ) .

Please specify database installation information ( ? 5 'I HT
SQL Server\Instance: [techpubzo12\ENCACHEX

Authentication:

Test authentication -

Login: :| Test connection succeeded

Password:

(®) Create New

(O Use Existing

Test Connection Back ‘ ‘ Next ‘ | Cancel
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5. After theinstallation is complete, click Finish.

NOTE: At the end of this installation procedure, there is an additional step (Create an Empty 5.0 Database)

to RERUN the Web installer to create the new empty database with a different name (ex. Engage51).

Install the TelStrat Recurring Report Service

1. When the TelStrat Engage Recurring Report window appears, click Next.

2. Click Next. Use the default installation folder for the Quality Dashboard Service (ex. C:\Program Files
(x86)\TelStrat\TelStrat Engage Recurring Report Service\).

3. Click Next.

4. Confirm the installation by clicking Next. When the installation is complete, click Close.

Install the TelStrat Engage Web Service

1. When the TelStrat Engage Web Service window appears, click Next.

2. Click Next. Use the default installation folder for the Quality Dashboard Service (ex. C:\Program Files
(x86)\TelStrat\TelStrat Engage Web Service\).

3. Click Next.

4. Confirm the installation by clicking Next. When the installation is complete, click Close.

Install the TelStrat Engage Speech Analytics Dashboard Service

1. When the TelStrat Engage Speech Analytics Dashboard Service window appears, click Next.

2. Click Next. Use the default installation folder for the Quality Dashboard Service (ex. C:\Program Files
(x86)\TelStrat\TelStrat Engage Speech Analytics Dashboard Service)).

3. Click Next.

4. Confirm the installation by clicking Next. When the installation is complete, click Close.

A number of pop-up windows will flash by as the setup and installation process continues.

Install the TelStrat Engage Web Client
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1. When the TelStrat Engage Web Client Setup window appears, click Next.
1 TelStrat Engage Web Client Setup = | !=! -

Welcome to the TelStrat Engage Web
Client Setup Wizard

The Setup Wizard will install TelStrat Engage Web Client on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

2. Click on I accept the terms of the License Agreement and click Next.

3. Atthe Select Instance window, click on Add Instance.

1 TelStrat Setup = | = -
Select Instance GE%_IPHT.

Select an Instance

Cancel | |Add1nst3noe‘ | Upgrade | | Remave

4. At the Select Instance Address window, enter Engage into the Virtual Directory field and click Next.
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The installer will install TelStrat Engage Web Client Web Application to the following web location.

TelStrat Setup

Select Installation Address

To install to this web location,dick Mext”.To Install to a different web location, enter it below.

Web Site:
| Defauit web Site

‘]

Application Poal:

‘ EngageAppPool3.7 v |

Virtual Directory:
|Engage

Cancel

5. At the HTTPS Configuration window,

o Ifthe customer configuration does not require HTTPS URL security and no SSL certificate is avail-

able, click Next to bypass this window.

o Ifthe customer configuration does require a secure HTTPS web URL, check the Enable HTTPS check-

box and select the appropriate SSL certificate from the drop-down menu, then click Next.

e [~ = I

HTTPS Configuration

TelStrat Setup

Flease specify HTTP /HTTPS related information

@_EDSTPF;T'

Enable HTTPS

Select S5 Certificate

(Select Enable HTTPS for enabling secure browsing)

[techpuban12 v]

Back ‘ | Next | | Cancel

6. Confirm the installation by clicking Next.
7. Start theinstallation by clicking Install. Anumber of installation screens and pop-ups occur.

8. When the installation is complete, click Finish.
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There will be a few more update screens while the setup process continues. When installation is complete,

Setup Successful will display. Click Close.

1= TelStrat Engage Web Client Setup =N = -
TelStrat Engage Web Client

Setup Successful

Close

4.4 Configure Folder Permissions

After the Services and Web Client software is installed on the |IS web server, folder permissions must be con-

figured or playing back of calls will result in File not Found error messages.

After making this change, a logoff and logon to the Web Client is required or anInternal Server Error message

will appear.

NOTE: Required for ALL deployment types.

To provide IIS full permissions for attachments on the web server, make these changes:

@@.\‘ » Computer » OSDisk (C) » inetpub » ~[ 43 |[ Search in

File Edit View Tools Help

Organize v Includeinlibrary > Sharewith v Bun  New folder

Favorites Name Date modified Type Size
M Desktop
J+ Downloads

). AdminScripts 11/10/2013 437 PM  File folder
| custerr 11/10/2013 437 PM  File folder

<» RecentPlaces g pistory 4/15/2015441PM  File folder
I logs 11/10/2013 437 PM  File folder
I temp 11/10/2013 437 PM  File folder
)

wwwroot 3/30/2015817 AM  File folder

] Libraries
% Documents
4 Music

& Dicturac

1. Onthe Engage voice recorder server, navigate to c:\inetpub\wwwroot.

2. Highlight the folder wwwroot, right-click on it to get the pop-up menu and click on Properties.



General |Sharir1g I Security I Previous Versions | Customize |

b [

Type: File folder

Location: Chinetpub

Size: 116 KB (118,856 bytes)
Size ondisk: 128 KB (131,072 bytes)
Contains: & Files, 7 Folders

Created: Thursday, February 12, 2015, 7:20:31 FM

Attributes: [w] Read-only {Only applies to files in folder)

psn

3. De-select the Read Only check box.
4. Click Apply.

5. Select the Apply changes to this folder, subfolders and files button. There will be a few update windows.
Click OK.

6. Click the Security tab.

agle0414 Copyright © 2016, TelStrat International, Ltd. 74
All rights reserved.
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10.

11.

12.

Lk wwwroot Properties

| General I Sharing | Security | Previous Versions I Customize |

Object name:  C:hinetpub™wwwroot

GI‘DLID or user names.

S, CREATOR OWNER
82, 5YSTEM
i{ Administratars (TECHPUB2012"Administratars)

2 | leare TEFHPLRA P lears)
£ m

Permissions for CREATOR

OWMNER Allow Deny

To change permissions, click Edi.

Full contral

Maodify

Read & execute
List folder contents
Read

Write

b

For special permissions or advanced settings,
click Advanced.

Click Edit then click Add. The Select Users, Computers, Service Accounts, or Groups window appears.
Enter Authenticated Users or the appropriate group of users if the customer's IT person is available.

Click Check Names button. Authenticated Users should become underlined.

Click OK.

While highlighting Authenticated Users, click on all Permissions checkboxes, click Apply then OK.

If prompted by a new window, select Apply Changes to this folder, subfolders and files to complete the

process.

4.5 Rewrite HTTP to Redirect to HTTPS

If the customer's configuration requires the use of HTTPS secure URLs, it will necessary to REDIRECT all

HTTP://<servername>/Engage requests to the HTTPS://<servername>/Engage URL.

To have the server redirect an HTTP:// type URL request redirected to an HTTPS:// type URL, the server's

I1S needs to be prepared.
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Note: If using IS 8, the user will need to install the URL Rewrite module. If already installed, skip to Create

Rewrite URL Rule subsection.

Install URL Rewrite Software Module

1. Logon to the Engage server as an administrator.

2. From the Server Manager, launch the Internet Information Services (1I1S) Manager.

ntemet Inormation Senvices (15) Manager Ba |

5
O [ s FECIE

a. Ifnotalready installed, a request will be made to install the Web Platform Components installer

into the 1IS Manager. Click Yes.

C 1) ager —[e=
@ 0 [ rommon -

b. Ifinstallation is needed, the user is directed to a Microsoft website. Click Free Download to start

installation of the free Microsoft Web Platform Install tool.



e
c-»>c@

£ o

Microsoft Web Platform Installer 5.0

c. Click Add.

Spotlight Products Applications

Name

BR MicrosoftAcure Powershel aa0ts
D Microsoft Azure SDK for NET (5.2015) - 27 202015
D Microsoft Azure SDK for NET (V5 2013) - 27 72072015
D VsualStuio Community 2013 with Microsoft Azure SDK - 27 202015
D VsuslStudio Community 2015 with Microsoft Azure SDK - 27 1202015
0 hemstobe nstlled ogtiors |l |

4. When completed, the Web Platform Installer icon will be available on the in the IIS Manager of the

<servername> server (ex. techpub2012).

=3 “

5. Click on the Web Platform Installer icon to generate the list of software that could be added to the server.

Click on the Products heading then click on Name to get an alphabetical list.

agle0414 Copyright © 2016, TelStrat International, Ltd.
All rights reserved.
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6. Scroll down the list and locate URL Rewrite x.x and click the Add button.

Spotlight  Products  Applications .
Name Released  Instal I
S B5] i appliaton ntsizston yvaom
o Server
& Frameworks @IS Centalized SL Certicate Support m
£ Database
o & 115 Dynamic P Restrictions 922011
4 Tools ]
Windows Azu 2
A Wincows Szue) 8 Advnced Logging 10/8/2009
@ EtemsiCache 11 sra2015
@ ISRecommended Configuration 11872010 ]
BB Windows AarePack Powershel 4P 2312015
R Vindows Azure Pack: Portaland APl Express 2372015
BB Windows AarePack Admin e 2312015
B Vindows Anue Pack Admin Authetication it 2372015
-

rananar s e
0 temctobe st oo [ |

7. Click on I Accept for the license.

o Web Platform Installer 5.0 =|a] x
Spotlight _Products _ Applications x
all ~

A
= PREREQUISITES INSTALL CONFIGURE FINISH
@ Framewo st of thiedparty spp Microsoft products and components,and ay adiionl
I Database| software identified below to be installed and Windows be tumed on. Third party appli d
= a ded listed here Youare
4 Tools . s ihes 2 L
1 Windows|

X URL Rewrite 20

Deect Dowrioad Lk
Total file download size: 5.98 MB

[Click here to see additional software to be instalied and review the associated Microsoft license terms|

By clicking "I Accept’, you P and any additional
bove. If il of click " Decline".

B EEEEEEEE

Prr— PEP— nar s

8. Click on Install to begin the installation of the URL Rewrite x.x software into the IIS Manager.

0 Web Platform Installer 5.0 I

Spotlight Products  Applications <

AN

- PREREQUISITES INSTALL CONFIGURE FINISH

| Server

.} Framewo]|

8 Dby Microsoft Azure

7

{1k Toots Microsoft Azure is an open and flexible cloud

| Windows|

platform that enables you to quickly build,
deploy and manage applications across a global
network of Microsoft-managed datacenters.
Easily create web sites, virtual machines or
databases in a few dlicks.

Try it free now!

Finished downloading

Install progress: Installing URL Rewrite 2.0 1 out of 11

|

9. Click Finish to close the install when completed.

agle0414 Copyright © 2016, TelStrat International, Ltd.
All rights reserved.

78



é&mﬂf“

] Web Platform Installer 5.0

Spotlight _Products Applications

Web Platform Installer 50 =3 .

ﬂ

S

o Server

PREREQUISITES INSTALL CONFIGURE FINISH

4

Framewo
V' The following products were successfully installed.

URL Rewrite 20

Database!

7} Tools

| Windows,

E

i
EEE

4

<

]

1 ltemstobeinstalled

Create a Rewrite URL Rule

1. Return to the server's IIS Manager page and expand <servername> and click on the newly installed
URL Rewrite icon. Ifthe icon is not present after the install, exit and re-enter the IIS Manager to get the

content of the tool refreshed.

Intenet nfermatin Senes 1) Manager

2. Expand the folders for <servername> » Sites » Default Web Site and highlight the Engage folder.

3. Double-click on the URL Rewrite icon to get the URL Rewrite page.

) temet Inormaion Services 15) Marager =
Jor - @~

4. On the right-hand Action pane, click on Add Rule to get the Add Rule window.



5. Click on Blank Rule and click OK to get the Edit Inbound Rule screen and enter the following:

a. Name: Enter a descriptive name, such as HTTP to HTTPS.

a. Match URL box:
o Requested URL: Leave the default of Matches the Pattern.

o Using: Leave the default of Regular Expressions.
o Pattern: Enter (.*) (open round bracket, dot, star, close round bracket).

o Ignore case checkbox: Remains checked.

a. Conditions: Click on the down arrow to get the Conditions box.
o Click Add.

o Condition input: Enter {HTTPS} (open curly bracket, HT TP S closed curly bracket).
o Check if input string: Leave at default of Matches the Pattern.
« Pattern: Enter "OFFS (caret, OF F, $).

« Click OK.
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a. Action: Click on the down arrow to be the Action box.

o Action Type: Click on the drop-down menu and select Redirect.
o Redirect URL: Enter https://{HTTPS_HOST}/{R:1} using open and closed curly brackets.
« Append query timing checkbox: Remains checked.

o Redirect type: Select See Other (303) from the drop-down menu.

@ L= -
® iz » s s oo e+ w-ha

7. Check that the rules were applied successfully by finding the statement that the rules were applied suc-

cessfully.

et nforaton enviss (151 Marager Do |

@0 [2 iovmmn » sy oo » iopee +
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8. Intheright-hand Actions pane, click on Back to Rule and check the entry.

rvemet nformaion Senvices (15 Nanager

REr—— Y

Check that Redirect Occurs

o Check that the REDIRECT from and HTTP:// URL to an HTTPS:// URL works by using the Default Web Site

window.
e On theright-hand pane, click on the Browse ... .com on *:80 (http) command.

o Observe the browser that launches and make sure the https:// version of the URL appears in the browser

indicating the redirect functioned correctly.

et ioeTatcn Senices (15 Mesnager =lu| =
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4.6 Verify Web Client HTTP and HTTPS Screen

Itis very important that the Web Client can be accessed by workstations in the deployment. Depending on

the type of deployment relative to non-secure and secure URLs, access testing will be different.

HTTP Only

If the deployment is using HTTP non-secure URLs to access the Web Client, check workstations access to the Web
Client using HTTP. From a workstation, launch a browser and access the Web Client using an HTTP URL with the

syntax: http://<servername>/engage
(ex. http://techpub2012.corp.telstrat.com/engage/).

Verify the Logon Screen appears with HTTP in the address box.

‘‘‘‘‘‘‘‘‘‘‘‘‘

HTTPS Only

If the deployment is using HTTPS secure URLs to access the Web Client, check workstations access to the Web Cli-
ent using HTTPS. From a workstation, launch a browser and access the Web Client using an HTTPS URL with the

syntax: https//<servername>/engage.
(ex. https//techpub2012.corp.telstrat.com/engage/).

Verify the Logon Screen appears with HTTPS in the address box.



HTTP Redirected to HTTPS

Additionally, because a deployment is using HTTPS secure URLs, a test is needed to make sure that an HTTP

non-secure URL is rewritten to point to the HTTPS secure URL.

Check this ability from a workstation by launching a browser and entering an HTTP URL with the syntax:

http://<servername>/engage.

(ex. http://techpub2012.corp.telstrat.com/engage/)

Verify the Logon Screen appears with HTTPS and not HTTP in the address box.

Refer to the WEB SERVER (IIS) section of this guide if this screen does not appear.
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5 Engage Record Server Installation

Installation and configuring the Engage Voice Recorder software consists of:

Making sure all appropriate prerequisite software is installed and settings are made.
o Downloading and installing the Engage product software.
o Downloading and installing support software and tools.

Configuring the server and restarting services.

5.1 Engage Server Prerequisite Setup

Prior to beginning the Engage software installation processes, some preparation and prerequisite software

must already be in place. Prerequisite requirements are:

Partition configuration and Domain Account Setup.

o Enabling the Desktop Experience feature.

Adding the Application Server Role.

o Installing JAVA JRE.

Some Engage software-dependent components will be installed as part of the recorder software installation
process and are do not need to be individually installed, as in previous releases of Engage. These components

include:

Installing .NET software.

Installing Microsoft Visual C++ 2008 and 2010.

Installing the WinPCap for VolIP.

o Installing WinPCap (for a Cisco deployment Only).

5.1.1 Partition Configuration and Adding the Domain Account

All storage partitions must be setup and in place before installing the Engage software on the voice recording

server. Refer to the customer's SOW, project requirements and system specifications for the details for this
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specific deployment.

The Engage Domain Service Account must be added to the local Administrator group on each Engage server

to ensure no operating deficiencies or issues with regards to the Engage services.
5.1.2 Enable the Desktop Experience feature

The Desktop Experience feature allows installation of a variety of applications and features that are
provided in the Windows client operating system on a server that is running a Windows Server operating

system.

For Windows Server 2012, the Desktop Experience feature must be enabled to support playing call record-
ings on the recording server for testing purposes. Install Desktop Experience using the Server 2012 Server

Manager wizard with these steps:

1. Launch the Server Manager.

2. Onthetoolbar, click Manage then Add Roles and Features.

3. Click Next, then Next again. Select the server by highlighting it, click Next.
4. Click Features and scroll down and find User Interfaces and Infrastructure.
5. Select the Desktop Experience check box, and click Next.

6. Complete the wizard by clicking Install.

7. ARestart will be required to add the feature to the server.

® Add Roles and Features Wizard =) -

DESTINATION SERVER

Select features TECHPUSZON2 compsestzstcom

Select one or more features to install on the selected server.
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For Windows Server 2008 R2, the Desktop Experience feature must be enabled to support playing call record-

ings on the recording server for testing purposes as well. Install the Desktop Experience feature using the Win-

dows Server 2008 R2 Server Manager wizard.

1.

2.

3.

Launch the Server Manager.

On the left hand pane, click Features.

On the right-hand side, look for and click Add Features. The Select Features window appears.
Scroll down the list and find Desktop Experience and check the checkbox.

An Add Features Wizard box will appear demanding confirmation for adding the feature. Click Add Reques-

ted Feature.
Click Next and complete the wizard by clicking Install.
Click Close to terminate the Install Wizard.

A reminder will appear that a Restart will be required to add the feature.

5.2 Add the Application Server Role to SQL Server

The Application Server role provides central management and hosting of high performance distributed busi-

ness applications such as those built with Enterprise Services and .NET Framework 4.5 and is required for

Engage.

If the server platform is going to support both the Application Server AND the Web Server (1IS), both sets

of role settings can be implemented at this time. Use this subsection to administer the Application role and
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refer to the Web Server (IIS) Support settings in the web server installation section of this document to per-

form both roles settings and configurations in one session.

NOTE: This step typically requires a restart upon completion.

Select the Application Server Role:

1. From the Desktop or Start menu, launch the Server Manager tool.

B Server Manager [=Ta )

Server Manager * Dashboard
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Senvers toak
i Allservers B App server q g Fileand Storage ]
Services
[ App Server I ——— B ——
5 e s Snices »| | @ Marsosiny [Cr—
To s Events Events
Services Services
Performance Performance
BPA results
o s 1 i Local Server 1
@ Manageabiliy @® Manageabilty
Events. Events
Services Services
Performance Performance
BPA results BPA results

2. On theleft-hand top side, click on Manage to get the menu and click on Add Roles and Features com-

mand. The Before you Begin window appears. Click Next.

] Add Roles and Features Wizard - [=]

Before you begin DESTINATION SERVER

TECHPUZIO12 corpralstratzom

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, dick Next.

[ Sskip this page by default

3. Onthe Select Installation type window, make sure the button for Role-based or feature-based install-
ation is selected, then click Next.
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. . cesmhaTou sEaveR
Select installation type TECHPURT2corp et
Before Vou Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
ar session-based desktop deplayment,

<Previous | [_New> | | nstall | [ Concel

4. Onthe Server Selection window, make sure the correct server name (ex. techpubs2012) is selected, then
click Next.

N oxsTumon seav
Select destination server TECHPUSZDN2 comprestzstcom
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type ® Select 3 server from the server pool

O Select a virtual hard disk

Server Roles Server Pool
Features
Filter
Name 7 Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is sill incomplete are not shown.

e e

5. On the Select Server Roles window, scroll down the Roles list, locate and enable the checkbox for Applic-

ation Server. Click Next.

oesrivaron seaves
Select server roles TECHPUBZOT? corprestatcon
Before ou Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Server Selection

~|  Application Server provides central
[ Active Directory Certificate Services [5|  management and hosting of igh-
[ Active Directory Domain Services performance distributed business
Feztures [] Active Directory Federation Services applications such as those buitt with
Application Server [] Active Directory Lightweight Directory Services z‘a‘:’xi Sj';"‘“ Znd NET
Role Services [] Active Directory Rights Management Services
Confirmation
[ DHCP Server
(] DNS Server
[ Fax Server
b [8] File 2nd Storage Services (2 of 12 installed)
[] Hyper-V.

[] Network Policy and Access Sevices
[ print and Document Services

[] Remote Access

[ Remote Desktop Services

o] e [ e | [

agle0414 Copyright © 2016, TelStrat International, Ltd. 89
All rights reserved.
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NOTE: Another pop-up window may appear requiring both .NET Framework and Windows Process Activ-
ation Service to be installed. Click the Add Required Features button to install these additional role services

for the Application Server, then click Next.

Select server features

1. Atthe Select features window, make sure to click on and select the following features:

3 Server Manager =

Server Manager * Dashboard

ps
'Add Roles and Features Wizard

& Allservers

1 App Server

& File and Storag

fo s

« NET Framework 3.5.1
e TCP Port Sharing

e« HTTP Activation

NOTE: The Engage Voice Recorder uses WCF services for internal communications. HTTP Activation is

required for WCF.

2. Click Next then click Install at the Confirm Installation Selections pane.

3. Click Close when the installation has succeeded and Close the Server Manager.

NOTE: If desired, make sure the File and Storage Services role is turned on. When File Services is turned on,

Windows can manage storage and faster file searching.
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5.2.1 Windows Server 2003 and XP Additional Requirements

Installing these software packages can occur at different steps in the installation depending on machine con-

figurations. However, they must be installed for Engage to function properly.

NOTE: If the current system is equipped with Windows Server 2003 and XP and is being upgraded to SQL

2008, then these software packages need to be installed.

Install Windows Installer 4.5 and then reboot the server. If unsure, proceed with the installation of SQL 2008
R2 Express and a link will be provided by the setup software. Locate, In the downloaded software folders loc-

ated on the Engage Voice Recorder:

Navigate to EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Installer 4.5 and click on

either:
o WindowsServer2003-KB942288-v4-x64.exe for the 64-bit version.
o WindowsServer2003-KB942288-v4-x86 for the 32-bit version.
o WindowsXP-KB942288-v3-x86 for the Windows XP version.
o Windows6.0-KB942288-v2-x64 for the Windows 6 64-bit version.

o Windows6.0-KB942288-v2-x86 for the Windows 6 32-bit version.

NOTE: Windows Server 2012 and 2008 R2 do not require the following step as long as the Application Server

role is already added in the Server Manager.

Install Microsoft .Net framework

The Microsoft .NET Framework enables multiple Engage applications as well as the Web Client user interface

to communicate successfully with the Engage recorder. The Web Client requires Microsoft .NET 4.0 or later.

To install the .NET Framework on a Windows 7 Professional, 2003 or XP server, install the complimentary copy

of Microsoft .NET Framework from the Engage Pre-Reqgs folder:
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1. Ontheserver, navigate to EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Pre-

Reqgs.
2. Click on the dotNetFx40 Full x86 x64 file to install .NET Framework.

3. When the setup wizard has opened, select | have read and accept the license terms checkbox.

Ty . 1]

"] TYN—T - Favi

Ly ey — FiET
£

MICROSOFT SOFTWARE =
= Fremd _-'| il
Comvival mo il arm
Comvival frm el Caarlp e

ks EraH

s ] owew |

4. Click Install and Finish when installation is complete.

5.2.2 Microsoft Visual C++ 2008 and 2010 - Auto-installed

Microsoft Visual C++ 2008 is automatically installed by Engage Voice Recorder installation software and does

not need to be manually installed.
Microsoft Visual C++ 2010 is required for all Engage installations to:

o Playback calls in the timeline player for IE11, IE10, and IE9.
o Required to download an .MP3 call recording.

o Required for the Event Monitor to function.

These are the steps to install Microsoft Visual C++ 2010, if needed:

1. Navigate to EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Pre-Reqs » Microsoft
Visual C++ 2008_2010_vcredist . Contents are zipped.



Select one of the following according to the deployment's need by double-clicking the filename (ex

G Network.

e 42 s g NOSEL 5 i Pris 7 o, —el T

et Type s

2010vcredist_x64) file to unzip the file.

« 2008vcredist_x64
o 2008vcredist_x86
o 2010vcredist_x64

o 2010vcredist_x86

3. Execute the file to get the Visual C++ Setup window.

ag160414

Welcome to Microsoft Visual C++ 2010 x64 Redistributable Setup
Please, accept the license terms to continue. w
MICROSOFT SOFTWARE LICENSE TERMS ﬁ
MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES v
[[11 have read and accept the license terms.
[ Yes, send information about my setup experiences to Microsoft Carparation.
For more information, read the Data Collection Policy,

Copyright © 2016, TelStrat International, Ltd.

All rights reserved.
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4. Click the checkbox for I have read and accept the license terms, then click Install and

~ Microsoft Visual C++ 2010 x64 Redistributable Setup [= |2 -

Installation Is Complete

m Microsoft Visual C++ 2010 x84 Redistributable has been

Microsolt S
Visual Studio ™t

You can check fo
the [fig

cent versions of this package on
website,

5. Click Finish to complete the installation.

5.2.3 Install Sun Java Runtime Environment (JRE)

The Sun Java Runtime Environment (JRE) is required for the Windows Server 2012, 2008, 2003 and XP oper-

ating systems. The JRE is essential for the Engage JAVA client to run properly on the server.
To install the Java Runtime Environment on the Engage recording server:

1. Navigate to EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Pre-Reqs folder.

2. Double-click on the jre-6u21-windows-i586-s.exe file to get the Java Welcome window.

i Java Setup - Welcome .

ORACLE
Java

Welcome to Java™

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes
your internet experience come to life.

No personal information is gathered as part of our install process. For more
information on what we do collect, see http://java.com/data

Click Install to begin installing Java now.

[[] change destination folder Cancel | | Install >
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3. Click Install to begin installation.

3 Java Setup - Progress = B 2

((_ Installing Java
=D

_— This may take a few minutes
Javar

Status: Instaling Java Runtime Environment

Now you can have a full-featured office suite that's
compatible with Microsoft Office for free!

Powerful, i set of word i preadsheet, drawing
and database applications

* Reads, edits and saves Microsoft Office files

* Supports over 70 languages and Solaris, Windows, Linux and Mac operating systems
= Uses industrystandard, open file farmat (OpenDocument) as its default file format

* Builtin, one<lick PDF export

E vﬁ E E iﬂ' ﬁ O?P-E’;(F)ﬁite.org

4. When installation is finished, click Close.

§ Java Setup - Complete E3

You have successfully installed Java.

Java updates will automatically be downloaded to provide you with the latest
features and security improvements. To change this, see
http://java.com/autoupdate

Close

NOTE: If no Internet access is available, use these steps.

Sometimes the Engage server does not have internet access and the JRE will fail to install. Engage has
provided a similar program in the Engage Pre-Reqs & Tools folder which can be loaded without internet

access; however, TelStrat recommends installing the JRE instead.

To install on an Engage Server that has no internet access:
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1. Navigate to the EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Windows Pre-Reqs folder.
2. Double-click on the file rootsupd for java no access to internet.

3. Install the JRE using the previous steps.

5.2.4 WinPcap: Required for All VolP Deployments - auto-installed

WinPCap software is automatically installed by Engage Voice Recorder installation software and does not

need to be manually installed.

The Engage Recorder requires that the WinPcap tool be installed for any VolP call recording. WinPcap is the
packet capture and filtering engine of many open source and commercial network tools, including protocol
analyzers, network monitors, network intrusion detection systems, sniffers, traffic generators and network

testers. The tool is a component of the Wireshark tool.
If needed, WinPCap can be installed using these steps:

1. Navigate to the EngageSoftware » Engage x.x Pre-Reqs & Tools NO SQL » Technician Tools Only folder.
2. Double-click either Wireshark-win32.exe for 32-bit systems and Wireshark-win64.exe for 64-bit systems.

3. Atthe Wireshark Setup Wizard window, click Next.
A Wireshark 1.10.3 (64-bit) Setup ol -

Welcome to the Wireshark 1.10.3
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

4. Click I Agree at the License Agreement window.



License Agreement
Please review the license terms before installing Wireshark 1. 10.3 (64-bit). ‘

Press Page Down to see the rest of the agreement.

This text consists of three parts:

Part I: Some remarks regarding the license given in |:|
Part 11: The actual license that covers Wireshark.
Part I11: Other applicable licenses.

When in doubt: Part IL/IIL is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install Wireshark 1. 10,3 (64-bit).

Mullsoft Install System w2, 46

[ <Back || 1agee | [ canca |

Click Next to get past default components, click Next to get past default additional tasks and click Next at
the default destination window.

6. Select the Install WinPCap 4.1.3 checkbox and click Install for Wireshark installation.

Installing
Flease wait while Wireshark 1.10.3 (64-bit) is being installed. ‘

Extract: libwireshark.dll... 45%
Output folder: C:\Program Files\Wireshark
Extract: uninstall.exe

Extract: wiretap-1, 10.0.dll
Extract: libwireshark.dll... 45%

Mullsoft Install System +2.46

‘ < Back ” Mext > |‘ Cancel

7. When complete, click Next.

8. Atthe WinPcap 4.1.3 Setup Wizard, click I Agree the Licensing Window. Click Install.

agle0414 Copyright © 2016, TelStrat International, Ltd.
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£ Wireshark 1.10.3 (32-bit) Setup [= o |

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

ograms first to uninstall any undetected old WinPcap versions)

What is WinPcap?

| < Back ” Instal ‘ | Cancel

9. Click Finish when installis complete.

Y| Wireshark 1.10.3 (4-bit) Setup = [|B] 2

Completing the Wireshark 1.10.3
(64-bit) Setup Wizard

‘Wireshark 1.10.3 (64-bit) has been installed on your
computer.,

Click Finish to dose this wizard.

[CJRun wireshark 1.10.3 (54-bit)

[ show News

NOTE: Manually remove the Engage Packet Driver if upgrading Engage to release 4.2 or better.

5.3 Installing Engage Server Software

WARNING: If any versions of the Engage Record software have previously been installed on this server, those

versions must be uninstalled BEFORE installing Engage Record 5.2.

There are two versions of Engage Server software available for downloading. Be sure to select the proper ver-

sion for the customer's specific deployment.
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From the Engage product software that was downloaded to the server folder: C:\En-

gageSoftware\EngageSuite 5.x.x there will be one of two zipped versions of software to choose from

depending on the deployment:

o 64-bit Cisco deployments, use: \Engage5.x.x\Engage 5.x.x.xx Recorder-Cisco(x64).zip\MediaKit (x64)

o All other deployments, use: \Engage5.x.x\Engage 5.x.x.xx Recorder.zip\MediaKit\Engage.

\Engage.

Install the Engage Recorder Software

1. Unzip the folder of Engage software by double-clicking on the folder icon. Select Open with Windows

2.

3. ASecurity Warning window may appear. Click on Run.

Explorer and click OK. Click on the MediaKit folder to open it.

- :gz:\ . o B X =5 i newiten - 2 oo
Properties

B Fery access -
comn P ware Copy | Dekte Rename | ew
A b e

©  « 1[I s THPC » LocalDRK(C) » EngageSoftware » EngogeS 1015 » Mediakit » 0] [Semen gt

Name

TTML Application 1K)

Sitems 1 item selected 120K8

Mediakit [=T=T|

[EEE]

In the folder contents list, double-click the Setup.exe file to run the Engage installer.

Publisher: TelStrat
Type: Application
From: C:\EngageSoftware\Engage 5.1.0.23 Recorder\MediaKit...

Run | | Cancel

Always ask before opening this file

harm your computer. Only run software from publishers you trust,

l..ﬁl ‘While files from the Intermnet can be useful, this file type can potentially
\
Y \What's the risk?

Open File - Security Warming -
Do you want to run this file?
@ MName: ..\Engage 5.1.0.23 Recorder\MediaKit\Engage\setup.exe
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4. Atthe Welcome to the InstallShield Wizard for Engage 5.2.0 window, under Install, click the Engage

Server, Client and tools link.

Engage Suite 5.1.0 §
Engage Record

e o
- Optimize the Customer Experience
-
-
-

Install
Engage Server, Client, and tools

Other Information
Browse this CD
Visit the TelStrat website

Exit

Copyright © 2008-2015 TelStrat International Ltd. Allrights reserved.

5. The InstallShield Wizard may install Microsoft Visual C++ 2008 SP1 Redistributable Package if it is not
already installed. Click Install.

Engage - InstallShield Wizard

T Engage requires the following items to be installed on your computer. Click Install to
[S¥Y begin instaling these requirements.

Status  Reguirement
Pending Microsoft Visual C++ 2008 SP1 Redistributable Package (x86)

Install ‘| | Cancel ‘

6. The TelStrat Engage Record - InstallShield Wizard opens. Click Next.
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i TelStrat Engage Record - InstallShield Wizard -

Welcome to the InstallShield Wizard for
TelStrat Engage Record 5.1.0

e ) Wizard wil install T Record
on your computer, To continue, cick Next.

WARNING: This program is protected by copyright law and
international treaties.

Please Note: The TelStrat Engage Record
product is now version protected. Please
verify that your security license meets the
requirements for TelStrat Engage Record
5.1.0 BEFORE continuing either client or server
installs.

7. Atthe License Agreement window, select | accept the terms of the Licensing Agreement and click Next.

i TelStrat Engage Record - InstallShield Wizard -

License Agreement

Please read the following license agreement carefully

End User License Agreement

BY DOWNLOADING OR INSTALLING THE SOFTWARE, OR USING THE EQUIPMENT THAT
CONTAINS THIS SOFTWARE, YOU ARE CONSENTING TO BE BOUND BY THIS AGREEMENT. IF
'YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, THEN (A) DO NOT
DOWNLOAD, INSTALL OR USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE
FOR A FULL REFUND, OR, IF THE SOFTWARE IS SUPPLIED AS PART OF ANOTHER PRODUCT,
'YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT TO RETURN AND
REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM TELSTRAT OR AN AUTHORIZED
TELSTRAT RESELLER, AND APPLIES OMLY IF YOU ARE THE ORIGINAL PURCHASER.

License
Subject to the terms and conditions of and except as otherwise provided in this Agreement, TelStrat
International, Ltd., (‘TelStrat") and its suppliers grant to Customer ("Customer”} a nonexclusive and

nontransferable license to use the specific TelStrat program modules (TelStrat Application Line Card
= - == = mn Enmana Drrnrd

1 do not accept the terms in the license agreement
InstallShield

<Back || Met> || cancel |

8. Inthe Custom Setup window, expand Client and click on the Windows Desktop Application (for Engage

JAVA Client) dropdown menu box.

i Engage - InstallShield Wizard =

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

= B crorr Feature Description
Y Default, Single Server, Interface
= for the Engage Client application
(the Java Runtime Environment
X - | Event Monitor w1.5.0 or later is required)
X _-| Engage Analyze Client
X ~| Servers
- v | Web Servers
% _-| Encryption Key Manager
- = Voice Analytics

This feature requires 32MB on
your hard drive.

Install to:
C:\Program Fies (x86) TelStrat\Engage)

Instalishield

[ hep | [ space  |[ <Back ][ Mext> |[ cancel
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10.

11.

Click on This feature will be installed on local hard drive to install the Engage JAVA client.

i Engage - InstallShield Wizard .

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

=98] Engage Feature Desription
o L5¥( client Default, Single Server, Interface
: for the Engage Client application
i io-[=5] windows Desktop Appiication (the Java Runtim,

&> This feature will be installed on lecal hard drive. quired)

& X - 28 This feature, and all subfeatures, will be installed on local hard drive.
Fx
X

H X This feature will not be available.

- X v Voice Analytics

This feature requires 3248 on
your hard drive,

Install to:

C:\Program Flles (x86)\TelStratiEngage)

[ Help | [ space | [ <gak || Next> |[ cancel

NOTE: The JAVA client is used for the first initial setup and server administration only. Itis not sup-

ported as an end user client and should not be provided for users to logon to Engage with.

Expand Servers » Voice Recording Server and click on the VOIP Recording dropdown menu box.

i Engage - InstallShield Wizard -

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
= =] Engage ~
- E3%] Cient Adds support for recording Voice
= Over IP calls

=3~ | Windows Desktop Application
% _-| Event Monitor
X _-| Engage Analyze Client

S| Servers
=] Voice Recording Server
=h
-+ X_~| BCM Recarding
+ X~ | DISARadioNon-CTI Analog Recording
«X_~| E1/T1Recardng
+ X~ | Norstar Recarding
+ X~ | Meridian Link Services Recarding
X_-| 1POffice Recording
X ~ | Predictive Dialer Recording s

This feature requires S7MB on
your hard drive.

Install to:
C:\Program Files (x86) TelStrat\Engage\,
Instalishield

[ aee | [ space || <Back || mewt> || Cancel

Click on This feature will be installed on local hard drive. Click Next to install the Engage related applic-

ations. Click Next.



é&mﬂf“

s Engage - InstallShield Wizard =]

Custom Setup
Select the program features you want instaled.

Click on an icon in the list below to change how a feature is installed.

=98] rosge —|  Feature Desaipton
o598 aent s support for recording Veice
H Over IP calls
i =3+ Windows Desktop Application
: - % = | Event Monitor
i - X ~| Engage Anzlyze Clent
=153 servers =
: =+ (537 voice Recording Server
|

" & This feature will be installed on lecal hard drive.

"] =28 This festure, and all subfeatures, will be installed on local hard drive.

3on
X This feature will not be available.
~+T X _~| POffice Recording
- % _+| Predictive Dialer Recording h
Instal to:
C:program Files (x86) Telstrat\Engage\
Installshield
[ Help | [ space | [ <Back |[ mext> |[ cancel

NOTE: Other recording methods are available and may be selected if the deployment is using a

method other than VolP recording.

12. Atthe SQL Server Locations window, enter the location of the SQL Cache Database (Server-
\InstanceName) (ex. techpub2012\ENCACHEX) in the Engage Voice Server’s SQL Server Instance Name
box. Click Next.

i Engage Record - InstallShield Wizard -

SQL Server Locations

Enter the appropriate SQL instance information for this location.

Use the dropdowns below to specify one of the found SQL instances or manually enter the
instance information to use for the associated Server.

Centralized Management Server's Lacal SQL Server Instance Name:

Engage Voice Server's SQL Server Instance Name:
techpub2012\ENCACHEX v

Agent Scoring's SQL Server Instance Name:

InstallShield

<Back || MNext> |[ cancel

13. Atthe Login Information window, select Using the built-in Local System Account. If screen recording or
speech analytics are being deployed, then select Use a Domain User Account and enter the Engage

domain account with the domain. Select Next.



Logon Information
Specify the logon credentials for the Engage Service(s).

(®) Using the builtn Local System Account
(O Use a Domain User Account - select this if you need to use Windows Authentication.

Specify the user name and password of the user account that will logon to use this
application. The user account must be in the form DOMAIN\Username.

Browse...

Werrame: [

Select this button to specify information about a new

s tat s reated curng ot etz
(Requires Domain Admin rights)

<Back || nest> ||

Security Device
Choose the type of security device

14. At the Security Device window, select Software Based Licensing then click Next.

Which type of security device do you have?

) USB Device

® Software Based Licensing

If USB Device is selected, INSERT THE USB SECURITY DEVICE AT
THIS TIME

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

1f you want to review o change any of your installation settings, cick Back. Click Cancel to exit the wizard.

ag160414
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16. During the installation, the Communications Server Configuration (CommSrv) screen will appear. These
settings can be applied now as defined in the SERVER CONFIGURATION (COMMSRV) SETUP topic. Configuring

them now removes one restart of the TelStrat Voice Recording Service later during the installation.

T =)

Misc | Live Monitor | Voics Analytics | Lisense |
| Veice Recording Database | Cache | Secuty | ScitPhone&CETracking | ScreenCaptwe | Custer |

SMTP Server |
Adhentication  [lone E
Methed Mone

Email

OK Cancel

17. BEFORE CLOSING the COMMSRV tool, generate the security fingerprint file before closing the Com-

munication Server Configuration tool, as follows:

a. Onthe Communications Server Configuration tool, select the License tab.
b. Click the Use Soft License button and then click on Generate Fingerprint button.

c. Savethe filename.c2v file (customer to vendor) on the desktop or some other location such as the

Documents folder.

O ) Mowsip - ~ B [ oo )
Crgarie New folder S
= Farvorkes. o Lbrares. J Dan Carrold
T Spstom Fokder 3) Systom Fokder
H recerk e P Gonputer LR etk
A, e

© o M
e Pt
= B vecs

8 Computer
= e Local Dk €3)
8 okt (ladmservers) ()
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d. Email the saved customer-original.c2v file to this email address, REGKEYS@TELSTRAT.COM , and wait

for areply.

WARNING:DO NOT generate another fingerprint during this time. It will not match the fin-

gerprint of the file sent to TelStrat and confuse the process.

e. When received, the reply email from TelStrat will contain a licensing file with a filename.v2c
extension. This file could be contained in a .zip folder and may need extraction. Save this file in an
easily accessible location on the server, such as Documents. The v2c file can be applied now or at a
later date. The Engage system will use a short three (3) day temporary license to operate on until
the v2cfile is applied. Refer to section RECEIVE AND AppLY THE NEW V2C FILE to apply the v2c license,

once it is available.

18. Click OK on the screen to continue the installation.

19. Click Finish when the installation process is complete.

NOTE: Detailed step-by-step instructions for Server Configuration are defined in the Post-Installation

configuration section of this document at SERVER CONFIGURATION (COMMSRV) SETUP.

i, Engage Installer Information 28

You must restart your system for the configuration
/.-' changes made to Engage to take effect. Click Yes to
= restart now or Mo if you plan to restart later.

Warning: Do not reboot the server. Areboot of the server is required, but will be done later.
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5.4 Install Engage SOA Services

Engage SOA Services must be present on the Engage recording server to allow the Web Client application to

access the Engage recording server.

The Engage Web Client uses the following services to communicate when it communicates with the Engage

Server:

o TelStrat Engage Alarm Service.

o TelStrat Engage Annotation Service.

o TelStrat Engage Configuration Service.
o TelStrat Engage Download Service.

o TelStrat Engage Mass Archive Service.
o TelStrat Engage Notification Service.

o TelStrat Engage VolP Configuration Service.

Install the Engage SOA Services

From the Engage product software that was downloaded to the server folder: C:\En-

gageSoftware\EngageSuite 5.x.x there will be a folder:
\Engage5.x.x\Engage 5.x.x.xx Services

1. Unzip the folder of Engage software by double-clicking on the folder's icon. A confirmation window will
appear. Select Open with Windows Explorer and click OK. A new folder window will open displaying a folder

named Engage 5.x.x.xx Services with some contents.

1. From the unzipped folder, click and launch the Setup.exefile to run the Engage Services installer to execute

the Engage Services setup file.



4. Installthe Engage Services to the default folder. Click Next.
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[ s PG » Oounlnis » Trnpe 3007 e
Name. -

I Pt

e N Bl sy asom
14568 o 1541k 26 TS TSI
26 Mo @ T

Welcome to the InstallShield Wizard for
EngageSOA

The InstallShield(R) Wizard will install EngageSOA on your
computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

[ <mack [ mea> ][ cancel

3. Select I accept the terms in the License Agreement. Click Next.

License Agreement

Please read the following license agreement carefully,

~

[

End User License Agreement

BY DOWNLOADING OR INSTALLING THE SOFTWARE, OR USING THE
EQUIPMENT THAT CONTAINS THIS SOFTWARE, YOU ARE CONSENTING
TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF
THE TERMS OF THIS AGREEMENT, THEN (A) DO NOT DOWMNLOAD,
INSTALL OR USE THE SOFTWARE, AND (B) YOU MAY RETURN THE
SOFTWARE FOR A FULL REFUND, OR, IF THE SOFTWARE 1S SUPPLIED .,

(0 I accept the terms in the license agreement

[O}¢!

InstallShield

t t the terms in the license agreement:

[ <Back | mext> [ canel |
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Destination Folder
Click Next to install to this folder, or dick Change to install to a di
Install EngageServices to:
Ci\Program Files (x86)\TelStrat\Engage), _ Change...
InstallShield
[ <pack [ Hext> ][ caneel |

Select Complete for the Setup Type. Click Next.

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be instzlled. Recommended for advanced users,

InstallShield

Click Install and Finish when the installation is complete. It may take a few minutes to install and start the

Engage Services.

Copyright © 2016, TelStrat International, Ltd.
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1 EngageServices - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

[ <pack | i ][ caneel |

I EngageSOA - Installshield Wizard | = | = [Nl |

Installing EngageS0A
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs EngageSOA. This may take
several minutes.

Status:

Starting services

Installshield
< Back Mext =

5.5 Restart the Recording Server

Now that prerequisite software and tools, Engage Recording server software, Engage SOA Services, and web
client software are installed, restart the Engage Recording server now to complete the installation of the

Engage server software.
How to Restart

After initial installation is completed, rarely is a restart required. However, occasionally, the need arises to
restart the machine to set software such as updating the Engage TAPI software version to match that of the
CUCM version, changing any CTI Options and changing CTI Server names all require a restart for the change to

take effect.

WARNING: Only use a restart when it is clearly understood what is being affected.
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If a restart of the Engage Voice Recording Service is needed, do the following:

1. Open the Services tool on the Engage Server.
2. Scrolldown to the TelStrat Engage Voice Recording Server service.
3. Right-click on the TelStrat Engage Voice Recording Server service and select Stop.

4, Wait 10 seconds, and then right-click on Start to start the server.

When not to use Restart

There is no need to restart the system when adding, modifying, or deleting port mapping (user and agent

data) via the Web Client or with individual port mapping.
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6 Post-Installation Configurations

With all of the various software components successfully installed, post-installation configurations and tasks

must be accomplished to finish the Engage voice recorder installation. Some of these tasks are:

Configuring the SQL database memory limits and file systems.

Applying licenses to systems.

Setting up and configuring the Web Client.

Configuring Engage accounts.

6.1 Server Configuration (CommSrv) Setup

The Communication Server (CommSrv) Configuration program on the Engage Record server must be setup as
part of the Engage Record server installation. Configurations are set using tabs in the program. After making

all of the changes identified here, restart the TelStrat Engage Voice Recording Server service.

Most of these settings are considered one time setup and as such, do not dynamically update the record-
ing server. Therefore, a restart of the TelStrat Voice Recording Service will be required after making all of these

configurations on the Communications Server Configuration tool.
Perform these steps to complete the one-time server configurations needed on each of the following tabs:

1. Logon to the Engage Voice Recorder server using an administrator's user ID and password.

2. Launch the Communication Server Configuration (CommSrv) program by clicking on the Server Con-

figuration icon or by clicking on the Start » Server Configuration menu command.
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@ SQL Server Configuration Manager
Cormmand Prampt

= Darrell Ferris
WOIP Engine Configuration

|
Documents
W SIP Server Configuration
o
x|

Computer

—
J Motepad »
Metyork

ﬁ Server Configuration
Control Panel

-
-
L. SErvices

Devices and Printers
Internet Information Services (115)
~ Manager Administrative Toals 3
Help and Support

Run...

3 &l Programs windows Security

| I |Search programs and Files @J Log off bl

3. The Communications Server Configuration window (also known as CommSrv) and its tabs will appear.

G ions Server C .
Misc | Live Monitor | Voice Analytics | License
Emal | Voice Recording Database | Cache | Securty | SoftPhone&CETracking | ScreenCapte | Custer |
SMTP Server  relay.comp telstrat.com|
Authentication =
Method Hone

oK Cancel Apply

Make the following changes to the CommSrv program tabs:
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1. Email tab (Required): System alerts are a Critical Function. This tab is used to program Engage to send
alert messages to users using their email account. Enter the following, as required:
a. SMTP Server field: Enter the SMTP server's name that control's the customer's email. (ex. corp.-
telstrat.com). The SMTP Server field shown MUST be filled out in order for email alerts to work.

This can be set or modified at any time and no service restart is required.

b. Authentication Method field: Select the method of authentication from the following and enter the
user ID and password:
o LOGIN PLAIN: Used for local login.

e« AUTH LOGIN: Used for network authentication.

« CRAM MD?5: Used to encrypt login requests only. Largely replaced by other secure login

methods that encrypt the entire email.

o None: No authentication required.

c. Click Apply and go to the next tab.

| “Vaice Analyt I License

| Live Monitor ics
ecoding Database | Cache | Archiving | Secuty | SoftPhonedCE Tracking | ScreenCaptue | Clster

ok | Cancel Bpply Hefp

2. Voice Recording Database tab (Required): Defines the location and authentication for the recording data-

base.
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a. Check the SQL Server\InstanceName. If this is not already correct, reconfigure it now (ex. doc51\en-

chachex).

b. SetSQL Server Authentication Type by selecting either the Windows or SQL button. Enter the SQL

authentication User ID and password, if using SQL authentication.

c. SetSQL database type by selecting the button for SQL Express or SQL. Engage uses this inform-
ation to limit the call cache database to either 2M records (SQL Express) or 7M records (SQL). Note
that mass archive supports an unlimited amount of call records as long as sufficient SQL storage is

available.

d. Xdays for Call Records: If the customer has a requirement to delete calls after so many months or
days, you must configure that number of days in this location and the same number of days in the

Cache configuration tab.

e. Data Source Provider: Set to the default Engage value unless instructed otherwise.Click Apply and

go to the next tab.

Mi Live Monitar | ics
Emal  VoiosRecodingDatebase | Cache | Achiving | Secuity | SoftPhoned CE Tracking

Vaice Anali |

icense
| ScieenCapture | Cluster

Rdaps for Cal Records

@ salbpes C 5L -7 . S =
L Server T

£ windh

& 500

UserID ,ﬁi

Passwerd ,—

oK Cancel Apply Help

3. Cache tab (Required): Sets the location and authentication for recorded .WAV file storage.

o Call Cache Age Limit (in Days): If the customer has a requirement to delete calls after so many

months or days, you must configure that number of days in this location and the same number of
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days in the Voice Recording Database tab.

o File Keep Flag: If the customer needs to keep specific audio recordings in the call cache and prevent
them from being purged, select this check box and enter a word to use such as “keep” in the asso-
ciated text box. You must also select a folder that will be used to store these recordings. Users can

enter the keep phrase in Remark1 or Remark2 and Engage will keep the recording rather than purge

it when space is exhausted.

« System Partition Reserved Space: This should not be used as it only applies if the C:\ drive is used

to store calls which is not recommended.

o Allowed Cache Drives: For new installations, select one partition that is dedicated to audio call stor-
age. When referencing this tab on an existing deployment, Engage automatically detects the pres-
ence of any drives that contain a \RecordingCache folder and will select these. Do not select C:\.

Multiple drives should not be selected except for legacy deployments where server storage was lim-

ited due to available technology at the time.

o Click Apply and go to the next tab.

[Communications Server Configuration

Misc
Email | Voics Recording Dalabass
Call Cache Age Lt in Days)
I File KeepFlag

Folder for Kept Files

Live Maritor \oice Analptics | License
Cache | Achiving | Seouity | SoftPhonet CE Tracking | ScreenCaptwe | Cluster

—
I
[ ows

System Parttion Reserved Sp.
’7 C: Total 53573 MB

o B

Orly vaid if System drive )
selected below,

- Bllowed C

=1 £8-Hom

I E: (o Burrer: Drive)
I F: (No Cunent Diive)
I= G [No Cunent Drive)
™ | H: (o Curent Drive]
71 (N Carert Brive]
I=J: (NG Current Biive]
I= K (N5 Currert D)
I L (No Cunert Diive)
I | ¥z (e Current Drive)

I 14: (e Current Drive)

I~ C: 53 (iBis:6 GBs (11 mwai)**CacheSemi =) 0 (o Currert Drive)

=P (o Curent Biive]
I= 0 (1o Current Drive)
I= | B (No Curent Diive)
= 5 (NG Curent Diive]
= T (Mo Curent Diive)
I U 1o Curert Diive]
= 4. (NG Curent Biive]
I= /. [No Current Brive]
= % (NG Crent Diive]
= 7 (e Curent Drive]

I 22 (e Cunent Drive]

oK Cancel Apply Help

4. Archiving tab: Sets the type and location for archives of recrodedcalls.
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o Select the type of archiving.
e No Archive button is selected now for ALL new deployments. Prevents use of Legacy mass

archivng.
o DVD Archive button: NOT USED for new deployments.

o Mass Archive button: Refers to first generation Mass Archive, which has a limited feature set

and is not used for new deployments.

o Mass Archive Storage Location: Only used with the legacy first generation mass archive
o SQL Credentials: Only used with the legacy first generation mass archive

o Click Apply and go to the next tab.

& Norchive £ DVD Achive © Mass Archive

Mass Archive Storage Location e V: \drchive)
[ Bioyise,

SOL Server
& indas

Lalh=Tv 8

UserID

ok | Cancal Appy Help

5. Security tab:

« Authentication: Do not select Use Windows Integrated Security. This only applies to the internal
service account used by the web server, live monitor, and a couple of Administrator accounts used

to access the JAVA client.

« PCI File Encryption: Refer to the Encryption Configuration Guide for setting up file encryption
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o Data Security Configuration: This feature supports signing audio recordings, verifying the integrity
of a signed audio recording, and notifying the user during playback of verification errors. To use the
Data Security Configuration option:

o Select Signing On, and then select Verify Certificates PKI and verify the pop up indicates

verification is OK

o Select Verification On, and then select Complete Certificates PKI. Verify the pop up indic-

ates completion OK.

o Select Notification On, and then Renew Key Certificate. Confirm that you wish to renew the

key certificate and then verify the renewal completed successfully.

o Click Apply and go to the next tab.

Mise | Live Mi | Voice Anaktics | License
Emal | VoceRecodngDalsbase | Coche | Awchiving  Secuy | SofPhonetCE Tracking | SecieenCaplue | Cluster

~ Authenticabon -
I Use Windows Integrated Security

Data Sacury Configuration

gt Veriy Certiicates PKI
I™ Veddication On Comphste Cartiicates PKI
I™ otiication On Renew Key Ceitficale
FCI File Enciyplion

I Enable File Encypiion
Key Manager Sever Name:  [docd2
¥ Allow call recosding if the: Key Manager is not avadable

T Alow Downloads (Adminz k)
r I

[0k ] Comcel | oh

6. Screen Capture tab: This tabis only used when optional screen capture licenses are purchased.

o Continue Screen Capture when a call is on hold: Enable this if you would like to continue record-

ing the workstation when a call is placed on hold.

o Default Agent Wrap up Time(s): Enter a time in seconds for typical wrap up time. Wrap up time is
how long the recording server should continue screen recording after an audio call completes. Note

that if a new call is presented to the agent, the existing screen capture session will end and the new



é&mﬂf

call will be recorded with screen capture. The wrap up time can also be set as part of the recording

schedule. Wrap up time is no longer managed on an individual agent basis.

o Local Server: Select Local Server if Proxy Gateway software will be installed on the Voice Recording

server. This is only an option for sites up to 200 recording channels.

« Remote Server 1-6: Enter the DNS name or Static IP address of up to 6 screen capture gateway serv-

ers.

o Click Apply and go to the next tab.

Misc | Live Monitor | Voice Anahlics | License
Emal | VoicaRecordngDalabase | Coche | Atchiving | Secuiy | SofPhonetCETracking  ScieenCaplure | Cluster

I Continue Screen Captue when 3 cal is on hold

Deladbgent G
Sereen Capiuee Senver(s]Hame or IP Wispun Tas ol |
& Local Sever oo RemeeSenas [T
 Remole Servei 1
Remote Sewve: 2 ' Remaote Server 6

Remole Secve: 3
FAemots Server 4

Postible Local Storage [Orly One Currertly Allowed)

il TN S SN T SN S
ke Fi3 i b e e v o o e e e

[3 Cancel ek

7. Live Monitor tab:

« Enable Live Monitoring checkbox: This should be enabled at initial installation as enabling it after

the installation requires a maintenance window to restart the Voice Recording Service.
o SIP Server Address: Enter the DNS name or static IP address of the voice recording server.

o SIP Server Port: Use the default value of 6060.
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o Click Apply and go to the next tab.

il
[V Enable Live Monitoring ~ SIP Sever Address | 192188142111
SIP ServerPort  [5060

oK Cancel Apply Help

8. Misc tab:

o ACD Agent ID in All Call Records: Enable this setting for any contact center (ACD) deployments.
This setting will help add the Agent ID to any calls placed by the agent while they are logged into the
Contact Center. When Engage is deployed with some systems, the agent ID will not be placed into

the call record for outbound calls for example unless this is enabled.
o ACD System: Enable this setting for any contact center (ACD) deployments.

« Cisco Extension Mobility: Enable this setting only for a Cisco UCM TAPI deployment that uses the
Cisco Extension Mobility Feature. This is required for Engage to interact with the mobility server to

obtain mobility user ID for new calls.

o No Empty Recording Alarm if Call Duration < 3 seconds: Change this value to 10 seconds. This will
prevent Engage from sending unnecessary alerts for calls that were so short recording could not be

established before the call disconnected.

o Include All Ports in Active Calls Query Response: Leave disabled by default. Enable this to see all
ports in the Active Calls Screen. This is introduced with the screen-only recording feature, and it
must be set for screen-only recording. This can be set for any deployment, however the active calls

screen loading will be slowed.
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o Click Apply and go to the next tab.

[Communications Server Configuration [x]
Emal | VoiceRecording Datshase | Cache | Archiving | Secuty | SoftPhone & CE Tracking |  Sereen Capture | Cluster |
Misc Live Manitor Voice Analytics. Licerse

AL
’7 [ ACD Agent Il in Al Call Records ¥ ACD System

I~ Cisco Extension Mobilty

No Empty Recording Alem if Call Durstion < [19 Seconds

I Include Al Potts in Active Calls Query Responses

0K | Cancel Apply el

9. License tab (Required): Enable hard dongle or soft dongle licensing management:

o Use Soft License: This is the default setting for all new installations. Refer to the documentation on

applying the software license for additional details.

o Use Dongle: This is for legacy customer sites or highly secure sites that do not allow any network

access to the Engage Record server.

o Click Apply and go to the next tab.

Communications Server Configuration

Emal | Voice RecodngDalabase | Coche | michwving | Secuily | SoftPhonedCE Tracking | ScieenCaplwe | Custer |
Misc | Live Moritor | ‘Voice Ansktics License:

License Conligusion

 Use Dongle

[
[

4 [Use Soll License

Genesate Fingerpent .. Apoly License Key ..

0K Cancel Apgly Help
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10. Cluster tab:

o This tab will only be setup as part of an Engage Record clustered server installation.

[Communications Server Configuration

Misce | Live Moritor | ‘Vaice Analylics | License
Emal | Voice Recoiding Detabase | Cache | Archiving | Securty | SoffPhone®CE Tracking | ScreenCapture  Cluster

Clustering Status: Chistering Servios not available

B

Select Group

A To Cluster Now Bring Orfine |

Shared diive for staring eustomization data

Shared Dr

Diive |

ok | cancal Aol Help

11. SoftPhone & CE Tracking tab:

o This tab is only used with some CS 1000 VolP deployments. The CS 1000 configuration will configure
this tab if required.

Miso | Live Monir | ‘aice Anabics | License
Emal | VoiceRecodingDatbase | Cache | Avchiving | Seculy  SoitPhone &CE Tracking | ScieenCaptire | Cluster
Nortel CTI Server
TN & DN / Fort Mapping Conlig
Type [ vale [ TALC Port [ Status Events Monitored
Rl | b

0K | Concel Apply Help

12. Click OK to close the Communications Server Configuration tool.
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13. Restart the TelStrat Engage Voice Recorder Service:
a. Open the Services tool on the Engage Voice Recording Server.

b. Scrolldown to the TelStrat Engage Voice Recorder Service.
c. Right-click on TelStrat Voice Recording Service and select Stop.

d. Wait 10 seconds, and right-click on Start to start the server.

6.2 Change the FromEmailAddress Registry Value

Each voice recorder server's Registry contains a value entry (EmailFromAddress) where a customer can
provide a FROM email address in the header of emails sent TO assigned email addresses designated to receive
email regarding events from the Engage Voice Recorder. This FROM address must be a valid email address

that can flow through the company's SMTP email receiving and delivery processes.
Change the Entry in the Engage Voice Recorder

This Registry entry must be changed to reflect the customer's specific company address in the FROM part of
the email header. If not changed, then the engage@telstrat.com default address will be inserted as the

FROM address in server produced emails.
Change the Entry in Multiple Engage Voice Recorders

If the customer has multiple recorders in the deployment, EACH recorder's Registry entry needs to be
changed and provided the same address. A unique email address, per server, is not needed since the text in

the body of the event email message will note the server name creating the event.
An example of a critical server produced message is:

From: engageABB@corpname.com [mailto:engageABB@corpname.com (address retrieved from Registry
entry)

Sent: Monday, August 10, 2015 10:37 PM
To: Tom Clark (address provided by Web Client)

Subject: TelStrat Critical Email Notification
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TelStrat Critical Email Notification received from Machine: TSEN-JST-01 EventID: COMMO0049 at 8/10/2015
23:37:8. Description: Unable to connect to Gateway Server - TSEN-JST-01 - (affected server name is TSEN-JST-
01-)

To make this registry change:

1. From the Start menu, Open a Command Run box and enter Regedit and click OK to launch the Registry

Editor. Be very careful in this area of the server. Make no changes other than this one value change.

Run .

=== Typethe name of a program, folder, document, or Internet
reseurce, and Windows will epen it for you,

:[;l

Oper: | regedit] v|

| oK || Cancel || Browse... |

2. When the Registry Editor window appears, open the various folders to get to the following location:
« Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\TelStrat\Com-
mSrv\EmailFromAddress

g Registry Editor [=Ta ]

File Edit View Favorites Help
b Telstrat Nami Type Data
bl VMware, Inc 25) (Default) REG_SZ

4- )l Wow432Node

Aladdin Knowledge Systems

Classes

Clients

S R = A I S

AgentScoringServer
CentralizedMgmiServer

Computer\HKEY_LOCAL_MACHINE\SOFTY TelStrat\C

3. Click on the (Default) entry and right-click to get the pop-up menu and click on Modify...
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4. Inthe Value Data: field, enter a VALUE in form of the company provided email address (ex. engageVR@-

ag160414

File Edit View Favorites Help

b TelStrat
b ) VMware, Inc.
4-)) Wowsd22Node

b- ). Aladdin Knowledge Systems
| Classes
Clients
Funk Seftware, Inc.
Google
JavaSoft
IreMetrics
Licenses

b
b
3
3
3

Macromedia

Microsoft

Mozilla

mozilla.org

MozillaPlugins

0DBC

Palicies

| RegisteredApplications

)i shoreline Communications
b shia

4 Telstrat

). AgentScoringServer

| CentralizedMgmtServer
a-)} CommSrv

J. ACDMode

). ArchMode

1. AuthenticMethod
). CacheSQLConfig
). ClusterDriveForConfigura
). ClusterDrives

). ClusterGroup

). ConvertMode

J. DatabaseMode

| EmailFromAddress
). EmailPassword

Name Type Data

Modify Binary Dato..

Delete

Rename

< ... I >

>

TelStrat\C

ComputerHKEY_LOCAL MACHINE\SOFTV

corpname.com) and click OK to make the change.

&

Registry Editor =

File Edit View Favorites Help

). DatabaseMode

| EmilFromAdaress
). EmailPassword

) EmailUserlD.

)i ExeDir

|, FileEneryption

b Masshrchive

| MasssQlenfig
| MOBILEXTENSIONIDMODE
1. PrinterDriver

). PrinterMisc

). Printerhame

1. Reports

1| ReportsQlConfig
J. SereenGatewayServer
). SHORETEL_MULTITENANCY_MODE
| SmtpServer

1 UseSoftlicense

1. VeiceAnalytic

b ) Configsenvice

). Diagnostics

). Engage

J. IPOEngine

). MeidalndexGatewaySrv
). MLsEngine

L SpServer

1. SNMP

i SysRpts

J. VASearch

1\ VoicehnalysisindexSns
1. VolPEngine

)i Windows

). WinPcap

1. SYSTEM

HKEY_USERS.
HKEY_CURRENT_CONFIG

Name Type Data
28] (Default) REG_SZ

Value name:

[efaut) ]

Value data:
T

< T [ >

TelStrat

Computer\HKEY_LOCAL MACHINE\SOFTY
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£

File Edit View Favorites Help

Registry Editor

BE |

DatabaseMode
EmailFromAdaress
EmailPassword
EmailUserlD

ExeDir

FileEneryption
MassArehive
MassSQLConfig
MOBILEXTENSIONIDMODE

PrinterName
Reports

ReportsQLConfig
ScreenGatewayServer
SHORETEL_MULTITENANCY_MODE
SmtpServer

UseSoftlicense

MeidalndexGatewaySrv
MLsEngine

siPserver

SNMP

SysRpts

VASearch
VoiceAnalysisindexsiv

b )i Windo:

SVSTEM
HKEY_USERS

HKEY_CURRENT_CONFIG

<

M >

Name

Type
REG_SZ.

Data
engageVR@corpname.com

Computer\HKEY_LOCAL MACHINE\SOFTY

TelStraf\C

5. Close the Registry Editor.

6.3 Apply New Soft License V2C File

For a new deployment and product order, the steps to obtain and apply soft licenses are:
o Create an Original customer to vendor file (filename-original.c2v) (a fingerprint) and send it to TelStrat.
o TelStrat will return a vendor to customer file (filename.v2c) to the customer.

o The customer must create a final customer to vendor (filename.final.c2v) file and send it back to TelStrat.

WARNING:DO NOT generate another fingerprint during this time. It will not match the fingerprint of the file

sent to TelStrat and confuse the process.

1. When received, the reply email from TelStrat will contain a licensing file with a filename.v2c extension. This

file could be contained in a .zip folder and may need extraction. Save this file in an easily accessible location

on the server, such as Documents.
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ag160414

Emal | Voice Recording Database | Cache | Secuity | SoftPhone 8CETracking | ScreenCapture | Cluster |
Misc | Live Moritor | Voice Analytics License
[~ License Ce
© Use Dongle

License Humber 1: [

License Number 2. |

Update [

# se Soft License

Generate Fingerprint | Apply License Key |

ok | cancel | pepy | Hep |

Return to the Server Configuration window and the License tab and click the Apply License Key button.

2 [ ThisPC » Documen s b v & [[Seorch Docu o]

Qrganize v New folder =~ I @

H Favorites Name Date modified Type Size

B Desktop i 5QL Server Management Studio 2/12/20151:08PM  File folder
& Downloads )\ Visual Studio 2010 2/12/201512:57PM _ File folder
1 Recent places | L TecHpUB2012-Original.vac 2/18/2015 1153 AM_ V2CFile 12KB

18 This PC
i Desktop
| Documents | =
& Downloads.

b Music

£ Pictures

{8 Videos

iy Local Disk (C)
(& VD Drive (0 W1
S engage (\tsiftp) |

G Mot v

File name: | TECHPUB2012- Originalv2C. ] [Text Files (a2c) v]

The Open window will display. Navigate to the location of the saved .v2c file just received from TelStrat,

select the file and press the Open button. The Apply V2C File window should appear.

Copyright © 2016, TelStrat International, Ltd. 127
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Communications Server Configuration

Securily | SoftPhone & CE Tracking | ScreenCaphus | Chuter | Misc | System
© Emd | VoceRecodmgDstabara | Cache | Achvig
LiveMontor | AgeniScoing | BalchRecordng | Voice Analtics License

~ Licenss Configuraiion

' Use Dongle

ISR Apply 2L File...
Licerse Nk o
'ﬂ Appled V2C File successhuly!
Uipdate -
% Use Soft Licer
Genersle Fngsprnt .| Apel LicorseKey .|

0k | oo | i | v |

4. Applied V2C file successfully! confirmation window will display. Click OK.
[ conmmnctossenerconiouaion 181

Emal | Voice Recording Databass | Cache | Secutty | SoftPhons &CETracking | SoreenCapture | Cluster |
Misc | Live Moritor | Voice Analyiics License
- License C
© Use Dongle

License Humber 1: [

Licerse Number 2: |

Updale [

* Uss Soft License

Generste Fingerrit | Poply LicensaKey .|

ok | caneed | ey | hee |

5. Click the Generate Fingerprint button to generate a filename-final.c2v file to email back to TelStrat

agle0414 Copyright © 2016, TelStrat International, Ltd. 128
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Q) E et - + [ [sewchoesiop 2]

Crganize v New fokder =@
v Favorked ) Lrares j Administrator
B Desizop Syten Fokdar 2 snr
j8 Downloads e
44, Recent laces L Computer 7
(S 5ystem Folder System Folder
4 Libraries
+| Documents.
o' Muskc
! Pictures
H videos
18 Computer
&, Local Disk ()
=l
File name: [ Customer name and S0 FINAL|c2v =l
Saveastype: [Te Fies (7.0 =l
o
4

6. The Save As window will display. Name the file using the customer’s name followed by “- Final.c2v”
(Example: Jane’s Bakery—Final.c2v). Navigate to a location that is easily accessible and that will allow for

emailing to TelStrat. Click Save.

7. Email this filename-Final.c2v file to this email address: REGKEYS@ TELSTRAT.COM .

NOTE: TelStrat will keep this filename-Final.c2v on file. It will be used to generate any future license key

updates such as seat counts and / or maintenance renewal expiration dates.

6.4 Configure the SQL Server

Now that all required software has been installed on the server platform, it is time to set the configurations of

the various software components to that Engage can begin recording calls and call data.
Two SQL configurations require attention and are needed.

The first is for memory limits. The memory of the Engage SQL Instance must be limited if any other Engage
components are on the same SQL server. This will ensure Engage has access to available memory.
The second is configuring the four databases that Engage will use to record calls and call data.

6.4.1 Limit SQL Memory

If any other Engage component software is running on the SQL server, the memory needs to be limited to

make sure Engage has access to enough memory to operate correctly.

To set the SQL memory limits:


mailto:regkeys@Telstrat.com
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1. Startthe SQL Server Management Studio.

a Connect to Server -
E Micrasoft:
- SQL Server 2012
Servertype: | Database Engine v|
Server name: v
Authentication: | SQL Server Authentication W |
Login: |te|5tlat W |
Password: | |
[] Remember password
| Connect | | Cancel | | Help | | Options => |

2. Login using either SQL Authentication with the login and password setup previously in the SQL install or
login using Windows Authentication with the account presently logged into the server. Click Connect. The

SQL Server Management Studio pops up.

L i SQL Server M. Studio (Admini D - [o=T

File Edit View Debug Tools Window Help
Pl 5 e | D NewQuey [ il | 4 a9 - o
Object Explorer > ix
Connect~ 3 % m 7 (2] .
TECHPUB2012\ENCACHEX (SQL Server 11.0.3128 - telst
% [ Databases Connect...
[ Security Disconnect
@ 3 Server Objects
# [ Replication

# [ Management New Query

Register..

Activity Monitor
Start

Stop

Pause

Resume

Restart

Policies

Facets

Start PowerShell
Reports
Refresh
Properties

3. From the Object Explorer, right click the <Server\InstanceName> and open Properties.



| Selectapage -
0 Generd S semt ~ [ Hep
Memory
rocessors
1 Securty
Connections TECHPUB2012\ENCACHEX
atabase Settngs Product Microsoft SQL Server Express (64-bi)
vanced Operating System Microsoft Windows NT 6.2 (3200)
& Permissions Platform NTx64
Version 11.031280
Langusge Engish (United States)
Memory 4096 (M)
Processors 4
Root Directory C\Program Fles\Microsoft SQL Server\MSSQLTT
Server Colation SQL_Latin1_General_CP1_CI_AS
Is Clustered Faise
Is HADR Enabled False
Connection
Server.
TECHPUBZD12\ENCACHEX
Connection:
teistrat Name of the server and instance
3 View connection properties

Progress A Changes to server properties and settings may affect the performance, securty. and
availability of this SQL Server instance. Before making any such changes, consult the
Ready product documentation.

=l

4. The Properties window <Server\InstanceName> appears.

st + [ Hep

Servermemory options

% Pemissions Minimum server memory in MB):

Mazimum server memary 4 MB):

Other memory options:

Index creation memory (n K. 0 = dynamic memory):
=

Connection =]

Minimum memory per query (in KE):

Server.
TECHPUBZ012\ENCACHEX s

Connection:
telstrat
4 View connection properties

Progress
Ready

@ Corfigured values © Running values

5. Onthe Server Properties left window pane, click on Memory.

Change the Maximum Server Memory to one of the following:

If using SQL Express edition, the setting is:

e 1024 —-1GB. SQL Express edition limits memory usage to 1,024 MB (1GB).

agle0414 Copyright © 2016, TelStrat International, Ltd.
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If the SQL Server used is not dedicated and running on the same server as other Engage software, then set

the SQL memory limit to 25% of available memory as follows:

o 1000 - (1GB) if the server has 4GB of total memory.
o 2000 - (2GB)if the server has 8GB of total memory.

o 4000 — (4GB) if the server has 16GB of total memory.

If the SQL Server is dedicated then Maximum Server Memory is not required, but could be set to 75% of avail-

able memory.

6.4.2 Configure SQL for Engage Databases

NOTE: The following steps cannot be completed until the Engage Recording server has successfully

started and the Engage databases have been automatically created.

Within the SQL server, Engage requires the following databases:

o Config — Recorder configuration

o SrecordingCache — Call records for call cache (non-archive)

o ActivityLog — Must be present

o DVDList — Must be present, but only filled if DVD archiving is used

o Engage - In addition, the web server requires a configurable SQL database which is typically named with

the same name as the virtual directory such as Engage

o Mass Archive Databases — In addition, each time an archive is added Engage automatically creates a data-
base, but the following settings must be applied to this new database.
This procedure will make the following changes to the SQL databases:

o Recovery modelis set to Simple (to permit high-performance bulk copy operations while keeping log

space requirements small - should be set to simple by default).
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o Customers may choose to set recovery model to Full, but the transaction log must be managed fol-

lowing SQL best practices.

o Ifthe transaction log becomes full, new calls will not be archived, and data loss could occur if the call

cache fills up and starts purging.

o Auto Close is set to False (so each database will stay open and not close due to inactivity).

Follow these steps for each of the four new Engage Recorder databases:
Us Microsoft SQL Server M Studio (Admini ) = |[=! -

File Edit View Debug Tools Window Help
Pl (S @[ D NewQuey [y R G & @9 -0 - @5 b
Object Explorer > o x
Connect~ 3 & m [ 7] .5
= LBTE[HPUEEDWZ\EN[A(HEX (SQL Server 11.0.3128 - telstrat)
= [ Databases
@ 3 System Databases
Gl ) ActivityLog
@ |J Config
= |3 DVDList
= | Engage
= || SRecordingCache
m [ Security
= 3 Server Objects
@ 3 Replication
@ [ Management

1. Logon tothe SQL Server Management Studio. Double click on Databases. The list of databases expands.

Note the databases named: ActivityLog, Config, DVDList, and SRecordingCache.



T Database Properties - ActivityLog I;‘i-
Selecta page [ g
. Seript v Hels
5 General setet ~ Qre
12 Fles
14 Flegroups Collation: SQL_Latin1_General CP1_CI_AS hd
A [Options |
] Eﬂgehckm Recovery model Simple v
:‘_ Pemissions Compatibility leve! SQL Server 2012 (110) A
14 Baended Propeties Containmert type: None hd
Other options
2l
4 Automatic ~
Auto Close False
Auto Create Statistics True
Auto Shrink. False

Auto Update Statistics True
Auio Update Statislics Asynchronously | False:
4 Containment

Defaut Fultext Language LCID 1033
Defaut Language English

Connection Nested Triggers Enabled True
Server Transfomn Noise Words False

TECHPUB2012\ENCACHEX

Connection Close Cursor on Commit Enabled False
telstrat

Defaut Cursor GLOBAL
3 View connection properties 4 FILESTREAM
FILESTREAM Dirsctory Name:
FIl FSTREAM Non-Transacted Arcass o
Auto Close:

Progress
Ready

From the Object Explorer, click Databases » Activity Log and right click on Properties. On the Database
Properties - ActivityLog window, click Options. Make sure Recovery modelis set to Simple and change

Auto Close to False. Select OK to save changes.

From the Object Explorer, click Databases » Config and right click to open Properties. On the Database
Properties - Config window, click Options. Make sure the Recovery modelis set to Simple and change

Auto Close to False. Select OK to save changes.

From the Object Explorer, click Databases » DVDList and right click on Properties. On the Database Prop-
erties window, click on Options. Check and make sure the Recovery modelis set to Simple and change

Auto Close to False. Select OK to save changes.

From the Object Explorer, click Databases » SrecordingCache and right on Properties. On the Database
Properties - SRecordingCache window, click Options. Make sure the Recovery modelis set to Simple and

change Auto Close to False. Continue with the next step before saving changes forSrecordingCache
properties.

On the Database Properties - SRecordingCache window, click on Files to configure the Autogrowth for

the SRecordingCache_Log.
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Database Properties - SRecordingCache [=T= ]
P B sciot + I Hep

& Flegroups
& Options
A Changs Tracking Oumer [t =

& Permissions

% Extended Propeties

Database name: SRecomdingCache

Database fies

Logical Name Fie Type

Fisgroup nital Size (WB)  Autogronth / Maxsize
SRecordngCache RowsData  PRIMARY 4 By 1MB, Unimied =
ERecordingCache og | Log Not Applicable 1 By 10percent, Limted to 209... [

Connection

Senver.
TECHPUB2012\ENCACHEX
Connection:
eltrat

83 View connetion propeties

Progress
Ready < 0

7. Inthe Database Properties - SRecordingCache window, click on Files.

8. Locatethe SRecordingCache_Log Logical Name in the table and click on the (...) button in the Autogrowth
/ Maximize column.

T} Database Properties - SRecordingCache -|a] x
Selectapage ¢ .
e S sct v [FHep
(2 Files
[ Flegrougs 5 Change Autogrowth for SRecordingCache_log 128 |
Lo I |
A Change Trackin
[ P Enable Autogrowth
5 Extended Propetties
0
Autogronth / Maxsize: [
1055 By 1 MB, Unlimted (
By 10percent, Limtedto 204... [ | (
Maimum File Size
@ Limitedto (MB) 20485
Connection
Server
TECHPUB201Z\ENCACHEX
nnnnnnnnn
tetat
%) View comection propatties
Progress
Ready < w >

In the Change Autogrowth for SRecordingCache box, under Maximum File Size, clickLimited to (MB) and
enter 2048 for a maximum of 2GB files.

10. Click OKto save the size and click OK again to save the SRecordingCache Options changes.

11. Close the SQL Server Management Studio.
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6.5 Create SQL Account for Engage

This step will create a SQL account on the SQL server for Engage. The account must be created differently

depending if Engage will use SQL Authentication or Windows Authentication to connect to SQL.

6.5.1 Create SQL Account for Windows Authentication
This procedure creates an account on the SQL instance for Engage to connect to SQL using Windows
Authentication.

Perform the following steps on any SQL Database instance(s) that Engage must access.

1. Launch and logon to the SQL Server Management Studio. Go to and expand instance » Security » Logins

and right-click on Logins.

Object Explorer
Connect~ I 3 m “F E;

= LB TECHPUB2DIZNENCACHEX (SCL Server 11.0.5038 - sa)
+ [ Databases
= [ Security
SR} Logins
&, 22 MNew Login... [in#d
&, #4 Filter » BE
] BL
A N
A N
A N
AN Refresh
A sa
& SOLDF
A TECHPUB2012\Administrator
A telstrat
¥ 1 Server Roles
¥ [ Credentials
+ [ Server Objects
+ 1 Replication
+ 1 Management

Start PowerShell

Reports »

2. Click New Login and the following pop-up window will appear:
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g Login - New == -
5;'2";::‘ S saipt ~ [ He
2 Server Roles
(2 User Mapping Logn rame: I [ searcn
%F Securables
B Status (® Windows authentication
o © 501 Server authertication
© Mapped o ceriicate
© Mapped to asymmetic key
Connedis ] Map to Credertial
Server: Mapped Credentials Credertial Provider
TECHPUB2012\ENCACHEX
Connection.
Y View connedtion propeties
Progress
Ready Defaut database: [master v]
Defaut language: [<aefaut> V]

3.

IfSQLis on the local Engage server, then in the Login Name field, type NT AUTHORITY\NETWORK SERVICE
or select Search and the following pop-up will appear:

5] Login - New =|0] %
Selectapage [ 2
Seipt |74 Hel
2 General et - Drep
2 Server Roles
2" User Mapping Login name: NT AUTHORITYA\NETWORK SERVICE Search...
# Secursbles &
B s @ Windows authentication
O SQL Server authertication
Select User or Group .
Select this object type:
[t or Buitm secumy prncipal | [[Obiect Types.. |
From this location
[ecHPuBz012 | [ Locations... |
Enter the object name to select (2xamples
| Check Names
Connection
TECHPUB2012:E}
Connection:
) View connection propeties
Progress
Ready Defauit database [master ~]
Defait language: \ <defautt> v |

4. Typein Network Service in the Enter the object name to select field and select Check Names and select
OK.



Select this object type:

| User or Builtin securty principal

From this location:
|TECHPUEZO12

Enter the object name to select (examples):
NETWORK SERVICE]

5. Access Server Roles on the left hand side of the window.

55:;;"7’ B sert ~ [T Hep
2 Server Roles.
' User Mapping Server e is used to grant server-wids sscurty privileges to 3 user.
4 Securables
R Status

Server rles

(] bukadmin

(] dbcreator

(] diskadmin

[] processadmin

¥ pubiic

[] securtyadmin

[] serveradrmin
[ setupacmin
o

‘Connection

Server
TECHPUB2012\ENCACHEX
Connection:

3 View connection properties

Progress
Ready

A

6. Forsimple administration, you can check the SysAdmin role checkbox. Click OK to finish.

A More Secure Option

A more secure option is to choose a subset of databases that the Web Client can access under the User Map-
ping option.

agle0414 Copyright © 2016, TelStrat International, Ltd.
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1. Ontheleft hand pane, select User Mapping and the following screen will appear:

Bl Login - New == -

i:'z“:;? 5 scint ~ [ el
2 Server Foles
] User Mapping| Users mapped to this login:
2 Securables Map  Database User Defauh Schema ~
2 Status 7 Actvaylog
5 o
[J  DvDLs
O  Engage -
O  EngegeRecon .
[]  master
O model
[ medb
[]  SRecordingCache
[ temodk e
e Database role membership for: Activitylog

[ @ _acoessadrin
[ @_backupoperstor

Server.
TECHPUB2D12\ENCACHEX ] cb_datareader

Connection: ] do_datawriter
] db_cdlamn
53 View cornecton propeties | |3 jtide”:‘”m’ea”e'
] cb_owner
i ] db_securtyadmin
public

Ready

2. Select any databases that the Web Client must access such as the Web Client database or the Recorder

Databases, SrecordingCache and any Mass Storage databases.

d Login - New == -

55";‘;:"‘ 5 scint ~ [ Helo
2 Server Roles
2 User Mapping Users mapped to this login:
,: :‘E;wab‘es Map  Daizbase User Defauk Schema ~
=7 Status [0 Actviylog
[  Corfig
[  DvDLst
[ Engage _
[]  EngagsRecord .
[ master
[ model
] msdb
! SRecordngCache =
T temods \d

Database role membership for: SRecordingCache

[ db_scoessadmin
Server: 7] db_backupopsrator
TECHPUB2DZ\ENCACHEX ] db_cetereader
Connection: [] éb_datawrter
[ db_ddiadimin
27 Miew connection propetties E jt:j:m::md;r
[ [] b _securtysdrmin
¥ public
Ready i

Connection

3. Click the db_owner checkbox.
4. Select OK to save the user.

6.6 Create SQL Account for SQL Authentication

This procedure creates an account on the SQL instance for Engage to connect to SQL using SQL Authentic-

ation (logon and password).
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Perform the following steps on any SQL Database instance(s) that Engage must access.

1. Launch and logon to the SQL Server Management Studio. Go to and expand instance » Security » Logins

and right-click on Logins.

Object Explorer ¢
Connect~ 3 34 Eid E.—_-Z

= [_a TECHPUB2012MNEMNCACHEX (SOL Server 11.0,3038 - sa)
7 1 Databases

= [ Security

=g | Login
A, &4 New Login... lingE
&, = Filter » FF
f EE Start PowerShell
& N Reports 3
A N
SN Refresh
& sa
A SOLDF
A TECHPUB2012\Administrator
A telstrat

¥ [ Server Roles
¥ 1 Credentials
¥ [ Server Objects
+ 1 Replication
+ 1 Management

2. Click New Login and the following pop-up window will appear:

E Login - New \;‘i-
Selecta page %
K scrpt ~ [T Hel
5 General Ssaw - G Her
& Server Roles
ser Mapping Login name: I J [ Search..

ecurables

A Status @® Windows authentication

O 5QL Server authertication

O Mapped to ceificate

() Mapped to asymmetric key
i [ Mapto Credential

Server: Wapped Credentials Credential Provider
TECHPUB2012\ENCACHEX

Connection

47 View connection propeties

Progress

Ready Defauit database [master Y]
[ <defaut> V]

Default language:
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3. Click on the SQL Server Authentication button.

Selecta page . ‘
S seipt + [ Hel
# General Fsewt - e
[ Server Roles
2 User Mapping
# Securabl -
E’ S;:T - ©) Windows authentication
(® SQL Server authentication

Login - New == -

Login name: [Engage

Password

Confim password

Enforce password policy
Erfforce password expiration
User must change password at next login

O Mappedto cetficate
© Mappedto asymmetric key
Com ] Map to Credential
Server Mapped Credertisls Credential Provider
TECHPUBZ012\ENCACHEX
Cannection:
4 View connection properties
Progress
Feady Defaut database: [master ¥]
Defaut language: [ceefaut ~]

4. Enterthe Login name that Engage will use to logon to SQL for this instance (ex. Engage).

5. Enter the password that Engage will use to logon to SQL for this instance. Confirm the password.

6. Access Server Roles on the left hand side of the window.

d

Selecta page [ -

B G B scipt = [ He
2 Server Roles
2 User Mapping
& Securbles
2 Status

Login - New == -

Server role is used to grant server-wide security privileges to 3 user.

Server mles

[] bukadmin
[] dbereator

[] diskadmin
[ processadmin
[ public

[] sscurtyadmin
[ serveradmin
[] setupadmin

T

Connection

Server
TECHPUB2012\ENCACHEX

Connection:
) View connection properties

Progress

Ready

7. Forsimple administration, you can check the SysAdmin role checkbox. Click OK to finish.
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6.6.1 A More Secure Option

A more secure option is to choose a subset of databases that the Web Client can access under the User Map-

ping option. To do this:

1. Ontheleft hand pane, select User Mapping and the following screen will appear:

2 Server Roles
=] User Mapping|
2 Securables
2 Status

‘Conneclion

Server.
TECHPUBZ012\ENCACHEX

Connection:

E Login - New [= [=]m
Selectapage p o
A General Ssewt — DhHeb

Users mapped to this lagin:

Map Database

| ActiviyLog

Corfig

DVDList
Engage
EngageRecond
miaster

User Defauit Schema ~

model

msdb

SRecordingCache

temodh h

oooooooogog

Database role membership for: ActivityLog

] @ _accessadmin
[] @b_backupoperstor
] é_datareader

0 éb_datawrier

2. Select any databases that the Web Client must access such as the Web Client database or the Recorder

Databases, SrecordingCache and any Mass Storage databases

] do_ddiadmin
3 View conection propedies E jﬁ:‘f*”i’f"‘“ade’
] do_oumer
Progress [ db_securtyadmin
[ publc
Ready B

d Login - New [ =]
Selectapage p -
# Genersl Ssant - Brep
% Server Roles
2 User Mapping Users mapped to this login:
,:: Securables Map  Database User Defauk Schema -
2 Status O Acivies
[ Corfg
] ovolst
[]  Engage =
[0  EngageRecord -
[ master
O model
[ medb
] i SRecordingCache =
[ temndh hd
= Database role membership for: SRecordingCache
nnection
[ db_scosssacmin
Server. ] db_backupcperatar
TECHPUB2012\ENCACHEX 1 db._catareader
Connection: [ db._datawrter
] cb_ddiadmin
db_denydatarcadh
2 Vowameamemsates | | -
Progress ] db_securtyadmin
Feady public
e

3. Click the db_owner checkbox
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4, Select OK to save the user

6.7 Configure Service Accounts via JAVA Client

These steps verify the Engage voice recorder is running and configures two necessary Engage service

accounts, WebClient and LiveMonitor.

o WebClient is used by the web server to connect to the recorder.

e LiveMonitoris used by the SIP service to connect to the recorder for live monitoring.

1. Logon to the recording server and navigate to Start » TeStrat » Engage » Engage Client JAVA applic-

ation.

Engage: Logon Dialog .

TelStrat Engage

UserlD
Password

Server Name

[] windows Integrated Logon

| OK | | Cancel |

2. Login with the user name DEFAULT and no password.

e Engage:  Adm I Adm (Default) |= | = =

File Configuration Record Status Log Server Help

System Users

UserD w FullName User type
Ipefaut lAdm 1. Adm

® System Users
® Active Calls

Engage - System User Fnoage Server Time: 3:08:41 PN

3. The System Users window appears with only the Default User ID listed.
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e Engage:  Adm . Adm (Default) BEE)

File Configuration Record Status Log Server Help

* Logoff System Users
= Configuration
BYs i,
o AcD| Search UserD w- Fullame User type
® Potl  Creste oefouit Jadm 1. Adm [Agent Scoring System Administator
SONE sy LiveMoritor [Teiirat TECHPUB [System Administrator
o Groy WebCent TeStat TECHPUS [System A
© Mam  Delete
® Defa | Clear il
=), Record

N Snd  |Asignments

= b Status Refresh
© Systermusers
© Actve Cals
Log
© Plaack
® System Users

= Server
@ Archiving Center
® Message Center
© License Management
 Reports

[Engage - System User Fngage Server Tme: 4:11:37 PM

4. Click on Configuration and right click on System Users and click Create.

& Engage : New System User Settings -
Name: TechPub Telstrat
Last First r
UserDD: webclient password:
Confir Password:
System Adminisrator
Configuration Agent Scoring
ACD Agents Form Management
Port No. [] Call Scoring
DNIS No. Defauit Form: Select
| Phone Numbers Access Scores _
Recording Log
SetRecording Criteria - Playback =
v Assign
active Cals Status e
Live Monitoring —
Access To Mass Storage
Archiving Status
Media Manager System Users
Marms Audit
Recave Alarm Notficstons Log Iformaton
Alarm Configuration Reports
— — — v
< w >

5. Atthe Engage: New System Users Settings window, enter the following:
a. Thename of the system, such as TelStrat Web in the First Name and Last Namefields.

b. Type WebClient into the User ID field. Note that this User ID will be used with the Manage Record-

ers screen.
c. Check the System Administrator box.
d. Click on the More Info button associated with Alarms.

e. IntheAlarm Notification Recipient window, enter an email distribution list address used by the IT

department to receive email alerts.
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f. Click OK then click Add.

g. Thenew user appears on the System Users list.

Name  [TechPub | [relstrat | O
Last First MI

emal |alertdist@techpub. com| |

emalz | |

e-mail3 ‘ ‘
Email

Module Critical Serious Warning Information

Voice Recording Server ] ¥ ¥ v ~
Agent Scoring Server v ] vl [+ ]
System Report Replication Server =] ] v v
Bcv = v v v _
AudioCodes v ¥ [ v =
Norstar M ] v v
MLS vl ] vl ]
[TALC ¥ vl 4 L4
VolP v ] v v v

N ==

NOTE: TelStrat suggests the use of an email distribution list already in use by the IT department
rather than individual email accounts that can become obsolete as personnel changes occur in the

organization.

File Configuration Record Status Log Server Help

E
TS o System Users
5. Configuration

b

 ACD Agents UserlD FullName. User type
® PortNumbers lpefauit lacn 1 Adm
© DNIS Numbers T ot TECHPU System Admisstrator
® Groups b i : = Il
® Aarms Search
® DefaultPassword -
& Record
® Schedule Recording Modify
- Status Delete
® System Users
® Active Calls Ez]
& Log Assignments
© Playack e
@ System Users
- Server

@ Archiing Center

® lessage Center

@ License Management
* Reports

Vs sremoeer e e S

6. Change the password on the new Web Client user account. In the System Users window:

agle0414 Copyright © 2016, TelStrat International, Ltd. 145
All rights reserved.
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& Engage : Modify System User Settings =
Name: TECHPUB Telstrat
Confirm Password:
System Administrator
Configuration ‘Agent Scoring
. i
T P—
Recording Log
Set Recording Criteria - Playback =
Active Calls Status
Live Monitoring
Access To Mass Storage
Archiving Status
Media Manager System Users
Alarms Audit
Receive Alarm Notifications Log Information
Alarm Configuration Reports
o Under the User ID column, right click on WebClient and Click Modify.
o Inthe Modify System User Settings window, enter a new password in the Password box.
o Repeat the new password in the Confirm Password box.
o Click Modifythen OK, then Exit. Use this new password on the next Web Client login session.
& Engage : Modify System User Settings \i‘
UserID: WebClent m‘
User modified successfully
System Administrator
Configuration
. Eerem
DNIS No. Default Form: Select

Fhone Numbers Access Scores

Recording Log

SetRecording Criteria Playback Assion

Assgn
Active Calls Status e
Live Moritoring
Access To Mass Storage
Archiving Status
Mecia Manager System Users
Alarms Audit

Receive Alarm Notifications Log Information

Alarm Configuration Reports

=
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7. Createthe LiveMonitor service account using the same system name in the First and Last Name fields.
a. Inthe User ID field, type LiveMonitor.
b. Inthe Password field enter LiveMonitor and check the System Administrator box.

c. Click Add. Be sure to change the password on this account.

e Engage:  Adm I. Adm (Default) T=T= |

File Configuration Record Status Log Server Help

System Users

UserD w FullName User type
Ipefauit adm 1, Adm |Agent Scoring System Adminstrator
liveMorstor Telstrat TEGPUB tem Admnstrato
[WebGient Telstat TEG P08 ystem Adminstrator

[Engage : System User Fngace Server Tie: 5:33:03PM

8. When the service accounts are added, review the accounts in the System Users window.
9. Close the Engage Client.

10. Open a browser and access, for the first time, the Web Client Logon Dialog screen and enter the following

information to access and configure the built-in user account. On the screen:
a. User ID: Enter default.
b. Password: Enter default.
¢. There willbe a prompt to change the built-in password to something other than default.
d. After changing the password, logon again with the new password.
e. The presented Playback Log will be empty since no call recorder has been configured yet.

f. Click Add

11. On the Web Client, click on Administration » Users » New User to create users.

12. Create a system user for the Recorder Administrator who will be managing the recorder. This will need to

be a System Administrator account as well.
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a. First name: Enter Recorder.

b. Last name: Enter Admin.

c. User ID: Enter RecorderAdmin.

d. Local Authentication should be selected.

e. Available Roles: Highlight Administrator and click the » symbol to assign Administrator to this

user.

f. Click OK then Exit when finished.

Create User Account
s: Per 3

13. Iflive monitoring of calls is desired, create another system user account for Live Monitoring (ex. LiveMon-
itor). Click Add. Click Exit when finished.

6.8 Configure Anti-Virus Real-Time Exclusions

This step can only be completed now that the TelStrat Voice Recording Service has started for the first time

and created the recording folder.

Engage creates a large amount of voice recording files. The folder that stores the files is typically D:\Re-
cordingCache and this folder should be excluded from anti-virus real-time file checking to avoid server per-

formance issues.

Real-time protection, on-access scanning, background guard, resident shield, autoprotect, and other syn-
onyms refer to the automatic protection provided by most antivirus, anti-spyware, and other anti-malware

programs.
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This monitors computer systems for suspicious activity such as computer viruses, spyware, adware, and
other malicious objects in 'real-time’, in other words while data is loaded into the computer's active memory
such as when inserting a CD, opening an email, or browsing the web, or when a file already on the computer is

opened or executed.

The scanning to set the exclusion from is the real time or on-access scanning, such as scanning a file when it is

created or new to the server.

On demand (scheduled) scanning of files when the system is idle or nearly idle would be fine.

It is recommended to exclude the following items and components from real time scanning:

The C:\Program files (x86)\TelStrat directory.

The SQL DB and its log file directories.

o The TelStrat WAV cache directories.

Proxynetworks screen capture cache directories, if using screen capture.

6.8.1 Logging On for the First Time

If the Web Client was successfully installed, it will be able to be launched from a browser. The URL to access
the Web Client is usually in this format: http://engage-server-name/Engage where engage-server-name is

the server name for the recorder (ex. techpub2012 or VoiceRecorder).

If logging on for the first time from the Engage server itself, in a browser on the server, enter http://-

localhost/Engage to access the Web Client.

If logging on for the first time from a different workstation, in a browser on the workstation, enter http://en-

gage-server-name/Engage to access the Web Client.

The first time login will require the user to change the default password before beginning Administration page

configurations.

To do this after accessing the Web Client via the URL:
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1. Enterthe User ID as default .
2. Enter the password as default.

3. Click OK.

vvvvvvvvvvvv on

4. Prompting will occur to change the built-in password to something other than default. After changing the

default password, logon again with the new password.

5. The Playback Log page will display and be empty since no call recorder has been configured for the Web

Client yet. Continue to the Administration configuration section.
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6 Recorder Setup

This section contains instructions required to setup the Engage Voice Recorder to record and playback audio

calls using tabs in the Web Client and the CommSrv program.

6.8.1 Configuring Recorders on the Web Client

On the Web Client, the Manage Records icon is used to connect the web server to each Engage Record

server.

1. Onthe web client, navigate to Administration » Setup tab and click on the Manage Recorders button.

Fle Edt Ve

Qe e £ cf® s 1 X B
—

Release 5.1.0 - Copyrght @ 2012 - 2015 TelStrat Interntions L2 ‘engage | 105 |

2. Click New.

New Recorder

Recorder Connection o

Recorder ID [ [

Recorder Address | |

() Windows Authentication (+) Local Authentication

Login | |
Password | |
Mode |Amve (Playback B Record) = |

[+] Recorder included in searches by default

|__J impert Config data from recorder

Defalt role for system users: supervisor

Voice Recording Database

Server Name

(%) Windows Authentication () sQL Authentication

Login

[— >
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3. Enter the following into the New Recorder — Recorder Connection fields:

Recorder ID: A name used to refer to the recorder.

Recorder Address: The DNS name or static IP address for the recorder. Note that failure to resolve

by DNS name can be worked around by entering the static IP address of the recorder.

Windows Authentication or Local Authentication: Set to Local Authentication for almost all new
deployments. Some legacy deployments may have 3rd party software that authenticates to the
Engage Record server with Windows Authentication. In this case refer to the User Guide / Manage

Recorders section for detailed instructions.

Login: Enter WebClient which is the login ID of the Service Account created on the recorder ded-

icated for the web server.

Mode: Mode is Active unless connecting to the file store and database of a recorder that is no

longer intended to record new calls.

Recorder included in searches by default: Leave this selected by default unless this is a redundant

2N recording server that is only included by searches when users specifically request it.

Import Config from recorder: Do not select this checkbox for a new installation. This option is for
upgrading from 3.6 or previous releases only. Refer to the upgrade documentation before attempt-

ing an upgrade.
Default role for system users: Grayed out but filled with supervisor.

Voice Recording Database: This information will populate automatically as long as the Con-
figuration Service is installed and running on the Engage Recording server. If it does not populate

after leaving the recorder address field, then escalate for help.

4. Click OK.

5. Ifthe information used is correct and the installation has proceeded successfully, the Recorder Status and

Recorder Version column fields will be filled with status (ex. Online) and a version number (ex. 5.2.0.16).

6. Click Close to exit.
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Manage Recorders

e Q¢
*®R ¥ X Default Recorder |techpub2012 -] [oK]
New  View Modfy Delete
Recorder ID | Recorder Address W | Recorder Status W | Recorder Version ' | DB Version 1 | Service Account T
techpub2012  techpub2012 Online 51013 5106 Webglient

6.9 Verify VolP Module Configuration Meets Requirements

Verify that the VolP module configuration meets the customer's specifications and needs.

Use the Engage VolPEngine Config Console to configure the platform that the Engage Recording Service will

integrate with.

= Engage VolPEngine Config Console -

Config  Status

Each vendor's platform has unique elements, settings and configurations to work with Engage properly. Use
the Config menu command to call up the VolP Configuration » CTI Option drop-down menu to select the

vendor's platform for the Engage end of the recording connection. This is an example of a BroadSoft

VolP system deployment.

VolIP Configuration -
SIPREC Server |
CTI Option
SIPREC Server = Name/IF P Port
RecodingBoxdlD  [Z5 IP Port
£nos Pt [~ UL —
Yendar
BroadSoft -
Calls To Recard r
& Al Tunkntemal Cals " AlTunk Calls  Cals Selected By DN
More
Port Mapping
[#] _Recording Channel DN Fiecord With Trurk/Interal Calls [ Mobiiy [

No. of LogFiles ~ [g Config File Location Other Parameters oK | Cancel
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After configuration, check for any obvious issues that may be preventing recording. Usually, these issues can

be traced back to the initial setups and configurations.
Some examples of out-of-specification issues to look for are:

o Too many softphones for an Avaya red installation have been configured.
o Each customer has procured a virtual phone in the Avaya CM for each soft phone configured.

o Check VolPInfo.log making sure there are not unnecessary registrations (ex. soft phone registration fail-

ure events).

o Ensure auto learning is enabled, whenever possible.

6.9.1 Web Client VoIP Tab

Once the one time VoIP configuration has been completed using the VolP Configuration Console for the plat-

form being deployed, the VolP devices (telephones) to record can be managed from the web client at the
Recorder Admin » VolIP tab.

et one - engage | v

This is documented in the specific Configuration Guide for the voice platform (ex. Avaya CM, Cisco UCM, Nor-

tel CS 1000, etc...) being integrated. There are differences for each voice platform.

6.9.2 Mass Archive

All Mass Archive storage locations should be defined first before the recording schedule so that the recording

schedule can be used to map sets of calls into specific archives, if desired.
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The mass archive defines the storage location and options such as how long to retain calls and limiting the sys-

tem to archive only at off-peak hours for maximum system performance.

Refer to the Setup - Mass Archive document and the customer's prerequisite documentation for full details
on setting up and activating Mass Archives.
6.9.3 Recording Schedule

Engage requires a recording schedule to record any calls. To record all calls, build an All Calls recording sched-

ule using the following:

1. Logon to the web client and access the Recorder Admin » Schedule Recordings tab.
2. Select New Schedule to create recording schedules.

3. Typein aname for the recording schedule (ex. All Calls).

4, Verify the Active button is selected.

5. If mass archive is required, select the Archive Recorded Calls to checkbox. You must select the archive
from the drop down box which contains a list of pre-defined archives. Archiving can be setup later, but as
part of setting up the archive you must modify the recording schedule to select the archive. Any calls recor-

ded without an archive selected will not be archived.

6. Select OK.
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Create Schedule Recording Criteria

[ISIT] Recorder Groups Ports ACD Agents Mobility Users Disled Numbers CLID DN

Criteria Name Al Callg =) actve () insctive

Date and Time Frequency Sereen Capture

Sian Oate End Date 1of @b Enable Screen Capture

specific Duration
Stant Time. End Time.
Seconds
Chear Times, LT
Days
Sunday Monday Tuesday ‘Wednesday Thursday Friday Saturday
Coor Jcemn)

Engage is typically deployed to record all calls on monitored phones. However, Engage includes a configurable

recording schedule rules which includes:

Exclude specific extensions (for privacy)

o Time of Day

« Dateranges

o Extension

o Calling number (ANI)
o Dialed Number (DNIS)
e lofn

« Duration based

o Day of the week

o Agent Group

e AgentlID

Refer to the Schedule Recording section of the Administration Activities document for setting up more com-

plex recording schedules.
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When archiving of calls to the online mass storage, be sure to, first, create the archives so the recording sched-
ule can reference the archive. When calls are recorded, the calls will be sent to the archive which is defined for

the matching recording schedule.

If a call meets multiple recording schedules that define different archive IDs, then the longest duration archive

will be selected by the software.

The customer's prerequisite documentation will provide the information needed to set up recording sched-

ules.
6.9.4 Ports

Engage ports will reference specific VolP devices (telephones typically). For example, a unique extension may
be configured as a VolP port mapping on Engage port number 2400:001. The port number is 2400:001 which
consists of a board ID (2400) and recording channel (001).

Engage port numbers are required for configuring the following add-on features that require a workstation

mapping:
o Screen recording
e On Demand Recording Client (ODRC)

o Desktop Analytics (DA)

For non-ACD calls, Engage port numbers can be mapped to user accounts to define which calls a restricted
user may playback. Deployments with contact center agents typically assign groups of agents or individual
agent IDs to user accounts, but if agents are not present, ports can be assigned to user accounts to control
which calls a restricted user can playback. In this case it is advantageous to assign a name to a port to make

administration easier.

When setting up ports for non-contact center deployments, it is recommended to enter a name for each port
that is used when assigning ports to user accounts. For example, name a port Nurse Station1, and then when

creating a user account for the nursing manager, you can assign the port with this name to the manager.
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Engage port numbers can be used to allocate Evaluation Licenses if there are more agents than evaluation

license purchased.

Note that users can be granted unrestricted resources to all calls, and these user accounts do not require port
assignment.

If any of these conditions are met, configure the Engage ports for the recorded devices.
6.9.5 SMTP Server Settings

The Engage Voice Recorder sends notifications of issues it encounters in the form of emails. Two con-
figurations are needed for the feature to operate correctly.

Communications Server Configuration (CommSrv) setup

The Engage server's Communications Server Configuration (CommSrv) must be configured with the cus-

tomer’s SMTP server information to be able to send email alerts (error events).

NOTE: If this is setup prior to adding the Manage Recorders connection, the SMTP server information will

autofill into the web client's Setup Email Settings. However the From Address should still be configured

1. Inthe CommSrv tool, verify the Setup Email Settings and the Server Configuration SMTP are entered.

Live M Woice Analptics | License

s ive Moritor |
Emal | VoiceRecodingDatabase | Cache | Secuity | SoftPhone & CE Tiacking | SersenCaptwie | Cluster

0K I Cancel Apply Hel:
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2. Onthe Web Client, configure the SMTP Server Name and From Address on the Web Client's Email Set-
tings.

Recordings | evaluation | Reports | Coaching & e-Leaming I el b, Recorder Admin | Dashboard

Users User Roles Dialed Numbers  Playback Groups  Audit Trail S0

g | B
Refresh Manage
Recorders

~ | DataBase Settings

. Email Settings

SMTP Server Name ‘Your SMTP Server Name:
From Address Engagealert@corp.telstrat
Port Number 5

User Name
Password
|| Enable sSL

[+/] use Default Credentials

NOTE: This information can be configured without restarting the Voice Recording Service.

6.9.6 Configuring Live Monitoring

Refer to the SETUP - LIVE MONITORING document for more detailed step-by-step instructions and troubleshoot-

ing for setting up live monitoring.

If Live Monitoring of active calls is required, the Server Configuration and the SIP Server must be configured

with a dedicated IP address and firewall ports.

To configure live monitoring:
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1. Open Start » TelStrat Engage » SIP Server Configuration. Click on Config in the menu bar.

SIP Server Configuration

r— Configuration Settings

Engage Yoice Server Address: Il

Threads per Processar. 1
SIF Server Port BOE0

- Adrinistrator Account

User|p:  |Livemnoritor

—Woice Relap Server Setting

IP Address
Part Fonsard Port

[~ Verbose Trace Log

Cancel |

2. Enter the IP address of the recording server.
3. Leave Threads Per Processor at 1 and Port as 6060.

4. Enterthe LiveMonitor service account ID and password.

To configure Voice Relay Server setting:

The Voice Relay Server Settings are required if the SIP server needs to be enabled for Live Monitoring over the
Internet, meaning the SIP server is installed and configured on a public facing server, generally the IS server

hosting the Engage web Ul.
The following steps detail how to complete the Voice Relay Server settings.

1. IP address is the server’s public facing IP address where the SIP server in installed.

2. Port is the server’s public facing port for Live Monitoring transport. Firewall rules need to allow both

TCP/UDP rules for this user definable port.
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3. Forward Port is the port that must match the LMRelayPort registry setting explained in the above related

prerequisite.
4. Click OK and Exit.

5. Open Start » TelStrat Engage » Server Configuration. On the Live Monitor Tab of the Communication
Server window:

a. Check the Enable Live Monitoring checkbox.
b. Enterthe P address in the SIP Server Address text box.

c. Ifenabling Voice Relay Server, the IP address will match the configured IP address of the Voice Relay

Server Settings IP address in the SIP server configuration.
d. Enter the port number in the SIP Server Port text box.

e. Click OK.

Emal | ‘Voics Recoiding Datebase | Cache | Aichiving | Secuity | SoftPhone&CE Tracking | Sereen Capture |
Cluster | Misc SystemFispotts  LiveMoritor | Agent Scoring | Batch Fiecording | Voioe Analtics | License

Live Monitoring

I% Enable Live Monitoing  SIP Sever Address |
SIP Sewver Port  [6060

0k | cancel Apply Help

Any changes to the Communication Server window require a restart; however it is acceptable to make all

changes prior to restarting the server.
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6.10 Administration

The training will include a review of the following administration tabs of the Web Client:
Admin » Users

o Show the administrator how to Add / Manage User Accounts.

« Ifagents will logon to retrieve their calls, set My Agent ID for any agents.

Admin » User Roles

Go over the User Role Permissions for roles that are in use.

Discuss with the customer which roles should have the following permissions:

o Unrestricted Resources — Which users should be able to playback any call recording? If there are mul-
tiple QA or top level supervisors, then be sure to grant Unrestricted Resources permission to roles

assigned to those users.
« Download Calls — Disable except for a few users

o Playback URL—Suggest enabling this for most users so they can email URL links to calls which are

secure. These URLs can only be played back by recipients that have access to the customers network.

o Delete Calls —What users if any should have this permission.

Admin » Agents
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o Explain that agent names populate based on call records that have an Agent ID.

o Agent names can be added after the call is recorded and they will then appear for next user logon in the

Playback Log

o Agent ID recycling is not supported in this release. The currently provisioned agent name will appear in the

Playback Log
o Set Agent ID to appear in all call records in server config under Misc. tab.

o Evaluation licenses should be applied to agents unless there are too many agents due to multiple shifts

(use Port licenses instead).

Admin » Dialed Numbers

This is typically only required for outsourced contact centers that share agents across multiple projects or cus-
tomers. This can be used so a supervisor might only have rights to playback calls for a pre-defined list of dialed

numbers (incoming numbers) for a particular project or customer.

Admin » Playback Groups

o Playback Groups can contain agents, dialed numbers, mobility users from multiple call recorders. Record-
ing Groups are stored on the recorder and cannot contain resources from multiple recorders. Recording
Groups can be referenced by a recording schedule or for assignment to a user account, but Playback

Groups can only be used for assignments to a user account.

o Agents should be placed into Playback Groups and then assigned to any supervisors that are not granted

the Unrestricted Resources permission.

o Agent groups are needed for the dashboard to display data by group and to compare agents within a

group.

o Consider creating an “All Agents” group especially if no business users were granted Unrestricted

Resources permission.

Audit Trail
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o Show how the audit trail tracks who is playing back, live monitoring, or deleting calls. The call is tracked as

well.

Setup Tab consists of these areas:

Manage Recorders
o View the recorder connection. Show how the web client connects to the recorder using a service account,
and the recorder database location is listed to help find it for SQL backups
Database

o This tab shows the location of the application (web) database

Email Settings

o Review the SMPT server information located here and verify the same information is configured in Server

Config under Email on the recording server.
o Configuring this via the web client will also push the same configuration to Server Config Email tab.
e The web setup SMTP settings are used for emailing calls, evaluations, or reports.

o Server Config email setting is used for emailing system events.

Display Settings
o Hide ACD Agents: Unchecked by default. Select if this is a non-agent deployment.

o Hide Mobility Users: Un-check only for Cisco UCM deployments if the customer uses extension mobility.

Logoff and logon to the web client to add the Admin > Mobility Users tab

o Hide Find Related Calls : Un-check for Cisco UCM, Avaya ACM, CS 1000, and ShoreTel. Leave set for all oth-

ers. If un-checking, then logoff and logon again so Tracking ID is available as an available column.
o Configure Default Playback View and explain that each role can be set as well.

o Un-select port names or move to the right past agent name



é&mﬂf

o Typical recommended setup is for a contact center:
o Date

Start Time

e}

o End Time

o Recording Duration
o Direction

o CLID

o Dialed Number
o Direction

o Agent First

o Agent Last

o AgentID

o Remark1l

o Remark2

o Recording Status

o Remove any unused columns such as encryption, screen capture, or archive status.

o Users will not be updated unless they select Restore Default View from Playback Log settings.

Playback URL Settings

o Verify Enable URL Playback is enabled

Local Password Security

o Configure with the customer if users will be using local authentication

Application Settings
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o Review the inactivity timer & web content storage folder

6.10.1 Bulk Data Import (Users Data)

This release of Engage supports importing users and their data from an XML file. Completed by the customer
and TelStrat during the pre-installation planning effort, the General_Site_Form_RIs5.1 Users page is used to
collect and sort all of the customer's users for this deployment. It must be completed prior to installation as it
is a data source regarding users. It is also used to copy and paste that user data INTO the XML file for quick

insertion into the system via a bulk data import action.

yyyyyyyyyyyyyyy

[Ro@

For new Engage system installations or for bulk adding of additional users, use the following procedures:
Create Roles and Groups

Use the Engage WEB CLIENT ADMINISTRATOR'S GUIDE to get more details on how to create new user roles and

groups. Prior to the Engage system going online, customers will need to:

1. Create all user roles on the Web Client first. This is important. Any users that use a specific role will not

import into the new or updated Web Client unless that role exists already.

2. Create all user groups with names only (membership lists can be empty). This is important. Any users that
are members of these groups or have permission to these groups will not be imported properly unless the

group already exists.

Export Users Data into an XML File
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1. Logon to the Web Client and go to the Administration » Users tab.

2. Select Export Data to export the user list and Save this .XMLfile. It is important to always do the export
data from the system once the basic system Setup is complete and has shown or hidden ACD Agent ID and

Mobility User IDs. The file will be found in the server's Downloads folder unless pointed someplace else.

Note: The exported file for a new installation will only include the default user account (used at startup) plus

any other users that have already been added during the installation.

Place New User Data in the File

Depending on server software, the XML file may need to be moved to a computer system with Excel available.

When the file is ready to be worked:

1. Open the exported .XML file using Microsoft Excel 2010 or newer. The Properties tab of the file will offer

choices of programs to open it with. Set it for Excel.

2. When prompted by Excel, open the file as an XML table by clicking the As an XML table button.
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e

-

Open XML B[ ¢ |

Please select how you would like to open this file:
(@) As an XML table
._'_:_',- As a read-only workbook

(") Use the XML Source task pane

[ o ][ cme ][ s

[N |

3. Select Yes to create a schema.

@B, The specified XML source does not refer to a schema. Excel will create a schema
based on the XML source data.

D In the future, do not show this message.

I 0K ] [ Help l

4. The file contents will appear as columns and line entries. Remember that a NEW system will only have the

default user entries and any other users that were programmed (ex. default, eadmin and recadmin).

5. Selectthen Copy the user information from the General_Site_Form_RIs5.1 Users page of the worksheet
and Paste it into to XML file.
o Make sure to have the customer fill out the Excel workbook prior to this task. The page has places

for User Roles and Teams.

6. After pasting in the customer supplied user information, Save the file as an .XML file from Excel. Select

Continue to save as .XML.

Importing the XML File of Bulk User Data
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1. Back onthe Web Client, go to the Administration » Users tab, select the Import Data icon to get the

Import Users Attachment window and browse to find the .XML file that contains the saved additions and

changes for bulk user data import to Engage . The file may need to be transferred back to the Engage

server, if it data entries wer performed on another machine.

Import Users Attachment

| Selected |
WebClient_Users_Data_Nov052012.xml 2841 KB X
Total 0% 28.41 KB
Close Cancel Upload

2. Any existing data being written over by the process will appear as a an error in a warning window. Select

Continue.

Import File Error Messages

<

UseriD
1135
1028
1115
1127
1119
1015
1118
1125
1124
1027
hrost
1131
1111
jsmith
shiny
1123
1024
1014
5000
1016
1133
euser
NotificationUser

Errors
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Userld already exist in Database;
Agent already exist in Database;
Agent already exist in Database;

;Agent already exist in Database;

Userld already exist in Database;
Userld already exist in Database;

Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;
Agent already exist in Database;

Userld already exist in Database;

Userld already exist in Database;

3. Afterimport, the screen will refresh to show the NEW users and their data that have been added.

Note: Any user roles and user teams referenced by the XML file must exist before importing the data.

6.10.2 Setup Tab and E-Mail

All sections within the Setup tab should be configured for the installation as follows:
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NOTE: Setup options are described in the Administration Activities guide that is part of the User Guide

online help under Setup & Administration.

o Database Settings
o View the location of the application (web) database which gives the SQL server and sQL instance.

This is useful to help find the location of the database before backing it up.

o Email Settings
o Email settings are required for emailing calls by URL, call recordings .WAV files, evaluations, and

reports. There is a similar setting on the recording server that is used to email system events. Both

should be configured with the same SMTP Server Name.

o From Address only applies to emails sent by the application software. A similar setting is available

for the recording server for system alerts, but it can only be configured in the registry.

o Display Settings

o Hide Evaluations tab
o Hide Recorder Admin » VOIP tab
o Hide Recorder Admin » Ports tab

o Hide ACD Agents —This should be selected only for non-contact center deployments
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@)

@]

@)

Hide Mobility Users —This is hidden by default, but should be de-selected for Cisco UCM deploy-

ments that use the Cisco Extension Mobility feature.

Hide Find Related Calls — Engage supports Find Related Calls for the following integrations:
o Avaya ACM -release 4.2.1 and later

e Cisco UCM -release 4.2.1 and later
e ShoreTel - release 4.2.1 and later
e CS 1000 VolP —release 4.2.2 and later

o Siemens Openscape - release 4.2.2 and later

De-select the Hide Find Related Calls if the above conditions are met. This allows the Call Tracking ID
column to be selected in Customize Playback View. This also allows the timeline player to auto-
matically find related calls (transfer and conference) and display related calls as tabs in the timeline

player.

o Configure Default Playback View: This button opens a setup window used to select the Playback View

columns to be displayed in the default Playback View, for most deployments:

[e]

System Flags (icon)
Date

Start Time

End Time

Status (recording)
Recording Duration
Hold Duration

User first (first name)

User last (last name)
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Agent ID

Extension

CLID

Dialed Number

Direction

Remark1

Remark2

Genericl: Only enable if Genericl field data is configured for Cisco VolP or Avaya ACM VolP

Clicking the Save button will save this configuration and close the window.

o Audit Trail Settings

[e]

Leave the default settings

o Playback URL Settings

@)

@)

Enable URL Playback — Select this by default.

Enable URL Encryption — Selecting this hides the UID in the playback URL. This prevents users from
trying to guess other UIDs to playback other calls.

o Engage Password Security

[e]

These settings only apply for user accounts that use Engage authentication. This is not required for

if Windows Authentication is used to authorize user accounts.
The default password for new user accounts can be entered.
Passwords can be configured to expire after so many days.

Passwords can be set to have a maximum length.
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o Passwords can be set with strong password requirements to require Upper case, Lower case, digits,

or special characters.

o Application Settings

o Inactivity Timeout — This should be left at the default value of 240 minutes to help close out user cli-

ent sessions that are no longer active such as when a user leaves for the day.

o Web Content Storage Folder Location — File attachments can be uploaded with Evaluations, Coach-
ing sessions, and E-Learning assignments. These are stored at the location specified. Engage Quality
deployments recommend a dedicated partition for these attachments to help prevent the C:\ drive

from filling up and causing service to fail.

o Quality Options
o Email completed evaluation notification to agent — If the agents are configured as users and have
email accounts, then a notification can sent to the user alerting them that they have an evaluation

to review.

o Email coaching notification to agent — This option allows agents to receive notifications when coach-

ing sessions are created for calls taken by the user.

o Email E-learning notification to agent — This option allows agents to receive notifications when e-

learning sessions are assigned to the user.

o Custom Tab Settings
o This is not typically setup for new installations.

o Speech Analytics Settings

o This feature is enabled via the checkbox for Enable Speech Analytics being selected and Saved.



GEDSF;F;T”

6.10.3 Playback Groups Configuration

Refer to the Engage Web Client Administrator's Guide for detailed information regarding setup tasks.

The Administration » Playback Groups tab groups several users or dialed numbers together for assignment
to user accounts. Modify the group membership as resources are added or removed from the group to sim-
plify user account assignments instead of modifying each individual user account. Playback Groups can con-

tain resources from multiple recorders, but cannot be used in a recording schedule.

Access the Administration » Playback Groups tab and create Playback Groups of agents after configuring

the agents. Check that dashboard data populates once calls are taken by agent members of playback groups.
The grid includes the following columns:

o Group Name: A description to help others know the nature of the group.

o Group Type: The type of resources inside the group. The options are by agent, port, mobility user or

dialed numbers.

Groups have the following properties:

o Update user account permissions globally by assigning each user access by Playback Group. (Admin-

istration » Users)
o The Group can also be used to easily search for calls in the Playback Log (Recording » Custom Search).

e Running reports on a specific group can provide both overall and detailed information about how well the

group compares with other groups. (Reports » New Report)
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« Sorting is available by selecting the header at the top of each column. The first click will sort ascending, the

second click will sort descending, and the third click will return to the default sort.

o Quick filters are available to refine a search. Click on the Filter Icon in the header of each column to select fil-

ter parameters for that column.

Create a Playback Group

Create Group

Group Type [sers -]

AgentiD | UseriD | Mobility D |* )

T 1024
1014
1015
1017
1018
1025
1026 medwards
1027
1028
1031
istano | 1032
111
113

1015
1012

To create a new Playback Group, use the following steps:

1. Access the Administration » Playback Groups tab.

2. Select the New Group icon from the ribbon bar and the Create Group window will appear.
a. Select a Group Type from the drop down box.
o Users: Group of Users. If Inactive Users should be included in the Group, select the Show

Inactive Users checkbox. Any users that have been deactivated will show in the list.

o Dialed Numbers: Group of incoming Dialed Numbers

b. Enterthe name of the group in the Group Name box.

WARNING: A Playback Group Name should not include special characters such as acomma (,) or a

semicolon (;) as a custom searching and reports will fail.

3. Select the appropriate resources from the Available Resources table.
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4. Click the Add or Remove button, or drag/drop them to move selections to the Selected Resources table.
5. Select OK when complete and then select OK again from the Create Group Confirmation window.

6. The Create Group window will remain open to create another group. If complete, Exit this window.

NOTE: An Administrator may create or make changes to a role using any available feature permissions; how-
ever a non-administrator user is restricted in creating new roles with only permissions they are assigned to
by their user account. For example, if a Local Admin user does not have permission for Recorder Ports, they

will not be able to create a role that has the Recorder Ports permission.

6.10.4 Dialed Numbers

Dialed Numbers are not typically configured for new deployments.

- engage [ |

They are typically only required for outsourcer customers who have the same agents take inbound calls for

multiple clients if users need to be able to listen to calls for only some clients.

For example, an outsourcer has five (5) clients and some agents take calls for multiple clients. If the end client
requires that they be able to listen to calls, then they must be given a user account that only has access to

theirinbound dialed numbers.
6.10.5 User Roles

Refer to the Engage Web Client Administrator's Guide for more detailed information on User Role setup.
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Configure the User Role s using the Administration » User Roles tab of the Web Client. This should be done
with the customer IT department if possible, but can be adjusted during or after training. It’s very important

to know which users should be given which roles to minimize any reconfiguration. Start with the built-in roles,

and these roles can be copied if needed.

ngage | v

Key questions to ask include:

« How many types of user access are there? There are typically some administrators, supervisors, agents,

and possibly QA. Arole is required for each class of user.

o Unrestricted Resources: Which users should be able to playback any call recording? These users should be

given a role with Unrestricted Resources.

o Call Download: Which users should be able to download calls? Most deployments are very sensitive to
allowing users to download .WAV files. Engage supports URL playback which supports emailing a URL of a
call recording, and this recording can only be played back by users that have authenticated access to the
customer network. URL Playback is suggested for most users, and only a few should be granted the Down-

load Calls permission.

o Delete Calls: Which few users should be given permission to delete calls? Note that the audit trail keeps

track of which users are deleting which calls.

o Were Quality licenses purchased?

o Which users should be able to manage forms?

o Which users should be able to manage Evaluations?
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o Enable the Access Evaluations by other Users by default. This lets an evaluator see evaluations cre-
ated by other evaluators. If the agent can logon this MUST be enabled or they will not see any eval-

uations created for them.

o Which users (agents) should only be able to View evaluations? Be sure to enable Access Evaluations

by Other Users for the agent role.

o Administration and Recorder Admin are typically granted to administrators only.
o Which users require access to run reports?

o Which users require access to the dashboards?

New Role

Role Neme | | Description |

Full Control | Create

<

O|oo|o)|2
C
C

General

[ unrestricted Resources.

Recordings Vorp. o

(] Playback Calls Archives o

call D

| Reports Full Control | Create

<

[m] -
C
C

.
s o o

Recording Reports

o
Recording Dashboard o
o

[ active call Status Quality Dashboard

Live Monitoring Speech Anslytics Dashboard

[ Search Pre-defined Categories

g
S
g
2
i
<
=
g
3
9
3

Ojojojo|-
Ojojojo|-
oO|o|o|o|0)|g
Do o|ojo|g
Ojojojo|-

&
<
=
8
E
2
T

| Administration Full Control | Crea

[ Enable My Engage

[ ted s

Administration Phone Numbers.

[ Audit Trail Playback Groups

[ events User Accounts

[ setup User

O0ojoo|d
O0ojoo|d
O|o|o|D|o|D|2
DOojoD|o|g
O0ojoo|d

[ service Accounts Speech Anslytics Categories

Co (o= =)

Use Administration » User Roles » New Role tab to create and configure User Roles.
6.10.6 User Configuration

Refer to the Engage Web Client Administrator's Guide for more detailed information on User Configurations

and setup.

User accounts are required for users to logon and use the Web Client. Users must have user names, IDs, pass-
words and are assigned to roles and groups with specific features. If agents take calls and can also logon to
Engage, this release requires creating the user in the Administration » Users tab and in the Administration »

Agents tab.
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Create a new user:

To create a new user, go to the Web Client's Administration » Users » New User and get the Create User

Account » Settings tab:

User accounts should be setup after first configuring the resources that can be assigned to user accounts
(Agents, Mobility Users, Dialed Numbers, Playback Groups and/or Recorder Groups). The fields and their data

are described as:

User Status: Select Active or Inactive.

« Start Date: Selectable drop down field for entering a user's start date and time.
o Last name: Person's LAST name.
o First name: Person's FIRST name.

o Evaluation License: If Engage Quality is included in the deployment, an evaluation license can be assigned
to a user. Evaluation Licenses are required to be assigned to agents only if other non-call related activities

may need to be evaluated.
o User ID: Enter the account the user uses to logon to their workstation.

« Agent ID: This is intended for agents that are able to logon to Engage. Enter the contact center ID for the

agent so the agent can listen to their calls, view their evaluations (if allowed).

o Mobility User ID: The mobility user ID to be used by the user to logon to the Cisco, Microsoft Lync or
Mitel system.

« Extensions: The telephone stations being recorded for this user

o Emaill / Email2 / Email3: Optional and can be used so Engage can send evaluation alerts to evaluated
users, coaching alerts to coached users, and e-Learning alerts when e-Learning assignments are made to a

user.

o Authentication type: Local Authentication(Engage) or Windows Authentication. Windows Authentication

is preferred for domain networks to remove the need to manage a password within Engage.
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o User Cannot Logon: When selected, this button prevents the user from logging onto the Engage system

until the button is released.

o Password: This is either not required (Windows Authentication) or can be set to the default password

which is setup in Administration » Setup » Engage Password Security.
o Confirm Password: Passwords entered here must be confirmed.

o Available Roles: Select one role for each user. Engage supports multiple roles, but one role is preferred.

Highlight the role and click on the » symbol to move the role to the Selected Roles column.
¢ Selected Roles: When a role is selected for a user, it is listed in this column.

« Assign resources : Unless the role includes Unrestricted Resources, or the agent is using My Agent ID, you

must assign resources to the user account. Refer to the User Guide documentation if needed.

o View Permissions: This can be used to check which permissions are granted to the user role(s) assigned to

this user based on the selected role(s).

Create User Account
S To E

Assign User to a User Group:

Users may be a member of a team or group. Instead of entering each person in the Users tab and also adding
them to a Playback Group, the tab in the Creating User Account » Member of window allows the admin-
istrator to add the user to a Playback Group as they create a user. The fields and tables of the Member of tab

are:
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o Available Resources: Contains a list of groups or teams to assign users to.

o Group Name: A unique group name.

o Group Type: Signifies the purpose of the group.

o Selected Resources: Groups names that the user has been assigned to.

o Group Name: A unique group name the user has been assigned to.

o Group Type: Signifies the purpose of that group.

Create User Account
M T

Co (o= onl =)

Assign Permissions to a User

Use the Permissions to tab to assign individual user accounts access to specific playback groups, or incoming
dialed numbers will selectively designate each user access only certain calls or evaluations. Any call not taken
by one of these resources will not be available for them to search, playback or evaluate. If the user has Unres-

tricted Resources, the Groups, Users and Dialed Number resources tabs will be greyed out.

o Group assignments organize agents or ports into logical groups. Group assignments are used to assign a
specific Playback Group in order for the user to view. Users that have been assigned a group can still

search for individual members of that group.

o User assignments can be used so a user can view calls for a specific set of other users. Typically used when

a group of users is not available or only a partial set of users is needed such as all users that started in the
last 30 days.
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« Dialed Number assignments can be used so a user can view calls to a specific list of dialed numbers.

Create User Account
—
OnlyPlaybackAgents
e o [
= AR e e
om—
e \
- €
B

View a User's Features

View the sum total of permissions assigned to the user by going to the View Features tab. Permissions on
this tab cannot be modified. To change the permissions for a user, change their assigned roles, or modify the

permissions for an assigned User Role.

For more detailed information on setting up Users, Groups, Permissions and to view a users features, please
refer to the Web Client Administration Guide.

Create User Account

Settings Member Of Permissions To (TS feeTe

e S

Unrestricted Resources:

FullControl  Create  View | Modify | Delete

CIRh s FullControl  Create  View | Modify | Delete

Quality.
Generate Evaluation URL

Access Eve

‘Access Activities by other users

Enable My Engage

Administration FullControl  Create  View | Modify | Delete

Audit Trail

Events

- CD e
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7 Installation Completeness Checklist

With the completion of all installation tasks regarding the Engage server, it is time to check the systems vari-

ous components to make sure it is operating correctly.
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7 Engage Installation Completeness Checklist

Customer Name:

Customer Project #:

1

2

3

4

Security Scans on Engage Recorders

Verify restart of TelStrat Voice Recording Service after scans
Apply Anti-Virus Real-time Scanning Exclusions to:
C:\Program files (x86)\TelStrat directory
SQL DB and log file directories
TelStrat .WAV cache directories
Proxynetworks screen capture cache directories
Customer Worksheets
Verify Agent IDs and Names are correct
VolP Module Mapping, show customer how to do this
If Screen Capture present, verify /port/workstation mappings
If On-Demand present, verify workstation mappings
Verify VolP Module Configuration
Check VolPInfo.log for unnecessary registrations
Ensure Auto-Learning is enabled, when possible.
Check procured virtual phone for every softphone configured

Avaya Red: Check that softphones not over-provisioned
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5 | Verify Licenses

Double check the number of licenses for features against order
Make sure .c2v files are submitted, captured and stored
6 | Verify Engage is connected
Logon to Web Client and verify Recorder status is Online
7 | Verify Engage is Recording
Configure a Recording Schedule
Make test calls on phones within recording schedule
Open Web Client and verify test call was recorded
8 | Verify Email Alerts are Received
Use the Web Client Test Email button, check delivery of email
Verify accounts and emails are configured properly
Suggest the use of SMTP to the customer
9 | Verify these TelStrat Engage Services are started
TelStrat Voice Recording Service
.Net TCP Port Sharing
SQL Server (InstanceName)
TelStrat Centralized Error Service
TelStrat Engage Alarm Service
TelStrat Engage Annotation Service

TelStrat Engage Configuration Service
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10

11

12

13

TelStrat Engage Dashboard Service
TelStrat Engage Download Service
TelStrat Engage Mass Archive Service
TelStrat Engage Notification Service
TelStrat Engage Search Service
TelStrat Engage VolP Configuration Service
TelStrat SIP Server
TelStrat VolP Engine
Check the version of the DownloadService.exe

Verify SQL Dedication (one of the following)
SQL memory enforces a max limit if Local SQL
SQLis running on a dedicated SQL server (no other Engage apps)

Verify Screen Capture, if present

Check available licenses to enable Screen Capture are present
Telephones are associated with named workstations
Workstations have Proxy Pro Host installed
Engage Capture Server running Proxy Pro Gateway Administrator
Engage is programmed with mapping of workstations to phones

Verify Live Monitoring, if present

Use Web Client to check that Live Monitoring is operational

Validate Manual SQL Backups




GEDSF;F;T”

Watch customer launch and capture manual SQL backups
14 | Validate Encryption Functionality
Test key import/export process and functionality
15 | Voice Recording Configuration Check (CommSrv)
On Voice Recording Database tab, check SQL settings are correct

On Cache tab, check cache partitioning
—7.1 Security Stans o Engage Recorders

Security scanning of Engage recorders can cause issues with performance and recordings. The process and its

effects must be understood before running security scans on the Engage Recorder.

Security scanning is used to seek out flaws and security risk opportunities (bugs, misconfigurations, lack of

updates, etc) to exploit on a network or host system. Two common types of Security Scanners are:

o Host Security Scanners: Tests for security risks on a single system starting with an authorized account.

o Network Security Scanners: Looks for security risks from one system from another, connected to the same

network.

In normal operation, the Engage Recording Server is actively recording all stations and/or all trunks, all the
time. This steady steam of voice and call event data is collected, sorted and stored within the server' systems.
When the server is being scanned, there is an increase in processing required and overhead-type data unre-
lated to recordings that is flowing in and out of the server which can cause service issues and adversely affect

recordings.

All companies will have different business requirements regarding security scanning, ranging from those that
must scan everyday to those that are not performing scans at all. Regardless of the requirements, follow this

procedure to stop the recording service during scans to minimize recording issues with Engage.

After running security scans on Engage servers:
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Services BE |

Fle Acion View Hep
N EEEE E RS

Services (Local)

Startup Type
U

Syste

Tas
TCP/IP NetBIOS Helper
Telephony. Provides Telephony API (TAPI) support for pro.
TelStrat Centralized Error Server TelStrat Centralized Error Server

TelStrat Engage Alarm Service Provides interface to Engage Alarms.

all Records
Telstrat Engage Configuration Senvice Engage Recorder Configuration Service
Telstrat cs

Telstrat

f TelStrat Call
otificati..

Senviceto read o
TelStrat PCI Key

Provides support for synchronizing objects bet.. Running  Automatic v

\ Extended ) Standard

Stop the TelStrat Voice Recording Service:

1. Logon to the Engage server.

N

Navigate to the Services portion of the Server Manager.
3. Scrolldown the list and find TelStrat Voice Recording Service and right-click on it.
4. Select Stop and note that the Status should change from Running to an empty field.

5. Run the security scans at this time.

Restart the TelStrat Voice Recording Service:

=

After security scanning is completed, get back on the Services window of the Server Manager.

N

Locate the TelStrat Voice Recording Service entry in the list and right-click on it.

w

Click on Start and note the Status change from an empty field to Running.
4. Logon on to the Web Client and verify call recording has resumed.

7.2 Verify Anti-Virus Real Time Scanning Exclusions

Real-time protection, on-access scanning, background guard, resident shield, autoprotect, and other syn-
onyms refer to the automatic protection provided by most antivirus, anti-spyware, and other anti-malware

programs.
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This monitors computer systems for suspicious activity such as computer viruses, spyware, adware, and
other malicious objects in 'real-time’, in other words while data is loaded into the computer's active memory
such as when inserting a CD, opening an email, or browsing the web, or when a file already on the computer is

opened or executed.

The scanning to set the exclusion from is the real time or on-access scanning, such as scanning a file when it is

created or new to the server.
On demand (scheduled) scanning of files when the system is idle or nearly idle would be fine.
It is recommended to exclude the following from real time scanning:

C:\Program files (x86)\TelStrat directory

SQL DB and log file directories

o TelStrat .WAV cache directories

Proxynetworks screen capture cache directories when using screen capture

7.3 Verify Customer's Input Data vs. Customer's Worksheet Data

Check that the customer's deployment data is correctly inserted into the databases, including:

Agent IDs and names of agents.

o VoIP module mappings (show customer how to import/export mappings for backup.

o Ifusing screen capture, verify work station mappings.

If using on demand feature, verify work station mappings.
7.4 Verify VolP Module Configuration Meets Requirements
Verify that the VolP module configuration meets the customer's specifications and needs.

Use the Engage VolPEngine Config Console to configure the platform that the Engage Recording Service will

integrate with.
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oy Engage VolPEngine Config Consaole -
Config  Status

Each vendor's platform has unique elements, settings and configurations to work with Engage properly. Use
the Config menu command to call up the VolP Configuration » CTl Option drop-down menu to select the
vendor's platform for the Engage end of the recording connection. This is an example of a BroadSoft

VolP system deployment.

VolIP Configuration -
SIPREC Server |
CTI Option
SIPREC Server - NamenP [ PPat [
RecodmgBoadlD  [EED D [
CTIS Porl CTIOS Pon2

Wendor r r

Calls To Record r

@ Al Tunk/ntermal Calls € AllTiunk Calls ¢ Calls Selected By DN

More

Port Mapping

[#]_Fecording Channel [N [ Frecord with [ Trunk/Intemal Calls | Mobiity |

No. of LogFiles  [g Config File Location Other Parameters 0K | Cancel

After configuration, check for any obvious issues that may be preventing recording. Usually, these issues can

be traced back to the initial setups and configurations.
Some examples of out-of-specification issues to look for are:

o Too many softphones for an Avaya red installation have been configured.
o Each customer has procured a virtual phone in the Avaya CM for each soft phone configured.

o Check VolPInfo.log making sure there are not unnecessary registrations (ex. soft phone registration fail-

ure events).

o Ensure auto learning is enabled, whenever possible.



é&mﬂf“

7.5 Verify Licenses

Engage Suite 5.1.0 §
Engage Record

e it
- Optimize the Customer Experience
-
-
-

Install
Engage Server, Client, and tools

Other Information
Browse this CD
Visit the TelStrat website

Exit

Copyrigitt® 20082015 TelStrat International Lid. All rights reserved. (z: TERAT

Follow these quick steps to verify licenses:

1. Oncelogged into the Engage JAVA Client, go to Server » License Management

2. The Engage Serial Number will be at the top of the window and a chart will list all the potential licenses that

are available in the Engage system.
3. Double check the number of licenses for each feature against the Engage features that were purchased.
4, Make sure final c2v files are submitted, captured and stored.

7.6 Verify Engage Is Connected

Login to the Engage Web Client to verify that the databases and the recording software are connecting to the

Engage Server.

Go to Web Client » Administration » Setup » Manage Recorders and make sure all Recorder Statuses are

showing Online.

Need to troubleshoot the issue if a Recorder shows offline.

Manage Recorders

B & % X Default Recorder |demos - [ox

New  View Modify Delete

| |Ra(mdzr DT ‘ Recorder Address T ‘ Recorder Status [ | Recorder Version [ ‘ DB Version T ‘Serv\(e Account ‘ ‘
> | demos 192168142175 Online 36143 4120 web20 ‘

=
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7.7 Verify Engage is Recording

1.

2.

3.

4.

Configure a Recording Schedule that includes the phone to test the recording on.
TelStrat installers can also use a third-party call simulation software application.
Make a test call to the phone within the recording schedule.

Open the Web Client and the JAVA Client to see if the call was logged successfully.

If one or both of the clients did not receive the call successfully, contact the TelStrat Support Team.

7.8 Verify Email Alerts are Received

1.

2.

3.

Navigate to Recorder Admin » Email tab and then select the Test Email icon to verify a test email can be

sent.
Verify proper service account and emails are configured to customer satisfaction.

Suggest the use of the ability for SMTP monitoring to the customer.

7.9 Verify Engage Services are Started

1.

From the Windows desktop of the Engage Server, click Start » Settings » Control Panel » Administrative

Tools » Services.
Scroll down to TelStrat Voice Recording Server, if the service is not started select Start.

Also verify that all these services are Started.
e .Net TCP Port Sharing

e SQL Server (InstanceName)

o TelStrat Centralized Error Service

o TelStrat Engage Alarm Service

o TelStrat Engage Annotation Service

« TelStrat Engage Configuration Service
o TelStrat Engage Dashboard Service

o TelStrat Engage Download Service
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o TelStrat Engage Mass Archive Service

o TelStrat Engage Notification Service

o TelStrat Engage Search Service

o TelStrat Engage VolP Configuration Service

o TelStrat SIP ServerTelStrat VolP Engine

Check the version of the Download service:

1. Go to the following sub-directory c:\program files (x86)\telstrat\engage\SOA Services\Download.
2. Right-click properties on the DownloadService.exe application file.
3. Besureto not accidentally check the properties of the DownloadService.exe.xml configuration file.

4. Trace Logs must be Enabled.

M pownloadService Properties E=
' General | Compatibiity | Digital Signatures
Security Details Previous Versions
Property | Value I
Description

File description  Download Service
Type Application

File version 17.0014

Product name  Engage

Product version  3.7.0.14

2013 TelStrat. All rights
Size 29.2KB

Date modified  8/6/2013 418 PM
Language Language MNeutral

Legal trademarks Engage
Original filename  DownloadService exe

Bemave Propertties and Personal Information

| 0K I Cancel Apply
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7.10 Verify SQL Dedication

Verify one of the following:
o SQL Memory enforces a maximum limit if Local SQL.

e SQLis running on a dedicated SQL server with NO other Engage applications.

7.11 Validate Screen Capture Recording

Refer to the SETUP - SCREEN CAPTURE document for details.

7.12 Verify Live Monitoring - if deployed

Live monitoring is the ability to listen to a conversation while it is in session and being recorded.
Use the Web Client Online Help system to determine if Live Monitoring is operating correctly.

Live Monitoring is fully documented in the online WEB CLIENT USER GUIDES.
7.13 Validate Manual SQL Backups

The customer should launch and monitor the completion of a manual backup of the Engage SQL databases to

show that this function operates correctly. Refer to the MAINTENANCE - SQL document for details.
7.14 Validate Encryption Functionality

Test and validate that the Encryption key import/export process and functionality works correctly, if installed.

Refer to the SETUP - ENCRYPTION GUIDE for more details.

7.15 Voice Recording Configuration Check

On the Voice Recording Server Communications Server tool, check the following:

« On the Voice Recording Database tab, check that the SQL Express or SQL settings are correct.

o On the Cache tab, check the Cache partition (one for new installations).
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8.1 Web Client Administration Setup

This section of the installation configures user access for playing back calls and accessing the other WFO fea-

tures of Engage.

8.2 Playback Log

« Recent Calls
o Recent calls fills the page upon user logon. New call recordings will only appear if you select Recent

Calls again.
o Playback a call from IE to verify MP3.
o Delete calls (if user account is enabled). An audit trail record tracks who is deleting which calls.
o Quick filters and clear filter. Quick filters apply only to the subset of calls that are loaded.

o No. (number) of Records defaults to 200. Can be set up to 10,000 but will increase loading time

« Playback Log Grid

o Go over the columns.

o Status: Search for calls with a duration of 5 to 99999 seconds with a recording duration of Oto 0
seconds. If any calls are found, show the Status icon and how it shows the calculated call duration.

Red icons are present for O second records of calls > 5 seconds.
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« Custom Search
o Show a basic time and date search.

o Search by Agent ID.

o Search by extension.

8.3 Active Calls

The Active Calls window can be used to:

o Verify new calls are recording
o Call Status

o Recording Status

o Stream Status

 Video Status

o Live Monitor Audio

o Live Monitor Screen Capture (if purchased)
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8.4 Recorder Administration

The training will include a review of the following tabs of the Web Client:

« Recorder Admin » VolP
o Add/Manage VolP devices.

o Select all VoIP devices from the web client and paste into Excel to keep a record of how the system

was initially configured.

« Recorder Admin » Ports
o Port names are recommended for non-agent call recording.

o Verify any screen capture configuration (workstation mapping).
o Verify ODRC settings if ODRC is in use (workstation mapping, delete option, pause option).

o Select all Ports from the web client and paste into Excel to keep a record of how the system was ini-

tially configured.

o Quality licenses should be applied to ports if all phones taking calls can be evaluated.

« Recorder Admin » Recording Groups
o Recording groups are typically only created for deployments that have complex recording schedules

that need to reference a group of ports, agents, dialed numbers, or mobility users within the record-

ing schedule.
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« Recorder Admin » Recording Schedule
o Verify the recording schedule is set to record all calls or rules are setup as the customer requires.

o Recording Schedule must reference any Gen2 archives.

« Recorder Admin » Archive
o Ifthe customer requires archiving, setup the archives based on customer requirements. Customers

that require different retention policies require an archive per retention duration.

o Does the customer require that calls are deleted from cache after so many days? Verify Server Con-

fig is setup to delete call records and call recordings after so many days.

« Recorder Admin » Service Accounts
o There should be a Live Monitor, and Web Client service account plus default and one or two system

administrators.
o Add a distribution list or individual email destinations for the customer to monitor system events.

o Add the Engage distribution list SystemAlerts @telstrat.com to receive alerts for new installations or

upgrades unless a specific account email address has been created.

« Recorder Admin » Events

o Test Email and verify the customer admin receives the alert. Verify TelStrat receives the email alert.

o Show the events to the customer including the following:

o Server Ready to Receive Calls: This should only happen when expected.

o VolP Disconnected / Connected: This should only happen at system start-up. If this occurs

for unknown reasons it indicates a recording fault.

o VoIP Recording Empty: This alert should be setup in Server Config under Misc. tab to only
generate for calls > 10 seconds. Explain that this alert generates if Engage receives a call that
exceeds 10 seconds but did not create a recording. Search for calls that may have generated

this alert and show the Red icon in the Status column in the Playback Log. Very short calls of
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a few seconds may not have time to setup the call recording and generate false error alerts.

These are filtered out with the Server Config setting.

8.5 Administration

The training will include a review of the following administration tabs of the Web Client:
Admin » Users

o Show the administrator how to Add / Manage User Accounts.

« Ifagents will logon to retrieve their calls, set My Agent ID for any agents.

Admin » User Roles

Go over the User Role Permissions for roles that are in use.

Discuss with the customer which roles should have the following permissions:

« Unrestricted Resources — Which users should be able to playback any call recording? If there are mul-
tiple QA or top level supervisors, then be sure to grant Unrestricted Resources permission to roles

assigned to those users.

« Download Calls — Disable except for a few users
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o Playback URL—Suggest enabling this for most users so they can email URL links to calls which are

secure. These URLs can only be played back by recipients that have access to the customers network.

o Delete Calls —What users if any should have this permission.

Admin » Agents

o Explain that agent names populate based on call records that have an Agent ID.

o Agent names can be added after the call is recorded and they will then appear for next user logon in the

Playback Log

o Agent ID recycling is not supported in this release. The currently provisioned agent name will appear in the

Playback Log
o Set Agent ID to appear in all call records in server config under Misc. tab.

o Evaluation licenses should be applied to agents unless there are too many agents due to multiple shifts

(use Port licenses instead).

Admin » Dialed Numbers

This is typically only required for outsourced contact centers that share agents across multiple projects or cus-
tomers. This can be used so a supervisor might only have rights to playback calls for a pre-defined list of dialed

numbers (incoming numbers) for a particular project or customer.

Admin » Playback Groups

o Playback Groups can contain agents, dialed numbers, mobility users from multiple call recorders. Record-
ing Groups are stored on the recorder and cannot contain resources from multiple recorders. Recording
Groups can be referenced by a recording schedule or for assignment to a user account, but Playback

Groups can only be used for assignments to a user account.

o Agents should be placed into Playback Groups and then assigned to any supervisors that are not granted

the Unrestricted Resources permission.
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o Agent groups are needed for the dashboard to display data by group and to compare agents within a
group.
o Consider creating an “All Agents” group especially if no business users were granted Unrestricted

Resources permission.

Audit Trail

o Show how the audit trail tracks who is playing back, live monitoring, or deleting calls. The call is tracked as

well.

Setup Tab consists of these areas:

Manage Recorders

o View the recorder connection. Show how the web client connects to the recorder using a service account,

and the recorder database location is listed to help find it for SQL backups

Database

o This tab shows the location of the application (web) database

Email Settings

o Review the SMPT server information located here and verify the same information is configured in Server

Config under Email on the recording server.
o Configuring this via the web client will also push the same configuration to Server Config Email tab.
o The web setup SMTP settings are used for emailing calls, evaluations, or reports.

o Server Config email setting is used for emailing system events.

Display Settings
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o Hide ACD Agents: Unchecked by default. Select if this is a non-agent deployment.

o Hide Mobility Users: Un-check only for Cisco UCM deployments if the customer uses extension mobility.

Logoff and logon to the web client to add the Admin > Mobility Users tab

o Hide Find Related Calls : Un-check for Cisco UCM, Avaya ACM, CS 1000, and ShoreTel. Leave set for all oth-

ers. If un-checking, then logoff and logon again so Tracking ID is available as an available column.
o Configure Default Playback View and explain that each role can be set as well.
o Un-select port names or move to the right past agent name

o Typical recommended setup is for a contact center:
o Date

o Start Time

o End Time

o Recording Duration
o Direction

o CLID

o Dialed Number
o Direction

o Agent First

o Agent Last

o AgentlID

o Remarkl

o Remark2

o Recording Status

o Remove any unused columns such as encryption, screen capture, or archive status.
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o Users will not be updated unless they select Restore Default View from Playback Log settings.

Playback URL Settings

o Verify Enable URL Playback is enabled

Local Password Security

o Configure with the customer if users will be using local authentication

Application Settings

o Review the inactivity timer & web content storage folder

8.6 SQL Backups

Discuss SQL backups with the administrator.

o Willthe customer be setting up a periodic SQL backup?

« Key databases to backup include Config, SRecordingCache, and Engage.

8.7 Support

. Software Updates
o Service affecting issues are typically resolved in a patch upon request.

o Periodic maintenance releases are released every 2-3 months as needed to roll-up patches into a

single release.

« Parature Ticket Process
o Administrator training by the trainer will cover the Parature ticket process.

o Until the administrator training is provided, any issues found are managed through the installation

ticket or new tickets are created by the software provider.
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9 Monitoring

Once the installation is complete, the monitoring phase begins. The installation team will proactively monitor
the system for five (5) business days. During this time, the system events will be monitored based on email

alerts as well as periodic event retrieval.

If unattended access is provided, the system will be checked for call recording failures by running a search for

calls longer than 5 seconds that have a 0 second recording duration.
Tasks performed during the monitoring phase include:

Proactive Monitoring and Cleanup with exit criteria:

o Five (5) days clean of unexpected Recorder Admin » Events.

e No unexplained zero (0) second recordings for call >10 seconds in duration.

Event Monitoring:
o Create a user account with the installer or auditor's name.

Installer will add SYSTEMALERTS@TELSTRAT.COM to receive events alerts.

o Run test email and verify we receive the alert.
o Monitor Recorder Admin > Events daily and make sure we are receiving email alerts for all events.

Acknowledge alarms and put notes in the alarm about root cause.

« Verify that Mass Archive delivery path is setup via Recorder Admin » Archive.

Proactive Call Recording Warning Search for five (5) days.

o Run customer search for call duration five (5) to 99999 seconds with recording duration zero (0) to zero

(0) seconds for today and yesterday or since new installation or the last time checked.

o Resolve all RED status icons.

Mass Archive: On successive days after initial Engage startup:
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o Double check the calls are being archived via MAG 2.

Access the web client and go to Recorder Admin » Archive » View

o Check that the storage location status is OK.

o Verify there are no issues withared ! .

dferris

Upon completion of the monitoring phase of the installation, the install team should remove their email
addresses from the customer's system. The systemalerts@TelStrat.com email address will need to be

removed from the customer's system, as well.
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10 Troubleshooting

During the effort to install and configure an Engage Voice Recorder to a vendor's platform, there will be issues
that arise. This section contains common troubleshooting issues and recommended fix actions to keep the

installation moving.

10.1 Web Server (IIS)

If a user attempts to access the web server and the logon screen does not appear, additional details may be

available by logging onto the web server and accessing the web URL directly from the web server itself.
More details are generally provided when accessing the web client from the web server.

This section details common Web Server - Application Server problems and how to troubleshoot them.

10.2 Setting Verbose Web Logs

To get more detail in the log commentary (also known as verbose web logs), change this field value in the

web.config file of the web site.

Enable verbose web logs by modifying the web.config file level value setting from ERROR to ALL. This file is loc-

ated in the web site virtual directory.

Web.config is the main settings and configuration file for an ASP.NET web application. The file is a XML doc-
ument that defines configuration information regarding the web application. This file stores the information
about how the web application will act. The web.config file contains information that controls module loading,
security configuration, session state configuration, and application language and compilation settings. Web.-

config files can also contain application specific items such as logging traits.

Warning: Be very careful to note what is changed in this file. Make a copy of this file for reference, if needed,

by using the Save web.config as... file menu command.
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1. Onthe web server, navigate to this location: C:\inetpub\wwwroot\Engage, scroll down to the bottom of

the list and look for the web (also known as web.config) XML Configuration file.

Computer ~ Local Disk (C; 23 [ search engage
Orgarize v A Open v Newfolder -
2l hame - Date modfied [ 1vee |52 |
B Ubraries ; o
5 bormets in 6/S/20157:38 A Fie Folder
& Hsic Clenttin G/S20157:37 AW Fie Folder
] Petures ComDls G/SI20157:38 AW Fle Folder
B8 videos Content. &/5/2015 7:38 AW File Folder
DBSeripts G/S/20I57:3BAM  FieFolder
7% Computer
, Evaluation 6/18(20159:49 AW Flle Folcer
14 Local Disk ()
Help G/S/0I5 73 AN FleFolder
BareTail
Engagetedia HSPBranding 6/S/Z0I57:37 M FlleFolder
G5MRecordings Inages 6/S/IS 73 AM  Flefolder
Expotmp Logs 6/18(2015 10:50 AM  Flle Folder
IExplmp NewDBStripts 6/S/Z0157:37 A File Folder
B netpu RecorderDBScripts 6/S/Z0157:37 A File Folder
AdminSerpts
Recording 6/1820159:43 AN File Folder
asterr
Hstory Reports 6/S/Z0157:37 A File Folder
logs Seripts 6/SiZ0157:38AM  Fi folder
temp Services 6/SiZ0157:38AM  Fi folder
B wmaroot wils 6/siz0i57:amAM  Flefalder
1L aspnet_dlent Wews 6/siz0i57:amAM  Flefalder
B system_weh | ELearningContentUpioad ashx 2rfe0isSiszPM  ASHR Fie 4
) Glbal asax 2zrf0isSISLPM  ASAR Fie 1e
) Raduuploadandier ashix 2rf0is SISLPM  ASHR Fie 4
elstratIntegratedsecurly Siveright 2i27(2015 5152 P Jcript Script Fle a8

PerfLogs
Program Files
Program Files (x66]
RecordingCache

ual Studio Tools for Appli
Fle Edt Vew Debug XML Toos Window Help

AEE-Ed| % 2@
web.config*

=2(9-0-|) nm

</connectionStrings>
<i--Begin:: Log Settings using LogdNet dll —->
<loganst>
<appender nane="RollingF: P der.RollingF >
<file valus="Logs\TelstratiC.log” />
<appendToFile value=rcrue” />
<rollingStyle value=rSize" />
<waxSizeRollBackups value="z" />
<wax imuFileSize value="2SOMB" />
<staticLogFileName value="true” />
<layout type="logdnet.Layout.Patternlayout’>
<conversionPattern value="idate [+thread] i-Slevel :logger [%property(NDC)] - $messagetnewline” />
</ layout>
</appender>
<logger name="File">
<1--OFF, FATAL, ERROR, VARN, INFO, DEBUG, VERBOSE, TRACE, ALL-->
<level value="ERROR" /
<appender-ref ref="RollingFileAppender” />
</logger>
</ loganet>
End:: Log Settings using LogdNet dll-->
<system.veb.extensions>
<seripting>
<vebServices>

<jsonSerialization maxJsonlength="21474836477/>
</uebServices>

ripting>

em. veb. extensionss=->

wailSettings>
<sutp del e ">
<netuork defaultCredentials="ctrus” host="" port="2S" userlawe="" passuord=""/>
</emtp>
</mailsettings>

</systen.nets-->
<systen.net>
<settings>

checkcer 1em st=nzalser />
</settings>

</system.net>

<systen. ueb>

3. Scrolldown the file and locate the XML file comment line: </--Begin:: Log Settings using Log4Net dll -->
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L </connsctionstringss

<!--Begin:: Log Settings using Logdlet dll -->
<loganet>
&  <appender name="RollingF type="logénet . Appender.RollingFi ">
<file value="Logs\Telstratic.log” />
<appendToFile valus="crue” />
<rollingstyle value="si
<waxSizeRollBackups value=rz" />
<waximuFileSize value="zZSONBY />
<staticLogFileNeame value=rtruer />
<layout type="logdnet.Layout.PatternLayout”>
<conversionPattern value="idate [sthread] %-Slevel %logger [+property(NDC}] - *messagetnevline” />
</layoue>
</appender>
£ <logger name="Filer>
<!1--OFF, FATAL, ERROR, WARN, INFO, DEEUG, VEREOSE, TRACE, ALL-->
<level value="ERROR" />
<appender-ref ref="RollingFilehppender” />
</ logger>
</ loganet>
<

g Logdlet dll-->

4, Locatetheline <logger name="File" />

<logger name="File":>
<!-—OFF, FATAL, ERROR, WARN, INFO, DEEUG, VERECSE, TRACE, ALL--3>
<level walus="ERROR" />

5. Locate the line <level value ="ERROR" />, highlight "ERROR" and change the value to "ALL" .

<loganet>
1 <appender name
<file val

"Rol1ingFilekppender” type=rlogdnet.hppender.RollingFileAppender™>
6gs\ TelstraciC. logh />

<appendToFile value="true”
<rollingStyle value=
<maxFizeRollBackups
<me imFilesize value:
<staticlogFilelame value="true />

1 <layout type="logdnet.Layout.Patternlayout”>
<conversionPattern value="idate [tthread] %-Slevel *logger [*property{NDC}] - ‘messagetnewline" />
</ Layour>
</appender>
1 <logger meme=rFilems

<I—-OFF, FATAL, EEROR, VAR, INFO, DEEUG, VERBGHE, TRAGE, ALL—>
<mved valuestaLi />
<appender-ref ref="RollingFileAppender” />
</ tosger>
</ logénety
<i—-Euai: Log Settings using Logaet alle->

6. Under the File menu, click theSave web.config command to save the change.



| 2% web.config - Microsoft Yisual Studio Toc

| File | Edit ‘Vieww Debog  #ML Tools !

2 MewProject..  ctn [ | SL

Open Project,..  Crrl4+O

G &

Open File. .. guratic

l oadlers

o=e rochiwve!

j Close Project icatio:
el Save web.config  Ctrl+S pLvicel
hZerwic

Save web,config As. .. CordDat

Save all Chrl+Shift+5 a0

Export Template, ..
= cont:
] | Page Setup... Type="1
4 Print... Crlep  FROD A
=="htty

Exit = wmlt
Jﬂ <EncryptionMethe

<EeyInfo xmlns='

7. Exitthe program.

10.3 Web Server Upgrade Failure - Rolling Back Action
Symptom: Web client instance fails to install — Rolling Back Action
Cause: An issue has been observed during some web server upgrades. During the installation of the web client

instance, the software indicates “Rolling Back Action” and then the installation fails. The following work

around can be applied:

NOTE: This was discovered on a Server 2012 R2 machine so it is possible that the file could be in a different loc-

ation for other OS.

Solution: Or the WORKAROUND:
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The solution is to manipulate some file content as follows:

1. Locate the applicationhost.config file. This should be found in the folder C:\win-

dows\system32\inetsrv\config folder.

+ o] [y

2. Edit the applicationhost.config file. Find the section for Engage (the virtual directory that you are not able to install) and carefully
remove it from the file. It should look like this:

<location path="Default Web Site/Engage">
<system.webServer>

<handlers accessPolicy="Read, Script" />
<security>

<authentication>

<windowsAuthentication enabled="false" />

<anonymousAuthentication enabled="true" />

<mimeMap fileExtension=".xbap" mimeType="application/x-ms-xbap" />
</staticContent>
</system.webServer>

</location>
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3. Usethe File menu to Save the changed file.

4. Restart the lIS by navigating to the /IS Manager » servername » Manage Website and clicking on

Restart.

w |@ » TECHPUB2012 » Sites b Default\Web Site »

File View Help

=TT “ Default Web Si
'Qa Start Page e <
A-aa TECHPUB2012 (TECHPUB2012\Administrator) i} 1
@ Application Pools ASP.NET
4[] Sites = @ [
g ED | Ex Io‘re g =
L NET NET NI
Edit Permissions.., Authorizat.. Compilation f
[ Add Application... s
& Add Virtual Directory... s E
Edit Bindings.. Authentic... cal Con
Manage Website b | 2 Restart
3 Refresh b Start
XK Remove @ Stop
Rename [& Browse
[ZZ Switch to Content View Advanced Settings...

5. Install the Web Client software again using "Engage" as the virtual directory.

agle0414 Copyright © 2016, TelStrat International, Ltd. 211
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10 HTTP Error 500 Web Client Timeout

Symptom: When the Engage web server encounters an unexpected condition that prevents it from fulfilling
the request by the web client for access to the requested URL, the web client can time-out and/or produce
HTTP Error 500s.

Possible Cause: HTTP Error 500s are 'catch-all' errors generated by the web server indicating something has

gone wrong, but the server can not be more specific about the error condition in its response to the client.

Solution: The Engage Web Client web.config file will need a change to be implemented on the "HostName"

default value.
To make the change, do the following steps:

1. Ontheserver, open the Notepad program as an administrator.
2. Onthedrop-down menu in the lower right-hand corner, change Text Documents (.txt) to All Files .

3. Open the web.config file located on the web server by going to c:\inetpub\wwwroot\<database>\web,

which is the XML configuration file for the web client.

4. Click on the Edit menu command to get the pop-up menu, click Find to get the Find window and enter

HostName to locate the specific line of code to change in the add key= list.

3 S ) web - Notepad o T=Tel=T

nnnnn

5. Inthe web.config XML file, the code string to work with is <add key="HostName" value="" />.

"

6. Highlight the two quote marks ("") in the string (ex. <add key="HostName" value=""/>).



web - Notepad [=T=hE|

oding="ut?-8"7>

‘Loginet” type="logdnet. Conflg. LogAletConfigurationSect ontandler, logénet” />

2015 Telstrat International Ltd." />

e

7. Enterlocalhost in between the quote marks (ex. <add key="HostName" value="localhost" />)

g web - Notepad 8o |

/>
2015 Telstrat Tnternational Ltd.” />
e=" [TelStratIntegratedsecurity/Default. aspx” />

8. Onthe Notepad's File menu, click Save to save this change in the file.
9. Close thefile.

10. From the Start menu, open a Command Prompt window and enter the command //RESET. This will restart

the IIS server so that the new value will be used.

This specific change will to be a default condition in future releases of Engage.

10.4 HTTP Error 503 The service is unavailable

The 503 Service Unavailable error is an HTTP status code that means the web site's server is simply not avail-
able right now.

Symptom: This error code has been seen when the Engage Application Pool under IIS is not started.
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L Sennce Unavalable = .."-.

- G N [ docdz Engage/
|

| Service Unavailable

|
HTTP Emror 503. The service 15 unavailable

Solution:

1. Logon tothe web server and open the IIS Manager tool.

"k Intemet Information Services (115) Manager
@;, | 3 » pocse » Appkcamn Pooks

Fie  View Hep
_ Gy Applcaton Pooks
‘ This page bets you 3 wor
@fferent appications.

Fiter: = (50 - Gashowal |Growpby: Mo Groupg

Tntegrated ApplcaticnPacliden... 0
IASPIET¥4.0CL, Stated w0 Classic AppkcsticnPaollden...
DClassic NETRpp... Stated w0 Classic ApphcationPocllden... 0
I DefadfppPool Stated w40 Integrated ApphcaticrPoolden... 1

EngagehppPools.] Stopped w0 integrated HetworkSerice 2

2. Expand (+) the server connections, click on Application Pools and look for EngageAppPool3.7 and its

@) (2 oo » sgpatenroos EEEICE
Fo vey b
Application Pools Py
@117 18 9 3 woscsnron
G st o Aplcaion ool Defauts.
59 @ v
23 honkatin o o
a1 st Fier: B 805 - Eistonal | Goupbyi o croung g Onine o
e = Er dros..
DAPAETO  Sated g Iegatea
aPAETwA0q. Smed i Qi
Dcssc aeTion.. sansd a0 Qo
swted o Itegated
Sked i iegsied
il il
-~ Tcatvon
Reaty o,

3. Ifitis Stopped, right-click on the pool line entry to get the pop-up menu and click Start.

4. ClosethellS Services Manager.

agle0414 Copyright © 2016, TelStrat International, Ltd.
All rights reserved.
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10.5 Troubleshoot (405) Method Not Allowed Issue

(405) Method Not Allowed may be resolved by adding HTTP Activation to the Application Server role on Win-

dows Server 2012 under Windows Process Activation Service Support.
Refer to adding the Application Server role for Server 2012 procedure.

Verify all required application role selections are made as shown.

= Remove Roles and Features Wizard - (=[]

DESTINATION SERVER
DEMIOS corpteistrat com

Remove server roles

To remave one or more installed roles from the selected server, clear their check boxes.

Befora You Begin

Server Selection Roles Description
Actve Directory Riahte Manaaement Services (Na]#|  HTTP Activation supports process

Features - . N activation via HTTP, Applications
4 [B) Application Server that use HTTP Activation can start

and stop dynamically in respanse to
wierk items that arrive over the
netwerk via HTTP.

b pport (Not installed;
4 [8) Windows Pracess Activation Service Support
g

<Previous | | Next> Remove Cancel

10.6 Web Server upgrade fails if Application Server Role not Enabled

Symptom: During the installation process, the setup program execution encounters a problem and the fol-

lowing message may be displayed:
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{& TelStrat 4.2.2.11 Setup =]

There is a problem with this Windows Installer package.

l & program run as park of the setup did not finish as
expected, Contact your support personnel or package
vendor,

Possible Cause: Receiving this problem message could indicate that the Application Server role was not

enabled during the Web Server installation process.
Solution:

1. Click OK which will stop the installation process.
2. Gotothe Server Manager tool of the Web Server.
3. Check that the status of the Application Server role is Enabled on the web server.

4. Ifnot, Enable the Application Server role by using the steps in the Web Server section of this guide.

= Add Roles and Features Wizard

Select server roles

Befor Select one or more roles to install on the selected server.

Roles

[ Active Directory Rights Management Services

PRIC A ppiication Server (5 of 11 installed
M NET Framework 4.5 (Installed

[ COM+ Network Access
[ pistributed Transactions
[ TCP Port Sharing (nstalled
[ Web Server (IS) Support.
4 8] Windows Process Activation Senvice Support (3

[] DHCP Server
[J DNS Server

< w >

< Previous | | Next> Cancel

This has been known to resolve this issue. Once enabled, continue with the installation
10.7 Troubleshoot "Not connected to Database" Errors

If the statement "Not connected to Database" appears in the Web Client's Logon Dialog box, this indicates the

account being used may not be properly configured. Perform these steps to troubleshoot the issue:



User 10 )

Logon Dialog oo [ )

[ Windows Integrated Logon

Not connected to Database

1. Confirm that the <domain\servername$> is currently attempting to access the SQL Instance. On the
recorder server:

a. Goto Start » SQL xxxx Server Management Studio and login.

b. On the Object Explorer window, scroll down the list to Management » SQL Server Logs » Current -

mm/dd/yyyy.

c. Usethe Search button to get the Search window and search the Current log for domain\server-

names for logs with the $ symbol (ex. tsi\techpub20125).

@ Log File Viewer - TECHPUB2012\ENCACHEX =[0] x
o 25 Losd Log & Eport [Z]Refresh 7 Fiter .. % Search... (1] stop 3 Help
[FiCument -2/17/2016 100400 A | L29ie summasy: Nofherapled
[ #1- 27102016 52600 A e © Souoe Nessage
Clactve 2 g A Serer i aocaton o
e - 1212006 2570070 W Sever o
Dlachive 241212016 $3200AM | [ 2102016925414 Sever  Thainstanceof SQL 19202
Clichive #5- 8 o
DlArchive #6- 1/20/2016 10:19:00 A
0L Semer fgort U 2102069253940 Sever  Defeutcolaton: SQL. Lt Genera CP1_CLAS kus_engish 1039
@ CJ0tabase st g A Sever
 CWrdows NT d Server ¢ RAN.
@ Sever 5L
U 210201692538 AM  Server  SOL Serverdetected T sockets wh 4 coespersockel and 4 logial precessor ersocke, 4ol lgical e
d A Sever <+ ENCACHEX
20206925370 Server 4 L SeverissaL
{20016 953TAM ) Server TSINTECHPUB20125"
d A CProgan s
210201692537 A
. 0 S| @ 0aeszssan e Vi Viware, -, Sytem Medel Viware Ve Pifom
= U 210200692537 A0
oo met U 210201652537 40 P e
U 2I020692507AN  Server ) Mirsck Caporstion
271772016 101540 21020692507 AN Sever  UTC adhstnert 600
— O 2102069253740 Sever  Merosoh SQL Server 2014 - 12042130 (64 92015 120516 Copyrgh ) oot Coportn |
Vi erotings <
’ Soidon s Searcn
Progress g §0L Sover Corert 2| Searchir fetechob20i2s
@ O e . I
Hesssge ¥ Search Message cobm orly

d. When finished, close the log file and Exit out of the SQL Server xxxx Management Studio.

2. When the <domain\servername$> attempts are confirmed by the SQL log search, update the web server's
Local Administration Group with the Windows Account attempting to authenticate with SQL.

a. Open the Server Manager » Computer Management » Local Users and Groups » Groups.

b. ADD the Windows account that is to be used by the web client to the Administrators Group.
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3. Check the IIS Manager configuration.

a. Goto IS Manager » <servername> » Application Pools.

3+ TECHPRDI2 + Appicaton oot

View ey
Application Pools
CHEIENC 93 op & Aa appication ool
G Start Page Set Application Pool Defauls.
"D ApphetionPock] G sppicsions. 5
blal Sites -
Fiter % Go - GShowAll | Group by: No Grouping - - sop
[ Saus  NETCLAV.. MaragedPipdin... | ity T || Reoe
Nerizo St 20 etes Aoplcstionpoolit.. 0
ONTaoCksc  swie 20 Gemic Soplcstionpooli.. 0
T s Suted 0 tegted Applestiopoold. 0
ONTWsChsic  Sund 0 i Spplaionbeald. 0
Chasic NET ool Stansd 120 Classic hoplcatiopooli.. 0
Oocouggborl  Sates 0 itegoted Aoplcstiopooli.. 1
Derouochoppood?  Soted 0 ltegted Newtbne 6
Cartent i
Revty @

b. Highlight EngageAppPoolx.x and right-click to get the pop-up menu and select Advanced Settings.

2+ TEGHPRD2 +_Appication oot

Fle view Hep

@) Application Pools 3 st sopcinton

W strage St Applcation oot Defaks..
P -
2 AppcatonPocs s spcsons >
b8 Sites o
ke - % Go -y Show Al | Groupby: No Grouping - . o
MName B Status NETCLRV... Managed Pipeline... Identity || @ Reyde
Ner 120 Suted 120 Integrted Aoplstonpool.. 0 || it pplation
NET\20CK  Sted 120 Agplcsonpooli 0| ] acc Stings.
Ner a3 Suned w40 soptcatonpoohd. 0 || recycing.
INTwsCasc  Sates 0 0 || aduanceaetngs
2 Closic T ppppool  Sated 120 o || e
E L 1% Remore
= :“V e View Applications
PR — o
> S
. s
2 Ree
5 Bascsaungs
Recyeing
Adancesseng.
Rerame
X emove
View Appicstons
. @ vor — 5
Festures view | CoentView)
ety &
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c. Scroll down the list to Process Model and note the /dentity field. The field may be updated to
reflect the Windows Account just added into the Local Admin Group or it may indicate Network Ser-

vice. Read the definition at the bottom of the window for more details about Identity.

Advanced Settings _

Limit (percent) ] ~
Limit Action MNoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False

Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model

Generate Process Model Event L

Identity NetworkService |Z|
Idle Time-out (minutes) 20

Idle Time-out Action Terminate

Load User Profile False

Mazxirmum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 30

Ping Pericd (seconds) 30

Shutdown Time Limit (seconds) 90

Startup Time Limit (seconds) a0
4 Process Orphaning v
Identity
[identity Type, username, password] Configures the application pool to run

as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

oK | | Cancel

4. Add the Windows Account into the SQL Instance and assign the necessary Server Roles and User Map-

pings. Use the CReATE SOL ACCOUNT FOR ENGAGE FOR WINDOWS AUTHENTICATION.HTM topic in this guide for

details.
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g Login - New == -
Selectapage ; g
o S seit + [ Helo
2 Server Roles
2 User Mapping Login name: [ts\hems] | [ search.
2 Securables
B e Windows authentication
© SQL Server authertication
O Mapped to cetficate
O Mapped to asymmetric key
Connedi [[] Map to Credential
Server: Mapped Cradantials Credential Provider
TECHPUB2012\ENCACHEX
Connection;
37 View connedtion propeties
Progress
Ready Defaut database: [master v]
Defaut language: [<aefaut> v]

5. Reload the Web Client and confirm that the "Not connected to Database" warning is gone.

enga

10.8 Recorder Version is Blank in the Manage Recorders window
Symptom:

When adding the connection to the recorder, the displayed recorder version is blank.

Cause:

This indicates an issue with the Engage SDK, which is used by the web server to connect to the recorder.

Manage Recorders

0 & % X

S Default Recorder | Telstrat - [ox]
New  View Modify Delete

Recorder|D [ Recorder Address " | Recorderstatus [ f’Recorder version I )\pBVersion " | Service Account
Telstrat doca1 Online f121 ‘webadmin
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Solution:

This condition can be resolved by registering these two interface files on the web server:

e« CommSrvApiSrv.exe

o CommSrvApi.dll

1. Logon to the server. From the Start menu, go to This PC and navigate to c:\inet-

pub\wwwroot\Engage\bin. The files are located in the virtual directory \bin folder.

Imn-l bin
home shae ien
© - T‘ » ThisPC » Local Disk (C) » inetpub » wwwroot » Engage » bin »
X Favorites Name Date modified Type Size
B Desktop ar-sa File folder
18 Downloads a3 File folder
£ Recent places | fr-CA File folder
ja-P File folder
8 This PC pt-BR File folder

% Antlr3.Runtime.dll
€ Network 1] CommSrvAPLdll
|%] CommsrvApiHelper.dil

M Application extens 104K8
Application etens.. 813KB

PM  Application extens 179K8
[ CommsrvAPIProxy.dil

[&] CommSrvAPISH:

%) DocumentFormat.OpenXmldil
[ DomainbTO il

[ DomainDTO pdb

2 DotNetpenAuth. Aspet.di
[ DotNetOpenAuth.AspNet

%) DotNetOpenAuth.Coredll

PM  Application extens 1.207KB
Application 789K8
Application extens.. S111KB
Application extens.. 266KB
PDB File 4350K8

M Application ens.. 214K8

2. Manually search for and delete all copies of these files except the ones located at the web server folder.
You can then register the files as follows:

a. OpenaCommand Prompt and select Run as an administrator.

c. Atthe Administrator Command prompt:

o Enter cd c:\ to change the directory to the c: drive.
o Enter cd inetpub\wwwroot\engage\bin
o Enter CommSrvApiSrv.exe /regserver

o Enter regsvr32 commsrvapi.dll
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d. Theresponse should be:

= Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96801
[{c> 2013 Microsoft Corporation. All rights reserved.

s\Windoushsystem32ded civ
:3>cd inetpubNimmrootsengagesbin
\inetpubNwimroot\Engage\hin>ConmSrvApiSrv.exe /regserver
\inetpubNwimroot\Engageshindregsvrd2 comnsrvapi.dll

NinetpubSwuwroot\Engage\hin)>

RegSvr32

0 Dl inc pi.cll su

If you receive the following error message, it may be due to not running the command prompt as an admin-

istrator. Close the command prompt then repeat the above steps.

Ther modhuse: “commmsrvapil.dF wrs loaded bt bhe cal bo
DR egkshar Server Faded with error ode OroS0000005.

For imcee information sbouk this problem, ssesch orline using
Eh vroe Cocle 8 i seanch B,
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10 HTTP Error 500 Web Client Timeout

Symptom: When the Engage web server encounters an unexpected condition that prevents it from fulfilling
the request by the web client for access to the requested URL, the web client can time-out and/or produce
HTTP Error 500s.

Possible Cause: HTTP Error 500s are 'catch-all' errors generated by the web server indicating something has

gone wrong, but the server can not be more specific about the error condition in its response to the client.

Solution: The Engage Web Client web.config file will need a change to be implemented on the "HostName"

default value.
To make the change, do the following steps:

1. Ontheserver, open the Notepad program as an administrator.
2. Onthedrop-down menu in the lower right-hand corner, change Text Documents (.txt) to All Files .

3. Open the web.config file located on the web server by going to c:\inetpub\wwwroot\<database>\web,

which is the XML configuration file for the web client.

4. Click on the Edit menu command to get the pop-up menu, click Find to get the Find window and enter

HostName to locate the specific line of code to change in the add key= list.

3 S ) web - Notepad o T=Tel=T

nnnnn

5. Inthe web.config XML file, the code string to work with is <add key="HostName" value="" />.

"

6. Highlight the two quote marks ("") in the string (ex. <add key="HostName" value=""/>).



web - Notepad [=T=hE|

2015 Telstrat International Ltd." />

e

7. Enterlocalhost in between the quote marks (ex. <add key="HostName" value="localhost" />)

web - Notepad 8o |

/>
2015 Telstrat Tnternational Ltd.” />
ue=" TelStratIntegratedSecurity /Default.aspx” />

8. Onthe Notepad's File menu, click Save to save this change in the file.

9. Close the file.

10. From the Start menu, open a Command Prompt window and enter the command //RESET. This will restart

the IIS server so that the new value will be used.

This specific change will to be a default condition in future releases of Engage.
10.9 Troubleshoot "Engage Record Server Not Found" errors

The Engage JAVA client is an essential tool for configuring the Engage Voice Recorder. There may be times
when an error occurs that requires troubleshooting to isolate an issue that affects the JAVA client. The

troubleshooting occurs on the Engage server where an error message may appear:

Server Error E

Engage Server 'PRODMEMT43 not Found.
Check Server Mame or Mebwork Connection,
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If the Engage JAVA client cannot logon to the Engage Record server, open the Tmplnfo.log file located at
C:\Program Files (x86)\TelStrat\Engage\Logs to look at what step has failed. The log file often times can be

used to pinpoint the failure.

< omputer - Local Disk (Ci) ~ Program Files (x3 - &) [[Searchiogs
Organize v |Open + Print  Newfolder
Intemet Explorer 2l name - Dete madfied Tvee [ES (=
tava T o T TETZATe Tr3TP— Test Dociimert TG
Microsoft ASP.NET | CommsryConfglicenseManager 201406192...  6/18/2014 131 P Text Document 184 KB
Microsoft Offce | CommsryCorfglicenseManager 201406192...  6/18/2014 131PM  Text Document 184 KB
mierosoft Sks | CommsryCorfglicenseManager 201406192...  6/18/2014 131PM  Text Document 184 KB
Microsoft Sveright
CommrvConfiglicenseManager 201406192...  6/18/2014 131 P Text Document 18448
Mrossft 5L server =
Mierosoft 501 server Compar | L_| ComMStvConfaicenseManager. Z01406152... /112014 191 P Text Documen 184 KB
Microsoft Synchrorization Se || CommSrvCorfiglicenseManager 201406192 .. 6/18/2014 131PM  Text Document 184 KB
Microsoftvisua Studo 8.0 | CommsryCorfglicenseManager 201406192...  6/18/2014 131 P Text Document 184 KB
Hicrosoft HET | CommsryConfglicenseManager 201406192...  6/18/2014 131 P Text Document 184 KB
Mozl Frefox | CommsryCorfglicenseManager 201406192...  6/18/2014 131PM  Text Document 184 KB
Mozila Mainkenance Service
oo | commsryConfigticenseianager S/25/2015 744 P Text Document 1315 KB
T | CommryCorfglicenseManager-CriicalError  S25/2015 744 P Text Document ETS
Reference Assembles L Text Document 10241 k8
Telstrat | Commrticensetanager S/26/2015 11:07 AN Text Document 6557 kB
Engage | commrticensetanager-Cricak-Eror S/26/2015 11:07 AN Text Document 2018
Contralzederrorsry ) cPcient Sisjz0ue 442PM Fle 08
CommsrErrerReports | ek 512202015 846 AM Text Document 7%
Drtversaz
oot | customerEsperiencelnfo S25/2015 11:56 M Text Document S4B
g | ExportEngineserviceLog S/22/2015 602 AW Text Document 218
Logs [ Lark 52612015 1:11 AN Text Document 2,797 k8
Lookuplist | Lcensecheckinfo S/2B/2015 520 AN Text Document sike
PacketCaptureDriver [ Lostrrfo 512202015 846 AM Text Document 6xe
RecordkinFie | Medalndeserinfa SIZ2IZ015 B4 AN Text Document 1018
Repliation service
" Mectalndexearchinfo 5/22/2015 846 AM Text Document ske
SueenCapture =
P | Medtainfo S/25/2015503PM  Text Document T
Smpigent | sueencapinfo S/ZI/Z0IS 626 AW Text Document s
508 Services: | secpatairfo 512202015 846 AM Text Document 12x8
. | secpramfo 512202015 846 AM Text Document TS
VOIPEngine | systnfo 5282015 11:11 AW Text Document. 7,566 KB
Search Service
1
Teltrat Dashboard Service
Tohtret oy Doomd | L UOPITT0 S/27/2015 10:46 AN Text Document 1248
Telstrat Recuring Reports || UDPRelayServerlMinfo 512202015 846 AM Text Document ske
Telstrat Web Config Servic | || VoiceServertinfo S/Z5/2015 11:56 M Text Document =6
Trplnfo  Date modfied: SIZ8/2015 10:41 AN Dake creakeds S(29/2014 441 P
Text Document Size: 5.10 M5

There are four tmpinfo.log messages to look for and respond to. They are:

Tmplnfo.log message showing InitLicenses() Failed

o Tmplinfo.log message showing SQL Connection Error 80043c9d

Tmplnfo.log message showing SQL Connection Error 80040000

Tmplnfo.log message showing Database ‘Config’ could NOT be created

There is one Licensing Dongle issue that can cause the Engage Server Not Found error.
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10.9.1 Tmpinfo.log shows InitLicenses() Failed

Symptom: The Tmpinfo.log shows the following error can occur if the installer did not configure Engage to use

the software licenses or if the license key is invalid.

ILicenseManager::InitLicenses() Failed with error code 1! 12/06/14 14:08:18

InitLicenseManager Failed - Will Retry in 30 second. 12/06/14 14:08:18

Cause: Engage may not be configured to use software licenses, the software license key may be invalid, or the

Sentinel service is not running properly and CommSrv is unable to reach it.
Possible Solutions:

Check the License Tab in CommSrv

1. Open the Server Configuration (CommSrv) tool and go to Licenses tab. Verify Use Soft License is selec-

C ications Server Confil .
Emal | Voice Recoming Databsse | Cache | Secuity | SoftPhone4CETrcking | ScreenCaptwe | Custer |
o Montor Voice Anabics License
License Configuration
" Use Dongle
& Use Soft License
Generste Fingerprnt Aoply Liosnse Key
oK Cancel Help

Check Services for Running Status

1. Open theServices tool on the recording server and verify the Sentinel LDK License Manager service is run-

ning.
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File Acion View Help
9| [

Services (Locd | Name

]

Remote Registry

Services

Description
Enables remote users to modify .

Status

Startup Type.
Automtic (Trigger St.

LogOn Az -
Local Service:

Softuare Protection

Enables the download, nstalltio,
Allows adminiataters o remotely

Automatic (DelayedS.
Manual

Resultant St of Policy Provider Provides 2 network senice thatpr. Manual ol System
Routing and Remote Access Offers outing sevice o busines Disabied Local System
RPC Endpoint Mapper Resolves RPC interfaces dentifier.. Running  Automatic Network Senice
Secondary Logon Enables stating processes under Manual Local System
Secure Socket o the Secures. Manual Local Senvice
Security Accounts Manager The startup oftis sevice Running _ Automatic LocalSystem
el LDK Licenze Mansa s licenses secured by Sen.._Runring _ Automat Local Syste
Servr Supportsfile, prnt, and named-pi.. Runring  Automtic Locsl Syztem =
Shell Hardare Detection Provides notifications for AutoPla.. Runring  Automtic Locsl System
Smart Card Manages access tosmart cads e Disabied Local envice
Smart Card Device Enumeation Senvice Running Triggertert)  Loca System
Smart Card Removal Polcy Allows thesystem to be confgur. Manual Local System
SNVP Trap Receives rop messoges geneate Manual Local Senvice

Network Senvice
Local Svtery

Snecial Adminiatration Cansale Heloer

Edended ), Standerd

2. Restart the Sentinel LDK License Manager by right-clicking on the service name to get the pop-up menu

and then click Stop then Start.

Check the Sentinel LDK Installation

1. Ifthisis a new installation and it has never been started, try re-running the haspdinst.exe file. Use the

default settings. From Start » Run » cmd to get the cmd.exe window.

2. Using the Change Directory command (dc), navigate through the directories to the Engage directory.

C\Wind tem32\cmd.exe l;li-

X “Administrator>cds
s\ >die

Uolune in drive C has no label
Uolune Serial Numbe D498-760E
Directory of Civ

1 aM CiscolPConfig.bin
EngageSof tuare

-1828 _txt

96,272 i

0g:
268

Progran Files
Progran Files <x86)
RecordingCache

:\>cd progran files (xB863

:\Program Files (x86>>cd telstrat
Files
File:

(xB6)\TelBtraty
¢xB6\TelStrat>ed engage

¢x86>\Te 1§ trat Engage>
<86 X\Te 18 trat \Engage >haspd i

<x86>\Te 1§ trat Engage >has,
(x86>\Te 1S trat Engage haspdinst —i
<x86\Te 1S trat Engage >

:\Progran
:\Progran
Files
Files

:\Progran
i\Progran
di

:\Progran Files

:\Progran Files

:\Progran Files

3. Enter haspdinst.exe in the cmd box and view the program window. Various switches are described. Use

the -i switch to install the Sentinel program (ex. haspdinst -i).
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Sentinel Run-time Environment Installer

Sertinel Runime Environment Installer v. 6.60
= 2013 SafeNet, Inc. All ights reserved

[>

Usage: haspdinst <mandatory switch: <optional switch:
Note: Switch character also can be "/

Mandatory switches:

Hnstall ) - Installs the Sentinel Device Driver.

emove (1} - Removes Sentinel Run4ime Environment. This switch cannot be used if HASP4 or
Hardlock legacy drivers are present

fremove {fr) - Removes the Sentinel Run4ime Environment. Previously installed HASP4 and
Hardlock drivers will remain on your system but are unusable

-info - Lists the driver versions that are installed, and those that are contained in this installer.
-help th) - Displays this screen.

Optional switches:

Mote: Optional switches can only be used with the following mandatory switches: 4, and 4. hd

4. Enter haspdinst -i in the cmd box. The program will take a moment to install and display the window when

complete.

#  Sentinel Run-time Environment Installer v. ... -

Operation successfully completed.

5. Ifthe voice recording server was not or has not been restarted after initial installation, restart it now.
10.9.2 Tmplinfo.log shows SQL Connection Error 80043c9d

Symptom: The Tmplnfo.log file shows the following error:

SQL Connection Error 80043c9d

Re-Attempt #21 to connect to SQL Server PRODMGMT43\ENCACHEX

SQL DMO 'Connect' Error:<BEGIN>

[Microsoft][ODBC SQL Server Driver][SQL Server]Cannot execute as the database principal because the
principal "guest" does not exist, this type of principal cannot be impersonated, or you do not have per-
mission.

Cause: This is typically caused when Engage is not configured with the correct SQL login and password inform-

ation.
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Solution: Launch the Server Configuration program, go to the Voice Recorder Database tab and enter the

SQL login and password information. Restart the TelStrat Voice Recording service.
10.9.3 Tmplnfo.log shows SQL Connection Error 80040000

Symptom: Tmplnfo.log file shows the following error:

SQL Connection Error 80040000

Re-Attempt #5 to connect to SQL Server SqlServer\encachex
SQL DMO ‘Connect' Error:<BEGIN>

SQL Server does not exist or access denied.
ConnectionOpen (Connect()).

Possible Causes:

Cause: Firewall Settings are blocking the SQL connection.

Solution: Confirm with the customer that the firewall settings appropriate for the deployment and voice plat-

form have been made.
Cause: SQL is not setup to allow remote access.

Solution: Open the SQL Server Configuration Manager and check if TCP/IP is set to Disabled which is the
default setting. Change it to Enabled . Restart the SQL Server (server name) service. The TCP/IP protocol

must be enabled in the SQL Server.

Sql Server Configuration Manager \;‘i-

File Action View Help

s 7 EGBE

48 5OL Server Configuration Manager (Local) Protocal Name Status
[ QL Server Services % Shared Memory  Enabled

8§ saL Server Network Col Named Pipes Enabled
p 5 SOL Native Client 11.0 Con STCP/AP Enabled

5
Ef Pratocols for ENCACHEXREPT
p 5 SOL Native Client 11.0 Configuration
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10.9.4 Tmplinfo.log shows Database ‘Config’ could NOT be created
Symptom: Tmplnfo.log file shows the following error:
ERROR: Database 'Config' could NOT be created successfully - 0x80041432

Cannot create file 'c:\Program Files\Microsoft SQL Server\MSSQL10_50.SQLEXPRESS\MSSQL\DATA\Con-
fig_Data.mdf' because it already exists. Change the file path or the file name, and retry the operation.

CREATE DATABASE failed. Some file names listed could not be created. Check related errors.
Cause: This can occur if the Config database is not attached in SQL but the Config.mdf file is present.

Solution: Attach the Config.mdf file if the config database should already be connected or delete the file and

Engage will create a blank database with no configuration (if that is the intent).
10.10 Engage Server Not Found - Dongle Release Mismatch

Another reason to receive the Engage Server Not Found error is a mismatch between the license dongle and

the Engage applciation.
Symptom:

Server Error Warning

Server Error E

Engage Server 'PRODMEMT43" not found.
Check Server Mame or Mebwork Connection,

Application Started at 06/25/2015 14:36:04 06/25/15 14:36:04

Server Version 4.1.1.1

CServiceModule::InitializeDataMgr()::new CDataMgr()... 06/25/15 14:36:04
InitLicenseManager:LIC_PROVIDER_SAFENET 06/25/15 14:36:04

License Server inititialized successfully. 06/25/15 14:36:05

Detected VMWare: ESX 06/25/15 14:36:05
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INFO: CommSrv Server is running in Virtual Machine Env.

Dongle is programmed for a maximum version of 3.6, App version is 4.1. The Server will now exit. 06/25/15 14:36:05
Cause:

License dongles are programmed to run on purchased releases of Engage applications. If the Engage applic-

ation release does not match the dongle, the server will not connect.
Solution:

Contact TelStrat Customer Support and request an updated license key that authorizes the newer software

release.

10.11 Troubleshoot "Download Service Not Found" Error
If call playback is not working and/or the Download Service Not Found error window is delivered on the
screen, there are two areas to check.

Check the TelStrat Engage Download Service state

Engage Services requires setting the TelStrat Engage Download Service to Automatic Mode and then starting
the service. The installation program automatically makes this configuration change as part of the installation.
The TelStrat Engage Download Service is essential for downloading and playing calls. If the service is not run-

ning, no calls can be played.

Verify that the TelStrat Engage Download Service is Running on the Engage Voice Recorder. The installation
program automatically makes this configuration change as part of the installation. To do this:

1. Go tothe Engage Server's Services tool.

2. Scrolldown and find TelStrat Engage Download Service and verify that Running is in the Status column.

3. Ifthe Status area is empty, right-click on the TelStrat Engage Download Service name and use the drop-
down menu and click onStart. This should start the service and Running should appear in the Status

column.
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0 Services = o N
Fle Acion View Help
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Services (Local) || N

Service to download/play calls
M: Telstrat Call

Telstat Quality Dashboard Service Data

d and Handwiting Panel Service

. UPnP Device Host o
User Access Logging Service This senvice logs unique client access requests,.. Running  Automatic (D... v

Extended ), Standard

Check the Net.TCP Port Sharing Service state:

Engage Services requires setting the Net.Tcp Port Sharing Service to Automatic Mode and then starting the
service. The installation program automatically makes this configuration change as part of the installation.

The Net.Tcp Port Sharing Service provides the ability to share TCP ports over the net.tcp network.

If this service, Net.Tcp Port Sharing Service, is not Running, then the Web Client cannot connect to the
TelStrat Engage Download Service and the TelStrat Engage Annotation Service (in Engage Release 4.0.5 or

newer) and the Web Client user interface will be unusable.
To check the status of these services:

1. Go to the Services tool of the Engage Voice Recorder.

2. Scrolldown the list of services and find Net.Tcp Port Sharing Service and verify that Running is in the

Status column.

3. Ifthe Status area is empty, right-click on the Net.Tcp Port Sharing Service name and use the dropdown

menu and click onStart. This should start the service and Running should appear in the Status column.

4. Besureto check that the two associated services (TelStrat Engage Download Service and TelStrat Engage

Annotation Service) are in the Running state in the Status column. If not, right-click on each an click Start.
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10.12 Troubleshoot License Management

The Engage JAVA client is used to reveal the system's software licenses. The information on a specific server is

found by using the menu and navigating to the Server » License Management window.

When licenses are not installed or are invalid (out of date, wrong serial number, etc), the Engage system will

not function correctly.
e Engage:  Adm I. Adm (Default) = To

File Configuration Record Status Log Server Help

EOWLZ:;DH License Management
= . Configuration
© System Users
® ACD Agents |
® Mobile Users ~
® PortNumbers
® DNIS Numbers ezl
* Groups
* Aam:
@ Default Password
-0 Record Feature Ucensed (tocated) Tie ok
‘@ Schedule Recording
& 4 perpetual A
o System Users evauaton seats 4 (locaied 0) perpetual A
o Adive Galls Screen Capture seats 4 (Aocated 0) perpetual A
B v 64 (ocated ) perpetual A
* Playback (Centraized Management es Trial 572872015
# System Users Custering o el 57282015 =
= sener Fie Encrypton s perpsiual Ty
# Archiving Center Licensed Version 9.9 Perpetual Na
o Message Center artenance s Contact e
.
© Reports
Engage  License Wanagement Frcace Server Tme: 9:47:25 A

Each system comes with a set of various product-related licenses, depending on what was purchased. These

licenses are:

o Recording Seats:
o Evaluation Seats:

e Screen Capture Seats:
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« Voice Analytics Seats:

o Centralized Management:
o Clustering:

o File Encryption:

« Licensed Version:

« Maintenance:

Symptom: An example of a failure to apply a software license generates repeated alert messages (in the Temp-

info.log file) such as:

ILicenseManager::InitLicenses() Failed with error code 1! 05/31/15 12:30:38
InitLicenseManager Failed - Will Retry in 30 second. 05/31/15 12:30:38

ILicenseManager::InitLicenses() Failed with error code 1! 05/31/15 12:31:12

InitLicenseManager Failed - Will Retry in 30 second. 05/31/15 12:31:12

ILicenseManager::InitLicenses() Failed with error code 1! 05/31/15 12:31:46

InitLicenseManager Failed - Will Retry in 30 second. 05/31/15 12:31:46

ILicenseManager::InitLicenses() Failed with error code 1! 05/31/15 12:32:20

InitLicenseManager Failed - Will Retry in 30 second. 05/31/15 12:32:20

Cause: Engage may not be configured to use the software licenses or the software license key may be invalid.

Solution: Verify that the correct and valid software licenses have been installed on the Engage Voice Recorder.
10.13 Troubleshoot Playback Calls

This section provides common troubleshooting of Playback Calls issues.

10.13.1 Audio Playback Fails in IE11, IE10 and IE9

Playback fails in IE11, IE10, IE9. The Timeline displays with O (zero) second duration.



é&mﬂf“

If the MP3encoder.dll file is missing on the Engage Record server, the timeline player may show a valid

timeline, but the call duration shows 0 (zero) seconds.

IE11, IE10, and IE9 support playback of .MP3 files only using the timeline player. Engage requires an MP3en-
coder.dllfile that is included with the Microsoft Visual C++ 2010 Redistributable Package.

If playback within IE9-IE11 fails and the .MP3 download fails, then install the Microsoft Visual C++ 2010 Redis-

tributable package found in the Windows Pre-reqs folder of the Engage prerequisite software folder.

Refer to the Engage Server Pre-Requisite Tasks section of this Server Installation Guide for instructions.

10.14 Timeline Graphic Fails in IE11, IE10 and IE9

Symptom: Graphic is displayed, but audio will not play and timeline displays O (zero) second duration.

Troubleshooting: Check if the Desktop Experience feature is enabled on the server. This is required to support

the timeline player graphic for IE9-IE11.

[+] 5} Holes

&
] fm Diagnostics ~ View the status of features installed on this server and ac

2] Event Viewer
(%) Performance

= Device Manager
it Configuration
25 Storage

~! Features Summary

~) Features: 5of 41installed

Desktop Experience
Ink and Handwriting Services
Ink Support
Remote Server Administration Tools

Role Administration Tools

Solution: Install the Desktop Experience feature for Windows Server 2008 R2 or 2012.



é&mﬂf“

10 Playback Fails for Administrator

Sometimes, a workstation's current User Account Controls (UAC) settings prevent the Internet Explorer from

installing the Active-X player. To repair this:

E8 Adobe Reader XI

f") Apple Software Update
& Default Programs

= Desktop Gadget Gallery
() Internet Explorer

@ Mozilla Firefox

B TeamViewer 10 % Runas administrator
£2, Windows Anytime Upgrade Open file location
&/ Windows DVD Maker Scan for Viruses...

&4 Windows Fax and Scan Unpin from Taskbar
 Windows Media Center Pin to Start Menu

O] Windows Media Player
£ Windows Update

< XPS Viewer Send to v
| Accessories Cut

| CCleaner Copy

| Cisco

| Cisco Systems VPN Client
I Cyberlink PowerDVD 9.5
| Dell ControlPgint

I Dell Webcam

. DU Meter

Restore previous versions

Delete
Rename

Properties

1. Click the Start button, go to and right-click on Internet Explorer.
2. From the pop-up menu, click on Run IE as the Administrator. |IE will launch.

3. Logon tothe Engage Web Client to load the Active-X player.

Once IE is run as an Administrator, playback is available in BOTH administrative and standard user modes.

10.15 Windows Audio Service Crashes Server Config

Symptom:

When using the Server Configuration (CommSrv) program of the Engage server on Windows Server 2012 R2,

an error window (The extended attributes are inconsistent) can pop up and display.



é&mﬂf

&) ChProgram Files ()(86)\Te|Strat\Engage\CommS...-

The extended attributes are inconsistent.

Cause:

This error indicates that the Windows Audio service is not Running on the server. The error can occur after try-
ing to launch CommSrv. When changes are being made to a computer by a program via a user, the User
Account Control (UAC) process normally provides a audible BEEP and in some cases, an information/request
window. When the error occurs, the Windows Audio service is not running, which prevents the playing of the

audible sound file, which causes the error.

Solution:

There are two ways to start the Windows Audio service:
Use the Desktop Personalization window:

1. Logon to the server.

2. Right-click on the desktop area to get the pop-up menu and click on Personalize. Click on the Sounds

option.

]
1 [E s Conotpanel » Appesrnces

3. The error window Audio Service Not Running will appear.

4. Click Yes and the Sound theme window will appear. Click OK to select the Windows Default sound theme.



Use the Services Tool:
The Windows Audio service can also be started using the Services tool.
1. From the Start menu, launch the Services tool.

2. Scrolldown the list of services and right-click on the Windows Audio service name to get the pop-up menu.

3. Click on Start to start the service.

10.16 Event Monitor not Functioning

The Engage Event Monitor is responsible for delivery of system event messages and content. This important

information can be sent to administrators or users using:

¢ e-mail addresses.
¢ SMTP messaging.

o the Web Client’s Events button.
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The Engage Event Monitor application expects to use installed Microsoft Visual C++ 2008 and 2010 software
elements. The complete implementation of the Engage Recording Server requires the following up-to-date
Visual C++ components be installed on the server:

e 2008vcredist_x64

o 2008vcredist_x86

o 2020vcredist_x64

e 2010vcredist_x86

If system events are failing to be generated (not being delivered to e-mail addresses, showing up in
SMTP messaging or there are no events when using the Web Client's Events button), check for proper install-

ation and most recent versions of the C++ software:

1. Gototheserver's Control Panel.

2. Locate the software components (ex. with names such as Microsoft Visual C++ 2008 Redistributable -

x64...)

= Programs and fFeatures 1=

3. Ifthe software is missing, reinstall it.

10.17 TALC Card Traces and Commands

Access the TALC through Telnet client.

Go to Edit and hit Start Loggin
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Give the file a name
In Debuf, type pf2 port

Leave the session open so it logs all the calls on the port.

When the TALC card is ready to communicate, it displays:
TALC_RDY>

dc 0,s: Dumps the configuration of the card.

displog shows the events on the board (reset, login, connection to IDVR).

Description of dump elements:

Ex. IPCFG 192.168.143.134, 255.255.255.0, 192.168.143.254, 0.0.0.0, 255.255.255.0, D
IP Address: 192.168.143.134

IP Network Mask: 255.255.255.0

IP Gateway: 192.168.143.254

Management IP Address: 0.0.0.0

Management IP Network Mask: 255.255.255.0

Ethernet Full Duplex [E-Enable D-Disable]: D

Ex. SYSCFG 1,IDVR Beta Card 1

Board ID: 1
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Node Name: IDVR Beta Card 1

Ex. ACCFGE, 1, 04:00, 16, 0, 4728
Configuration name: accfg

DN Discovery[E/D]: E

DN Discovery Frequency [1-Per Day 2-Per Week 3-Per Month]: 1
DN Discovery Time [hh:mm]: 04:00

Extension to Dial - Port Number: 16

Extension to Dial - Feature Key: 0

Extension to Dial - DN: 4728

Ex. PORTCFGO,E, 1,D,D, N, D,D

Port Number: 0

IDVR Status [E/D]: E

IDVR CompressionRate[0-G711 1-G723.1]: 1
TAPI Support [E/D]: D

2250Port[E/D]: D

Configure Agent ID ?[Y/N]: N

Beep Tone [E/D]: D

Virtual Phone Recording [E/D]: D



é&mﬂf

Ex. FKEYCFG 1,13 EREC,14 ECS ,9RDIS ,NC

Device Number: 1

Feature 1l

KeyNo Feature Data: 13 EREC (record)

Feature 2

Key No Feature Data: 14 ECS (Conversation save)
Feature 3

Key No Feature Data: 9 RDIS (Delete Recording)
Feature 4

Key No Feature Data: NC

Config commands

Attribute rc : Type rc before any of the following config commands and the system will print the current config

for that command.
Dm i

ip: set the IP address of Card

syscfg: set the unit ID, and Node Name

idvrcfg : enable, and set the IP address of server
accfg: set DN Discovery

portcfg: configure a port
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fkeycfg: configure key for port
sympdispcfg: symposium configuration
sc y: save configuration

sr 1,y : reset board

us: upload software

uc: upload configuration

DEBUG Commands and Suggestions

wh displays version number of the card and how long the card has been up
pf 4 (port 0 - 15) captures information sent between card & Phone
pf 4 (port 32 - 47) captures information sent between card & PBX
cp 5 (port 0 — 15) snapshot of the phone

cp 085 <port>To see the DN Discovery of the particular port

db 13 5 displays cross connect information

db 2 153 Call start information

db 2 154 detailed call start information

db 2 8 See DND discover run

db 2 184 Agent login

db 8 y IDVR State Machine

db 2 026 Call State Machine
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cp 021 <port>To see the Call Bits for the port
cp 022 <port>To see the RSM (Recorder State Machine) for the port — use it for recording problem
ES 1 Network states

Dch DSP information
NVD

CPP MADN enable disable
TMS (set in seconds) Time stamp (default 60 for 1 minute)
Sdp 13 3 port Beep tone

Sdp 8 3 port?

sdp: Set Debug Print Level: Type (max=18), Level (max=3), Channel(max=31)
0: Icon Control

1:ConnectID

2: Privacy Override

3: Line Preference Key (LPK)

4 :Redundant_Indicator

5: CP Virtual Device

6: CP Call Handler

7: CP Call State Machine

8: CP RSM Manager
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9: CP Recorder State Machine

10: IDVR Keys

11: CPND State Machine

12 : Softphone Hotline State Machine
13: Recording Beep Tone

14 : ACD Call Force Tone

15: Fast Path

16 : KBA Phase Il From PBX

17: Overlay

18 : DCIDVR Call Manager

During a debug session, always do the following:

« When doing traces, annotate what the user is doing. Use special characters (ex. |, @, #, S, % etc.) to mark
the comments.

In debug window:

o wh: Get the version, how long the card has been up.

Before closing the debug window and while in the MMI window:

o dc: Get the config

o dlog: Get the display log

When a customer reports a problem, while communicating with them, always get:
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o Card’s config

o TNB of the whole slot

e Symptoms of failure

o Exact date/time of failure

o Frequency of failures

. Finally, get a VERY detailed description describing exactly (as close as possible) what the user is doing
(ex. keys being pressed, how many times, lamp status whether on, off or blinking, and any other
symptoms) to generate the issue.
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